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Ubuntu book, Instant Ubuntu. Thanks for visiting!

This article is part of a series regarding firewalling and network security
using the Firewall Builder tool on Ubuntu. This is user-contributed content.
If you would like to contribute an article, please see the About page for

contact information.
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Author: vadim@fwbuilder.org

http://www.fwbuilder.org

This guide starts a series of articles about Firewall Builder. Firewall
Builder (also known as fwbuilder) is a GUI firewall configuration and
management tool that supports iptables (netfilter), ipfilter, pf, ipfw,
Cisco PIX (FWSM, ASA) and Cisco routers extended access lists. Both
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Getting Started with Firewall Builder

professional network administrators and hobbyists managing firewalls with Enhanced Linux
policies more complex that is allowed by simple web based Ul can simplify Christer Edwards
management tasks with the application. The program runs on Linux,

) SaltStack Book
FreeBSD, OpenBSD, Windows and Mac OS X and can manage both local
and remote firewalls. The first article is an introduction to the program. We
will follow up with series of articles focusing on more advanced aspects of it

in the coming weeks.

Firewall Builder is packaged with most Linux distributions and is available

under “System/Administration” menu.

@ﬁ_f Applications Places BSEER

Preferences b

:,\ Administration P l\k,,j-:':.Authr::riz:atic:uns

+k a
“ Create a LUSB startup disk

[—

g Firewall Builder

@ Help and Support

‘€ About GNOME

If it is not there, then it probably needs to be installed on your system. You
need to install package that has supporting API library libfwbuilder and
package fwbuilder that contains Firewall Builder GUI and policy compilers.

Use apt-get or aptitude to find and install them:

# aptitude install Libfwbuilder fwbuilder

On FreeBSD and OpenBSD Firewall Builder is part of ports, you can find it

in /usr/ports/security/fwbuilder.

Packages shipping with Ubuntu are always one or two minor revisions
behind. If you want to try the latest version, you can use pre-built binary
.deb packages offered on the project’s web site or build from source using
our online installation instructions. Pre-built binary packages can be
installed using our repositories of rpm and deb packages, see instructions

on this page.

If the system menu item is not there or you have built the program from
source, you can always launch it from the command line by just typing
“fwbuilder” on the shell prompt:
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$ fwbuilder

The program starts and opens main window and greeting dialog. The

dialog provides links to the project web site where you can find more

tutorials, FAQ, Firewall Builder CookBoook and other documentation, as

well as bug tracking system and links to user forums and mailing list.

Clicking on the link in the dialog opens corresponding web page in your

web browser. This works the same on all supported OS: Linux, Windows

and Mac OS X. You can always open this dialog later using an item in the

main menu “Help”.
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Lets create our first firewall object. To do this, we’ll use object creation

menu that appears when you click on the icon in the small toolbar right

above the object tree. Choose menu item “New Firewall” from the menu

that appears.
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Firewall Builder - [Untitled]
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The program presents wizard-like dialog that will guide you through the
process of creation of the new firewall object. In the first page of the wizard
you can enter the name for the new firewall object (here it is “guardian”), its
platform ( “iptables”) and host OS (“Linux”).

There are two ways new firewall can be created: you can use one of the
preconfigured template firewall objects or create it from scratch. This
tutotiral demonstrates the first method (using template object). To do this,
check checkbox “Use pre configured template firewall objects”. Template
can be taken from the library of template objects that comes with Firewall
Builder package or from a file provided by the user. The latter is useful
when administrator wants to distribute a library of predefined templates to
other users in the enterprise. We are using one of the standard templates
in this guide and therefore leave standard template library path and name
in the “Template file:” input field. Click “Next” to move on to the next page
of the wizard.

Note that template firewall object comes completely configured, including
addresses and netmasks of its interfaces and some basic policy and NAT
rules. This configuration is intended as a starting point only. You should

reconfigure addresses of interfaces to match those used on your network

and most likely will have to adjust rules to match your security policy.
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Enter the name of the new abject below: [guamian ]

Choose firewall software it is running: [ iptables

L1

Choose OS the new firewall runs on: [ Linux 2.4/2.6

4k

v Use preconfigured template firewall objects

Template file: [Iusrfsharemrbuilders.o.4rtemplates.xm|

Browse l [ Use standard template library

This page of the wizard shows template objects and their configuration.
Standard template objects represent firewalls with two or three interfaces, a
host with one interface, web server or Cisco router. Choose firewall with
three interfaces for this guide. Note that template comes with completely
configured firewall object, including set of interfaces and their ip addresses
and some basic firewall policy. You will see how addresses can be
changed later on in this guide. Click “Finish” to create a new firewall object

using chosen template.
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Choose template object in the list and click 'Finish’ when ready. Template objects use
generic interface names that will be iherited by the firewall object you create. You may need
to rename them later to reflect real names of interfaces on your firewall machine.

fw template 1

fw templaie 2 Interface: ethD (outside)

‘tw tempiate 3 192.0.2.1/255.255.255.0

host fw template 1

linksys firewall Interface: eth2 (dmz)

web server 192.166.2.1/255.255.255.0
CcIBxx

Interface: eth1 (inside)
182.166.1.1/255.255.255.0

This firewall has three interfaces. Eth0 faces outside and has a static routable address;
eth1 faces inside; eth2 is connected to DMZ subnet. Policy includes basic rules to permit
unrestricted outbound access and anti-spoofing rules. Access to the firewall is permitted
only from internal network and only using SSH. The firewall uses one of the machines on
internal network for DMS. Internal network is configured with address
192.168.1.0/255.255.255.0, DMZ is 192.168.2.0/255.255.255.0. Since DMZ used private IP
address, it needs NAT. There is a mail relay host located on DMZ (object 'server on dmz’).
Palicy rules permit SMTF connections to it from the Internet and allow this server to connect
to a host on internal network ‘internal server'. All other access from DMZ to internal net is
denied. To provide access to the mail relay its private address is mapped to firewall's
outside interface address by NAT rule #1.

Next > Finish H Cancel

Here is our new firewall object. Its name is guardian, it appears in the
object tree in the left hand side of the main window in the folder Firewalls.
When an object is selected in the tree, a brief summary of its properties
appears in the panel under the tree. Double-clicking on the object in the
tree opens it in the editor panel at the bottom of the right hand side panel of
the main window. The editor for the firewall object allows the user to
change its name, platform and host OS and also provides buttons that
open dialogs for “advanced” settings for the firewall platform and host OS.

We will inspect these little later in this tutorial.

You can always resize the main window to make all columns of the policy

view be visible.
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Firewall Bullder - [Uintitled]
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Now would be a good time to save the data to a disk file. This is done in a
usual way using main menu File/Save As.

Lets take a little tour of the network and service objects that come standard
with the program. You can use these preconfigured objects to build policy
and NAT rules for your firewall.

Objects in the tree are orginized in libraries, you can switch between
libraries using drop-down menu above the tree. Firewall Builder comes with
a collection of address, network, service and time interval objects in the
library called “Standard”. Lets take a look at them. Notice that the
background color of the panel that shows objects tree depends on the
chosen object library. This makes it easier to keep track of the library
currently opened in the program.
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H. File Edit Object Rules Tools Window

B @ XE

Q, Standard

<5 [Pes

- Q}. User

|- [[ Firewalls
+ = guardian

T Mikioete

Folder Objects/Hosts contains few host objects used in standard firewall
templates. Folder Objects/Network contains network objects that
represent various standard address ranges and blocks, such as multicast,
net 127/8, networks defined in RFC1918 and so on.

< E:,T[Q} Standard

= (§) Standard { read only )
[ Firewalls
- [ Obiects
+-[[] Address Ranges
[ Address Tables
[ Addresses
[ OMNS Mames
+- 7] Groups
+ E] Hosts
= [ Networks
B al multicasts
B link-local
B loopback-net
B net-10.0.0.0
B net-172.16.0.0
O net-192.168.0.0
BN net-192.168.1.0 =

1k

[+]

Firewall Builder also comes with extensive collection of TCP, UDP and
ICMP service objects that describe commonly used protocols. This slide

shows some TCP objects (all of them do not fit in the screenshot).
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Here is an example of a simple TCP service. It defines source and

destination port ranges (in this case source port range is not defined and

there is only one destination port 80). TCP service object can also define

any combination of tcp flags the firewall should inspect and also which

ones of them should be set in order for a packet to match this object. In the

case of the service “http” we do not need to define any flags.

Tg's'rcpsamce
. htip Source Port Range
ame:
Fags: UAPRSF End:
Mask: Destination Port Range
Settings:
Established

Comment:

Now lets take a look at the objects created as part of the new firewall object

guardian. In order to do this, switch to the library User where this object

was created. To open an object in the editor panel to inspect or change it,

double click on it in the tree. Also, if you click on an object in the policy rule

to select it, it will automatically open in the tree on the left.
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First, the firewall object itself.

Every object in fwbuilder has basic attributes such as its name and

comment. Other attributes depend on the object type.

Attributes of the firewall object include platform (can be iptables, pf, ipfilter,
etc.), version (platform-depended) and host OS. Buttons Host OS Settings
and Firewall Settings open dialogs with many additional attributes that
depend on the firewall platform and host OS. More on these later.

E—E Firewall

_ _ [ Host OS Settings ... | Gomment:
Name: [Quam'ﬂ” ] This firewall 4]
Firewall Settings ... ] has three
Platform: [Iptables :] [ i interfaces
Version: Inactive firewall Eth0 faces
ETEILTI ['3"5" "] outside and
HostOS: Linux2426 4| hast:that'c
routable |
LaTs Fa e tatntd L

Here are the choices for the firewall platform, version (for iptables) and host
Os.
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ammlz it E-Firewal

| 108 ACL
| ipfiter | |
MName: Mama: | _ "
| Ipte FreeBSD
rratorn: | S
| PF Cisco 105
Version: | Version: |
| PIX | Linksys/Sveasoft
| oo ostos: |
' | MacOs X |
CpenBSD
2 Cisco PIX
gjﬁ-ﬂnl i
= | Solaris

p Unknown
Mame:  guardian L

Platform: ilptahle’s = |

verson: |

1.2.5 or earlier
Host GS:
126128
1291 1.2.11
APl 1.3x

| 1.4.0 or later

Interfaces of the firewall are represented by objects located below the
Firewall object in the tree. We refer to them as “children” of the firewall
object. This slide demonstrates properties of the interface ethO. To open it
in the editor double click on it in the tree. If editor panel is already open and
shows some object, it is sufficient to select new object in the tree to reveal

it in the editor panel (no need to double click).

IP and MAC addresses of interfaces are represented by child objects in the

tree located below corresponding interface.

‘ B',[Q} User
— K User

-I- [/ Firewalls
- i'-.'.: guardian
- H outside | ext)
i|':i guardian:ethiip
+ Hgf| inside
+ g loopback
+ | dmz [ ext)
g Policy
. NAT

% Routing

1k
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Interface object has several attributes that define its function, such as

“Management interface”, “external” etc.

= Name: the name of the interface object in Firewall Builder must
match exactly the name of the interface of the firewall machine it
represents. This will be something like “eth0”, “eth1”, “en0”, “br0” and
So on.

= Label: On most OS this field is not used and serves the purpose of a
descriptive label. Firewall Builder GUI uses a label, if it is not blank,
to show interfaces in the tree. One of the suggested uses for this field
is to mark interfaces to reflect the network topology (outside’,
'inside’) or the purpose (‘'web frontend’ or 'backup subnet’). The label
is mandatory for Cisco PIX though, where it must reflect the network
topology.

= “Management interface”: Sometimes the host has several network
interfaces in which case one of them can be marked as the
'manaagement interface’. The management interface is used for all
communication between Firewall Builder and the host.

= “External interface (insecure)”: marks an interface that connects to
the Internet.

= “Unprotected interface”: marks interface to which fwbuilder should not
assign any access lists (used only with Cisco 10S platform)

= “Regular Interface”: Use this option if the interface has an IP address
assigned to it manually.

= “Address is assigned dynamically”: Use this option if the interface has
a dynamic address (obtained by means of DHCP or PPP or another
protocol); in this case an address is unknown at the moment when
Firewall Builder generates the firewall policy.

= “Unnumbered interface”: Use this option if the interface can never
have an IP address, such as the ethernet interface used to run
PPPoE communication on some ADSL connections, tunnel endpoint
interface, or an interface on a bridging firewall. See below Section
5.3.1 for more detailed discussion of these different types of
interfaces.

= “Bridge port”: this option is used for port of bridged firewall.

= “Security level”: security level of this interface, used only with Cisco
PIX (ASA)

= “Network zone”: network zone of this interface, used only with Cisco
PIX (ASA). Network zone drop-down list shows all network obejcts
and groups of addresses and networks present in the tree. Choose

one of them to tell the compiler which networks and blocks of
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addresses can be reached through this interface. Compiler uses this
information to decide which interface each ACL rule should be
associated with based on the addresses used in the destination of

the rule.

ﬁ] Interface

MName: |ethD

Management interface Comment:

¥| This interface is external (i

Label: |outside
Unprotected interface
Security level: u i@ Regular interface
() Address is assigned dynan
Network zone: () Unnumbered interface

=~ [ Bridge port

Apply Close

Here is IP address of interface eth0, external interface of the firewall. The
address and netmask are attributes of the child object of the type “IPv4
address”. Here the address is “192.0.2.1” and netmask “255.255.255.0".
Button “DNS Lookup” can be used to determine ip address using DNS. The
program runs DNS query for the “A” record for the name of the parent

firewall object.

Tﬁ Address

Comment:
Name: [guardian:eth{l:ip ]
This is a test address, change it to your real

Address: [192.{1.2.1 ] one

Netmask:[255_255_255_0 ]

[ DNS Lookup.. ]

Apply Close

Lets look at the IP address of the internal interface of the firewall. The
address used in the template is 192.168.1.1" with netmask
“255.255.255.0". This is rather typical address used for small and home
networks. Some commercial firewall appliances come preconfigured with

this address.
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* I_jt[ﬂ)} User

L1

-1 K User

=I- [/ Firewalls
- _E__-'; guardian
- | outside [ ext)
ﬁ: guardian:eth:ip
- B inside
iP guardian:ethl:ip
+- B loopback
+ | dmz { ext)
E Policy
B naT
B Pouting
+- [ Obiects
+- [ Services

[ Time

Object Type: IPv4 address
Object Name: guardianeth1ip
192.168.1.1/255.255.255.0

g

gL
Source Dest
_!_-l-'_'guardian Any
o ¥ et-192.168.1.0
¥ et-192.168.2.0
1 Any Any
2 P8 et 192.168.1.0 [Eguard
3 Eint&rn.
4 Any E-::_'guard
3 Any Any
i3 Any Eser‘ue
T Esewer on dmz Eint&rn.
3 Esewer on dmz g,gnet-‘li
(4]
Tﬁ Address

Name: [guardian:ethtip

Address: [192.165.1 1

Netmask:[255.255.255.{]

[ DNS Lookup...

Apply

If address 192.168.1.0/24 matches address of your local network, you can

skip this part of the guide and move to the page 4. Otherwise, you need to

reconfigure the address of the internal interface of the firewall object that

you just created in fwbuilder and also change address object used in the

policy rules. Start with changing address attribute (and possibly netmask, if

necessary) of the object guardian:ethl:ip as shown in the screenshot:
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Tﬁ Address
Name: [guardian:eth‘l:ip

Address: [1?2.16.22.1

Netmask:[255.255.255.{]

DMS Lookup...

|

Apply H Close

Now we need to change IP address used in the rules. To do this, we create

new Network object with correct address and replace object net-
192.168.1.0 in all rules with this new network object.

Use new object menu to create Network object.

< |

B.T[Q, User

1k

s

&7 New Library

F_l.':_. Mew Firawall
5 Mew Host
EF Mew Interface

g Mew MNetwork IPvE

ip

New Network object is created with default name ‘New Network’ and IP
address 0.0.0.0.
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[

Y New Network
+- [ Services Euatwnrk

[ Time

Name: [New Network

Address: [0.0.0.0

Netmask:[255.255.255 255

ﬁ Apply

Edit object name and address, then hit “Apply”.

(=]
- [ Metworks

=
[

i internal net
+- [ Services ﬁﬂatwnrll

g Time

Mame: [inte rnal net

Address: [1?2.1622.0

Netmask:[255 2552550

u

Use menu Object / Find to activate search and replace dialog. The Find
and Replace dialog opens at the bottom of the right hand side panel in the

main window, below the policy rules view.

% File gmti Rules Tools Window Help

ﬁ gj MNew Cbject  Cirl+N
‘. | @t Lock

5 R User Unlock
- [ Firewalls

Locate object object net-192.168.1.0 in any policy rule where it is used or
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in its location in the tree in library Standard and drag and drop it to the left

object well in the search and replace dialog as shown on the screenshot:

P amin

L] ﬂrm 15216820 net- 192 168.1.0] L an 1. ] Any by Alother pocess dom DMZ
10 ﬂ-‘\ﬂ-ﬁ\?.li@ 18 Ary Ay L1 1. o Any This permis acoess inom niemal net
" iy Ay Ay | A k4 @ Ay ®ap

Fired obrpect Faplaca chject Scopa for search and replace

Nare 5 Trow oy : Ciose

Bl- 192 168.1.0 w Dirop object hene,
not-162,168.1.0

Change the scope setting to “Policy of all firewalls”. If you have many
firewalls in the tree, use scope “policy of the opened firewall” instead.
Locate new Network object you just created in the tree and drag and drop it
to the right object well in the search and replace dialog as shown on the

screenshot:

Firg object Replace abgect Seopa for search and replace -

Hams - ﬁ ﬁ Policy of al frewalls iz i
aAPELRLS k4 1-192.168.10 Intemal not
nel-192, T ——— ——
{ maTm ol mareariaen | Pepiace o8 || Reoplace | [Replaces FIndZ

Now hit “Replace all” button. Pop-up dialog should appear and report how

many replacements the program had to make in all rules of the firewall.
Note that the replacement is done not only in the policy rules, but in NAT

rules as well.

Firewall Builder [x]|

R Replaced 7 objects.

-
B {

==0 d
: (@] |
B [

Einternal Server %sn‘ﬂp All ﬁ
Minternalnet  MEDNS | Al *

L ——

Now that you have created a new object and replaced old network object
with new one in all rules, do not forget to save data to a file using menu

File/Save
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Lets inspect properties of the firewall object. Double click on the firewall
“guardian” in the tree to open it in the editor panel, then click “Firewall
Settings” button in the editor. This opens new dialog that looks like this.
Notice button “Help” in this dialog, clicking this button opens help as shown

on the next slide.

iptables: advanced settings

- Complier | installer | PrologiEpliog | Logging | Seript | IPv6 |

Compiler: | |

Command line options for the compiler: | |

Output file name (if left blank, the file name is
constructed of the firewall object name and [
exlension ")

v | Assuma firewall is part of ‘any’
v| Accept TCP sesslons opened prior fo firawall restart
v| Accept ESTABLISHED and RELATED packets before the first rule

Drop packels that are associated with
no known connection

and log them
Bridging firewall

v Delect shadowing in policy rules
Ignora emply groups in rules
Enable support for NAT of locally originated connections
Clamp MSS to MTU

Make Tag and Classily actions terminating

Default action on ‘Reject: | &

Always permit 55h access from
the management workstation
with this address:

Help oK || cancel |

Online help explains all attributes and parameters located in each tab of
the firewall settings dialog. | encourage you to explore it as many
parameters are important and affect generated iptables script in different

ways.

Next few screenshots show other tabs of the firewall settings dialog. You

can find detailed explanations of all parameters in the online help.
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i
‘Command line options for the cf

Output fila nama (if Ish blank, the file nama
conshucied of the firewall object name and
extansion “.fw")

| Assume firewall is parl of ‘any’
+| Accept TGP sessions opened
¥ Accept ESTABLISHED and RE

Drop packeis that are associall
e Known conneciion

Bridging firewall

| Datact shadowing in policy rul
Ignore empy groups In rules
Enabila support for MAT of loca
Clamp MSS to MTU
Maki Tag and Classily actions

Detault action on "Reject:

Always permit ssh accass from
the management worksiation
with this address:

Help

Firawall platiorm: iptablas

Tab Compiler
Compiler

Full path fo the palicy compiler exscutable. Use this if you do not want fo use
standard Firewall Builder policy compiler that comes with the package or if you want
lo wrap compilar in a scripl.

Command line options for the compiler

Additional command line options for the policy compilar.
Output file name

Specily the name of the: generaled iptable script. If lem blank, e file name is
construcled from e frewall object name and extension "w",

Assume firewall is part of "any’

On some firewall plationms there is a diferanca in the configuration command used
lo coningl acciss thraugh e firkwall versus the command hal contals HCCess o
the firewall itzall, For example, in iplables, packels headed for the Srewall maching
should b Inspected in the INFUT chain, while packats going thraugh the firewall
are inspacied in the FORWARD chaln. if this option s ON, the compiler generates
«code for both FORWARD and INPUT chains i it sees ‘any’ as the destination of the
policy rule. in other words, il assumes that the firewall is pari ol 'any’, and packels

I iptables: advanced settings [2c]
Compibar | Installer | PrologEpilog

[T»]

-

[ ox || cancal |

This page defines various parameters for the built-in policy installer.

Installer uses ssh client (pscp.exe and plink.exe on Windows) to transfer

generated script to the firewall machine and activate it there.
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iptables: advanced settings

| Compiler | Installer | Prolog/Epilog | Logging | Script | IPv6 |

Bullt-in installer

Directory on the firewall where script should be installed |.fatc

User name used to authenticate to the firewall (leave this empty If you use putly |
session): L
Alternative name or address used lo communicate with the firewall (also putty |
session name on Windows) -
A command that installer should execule on the firewall in order lo activate the

policy (if this field is biank, installer runs firewall script in the directory specified |

above; it uses sudo if user name is nol root)

Addifional command line parameters for ssh

Additional command line parameters for scp

Exlernal install script

Policy install script (using built-in installer if |
this field is blank]):

Command line options for the script:

= | o

User can define shell commands that will be included in the generated
script at the beginning and in the end of it. These commands can do

anything you want, such as configure some subsystems, set up routing etc.
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iptables: advanced settings

| compller | Installer = PrologiEpiiog [ Logging | Seript | IPvE |

The following commands will be added verbatim on top of generated configuration

Inser prolog scripl | on lop of the script v ' Edit

The following commands will be added verbatim afler generated configuration

o [ ewen |

Parameters for logging.

iptables: advanced settings

| Complier | installer | Prolog/Epliog  Logging | Seript | IPV6

® uelOG - ussULOG | Logprefi  [RULE %N - %A

log TCP seq. numbers

log TCP options
Logging limit: 0 |§| | -

log IP options
_ Activate logging in all rules

use numeric sysiog levels {overrides rule options, use for debugging)

Log level: | info -

More options for the script generation. Notice that fwbuilder can produce
iptables script in two formats: 1) as a shell script that calls iptables utility to
add each rule one by one, or 2) it can use iptables-restore script to activate

the whole policy at once. Other parameters are explained in the online
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help.

iptables: advanced settings

Compiler | Installer | Prolog/Epliog | Logging | Script | IPv6
These options enable auxiliary sections in the generated shell script.

v Load modules

| Verify interfaces before loading firewall policy
Turn debugging on in generated script

v | Configure Interfaces of the firewall machine

| Add virtual addresses for NAT

Use iptables-resiore o activate policy

Starting with v3.0 Firewall Builder can generate both IPv4 and IPv6 policy.
This tab controls the order in which they are added to the script if user

defined rules for both address families in the Policy objects of the firewall.

iptables: advanced settings

| Complier | Installer | PrologiEpliog | Logging | Seript | IPv6

The arder in which Ipvd and (pv6 rules should be generated:

Bt B

Lets take a look at the policy of the template firewall. These rules are
intended to be an example, a starting point to help you create your own
policy quicker. Most likely you will want to modify them to suite your
requirements. Explanation of the rules given here is rather brief because

the goal of this guide was only to demonstrate how to use Firewall Builder.

= Rule 0: this is an anti-spoofing rule. It block incoming packets with
source address that matches addresses of the firewall or internal or
DMZ networks. The rule is associated with outside interface and has
direction set to “Inbound”.

= Rule 1: this rule permits any packets on loopback interface. This is
necessary because many services on the firewall machine
communicate back to the same machine via loopback.

= Rule 2: permit ssh access from internal network to the firewall
machine. Notice service object “ssh” in the column “Service”. This
object can be found in the Standard objects library, folder
Services/TCP.
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guardian / Policy
Source Destination Service  Imterface Diection Action Time Optiors Comment
Qﬂ"ﬂfﬂm Ay ary Blouisce ¥ L ] Any ﬂ@:. andi spookng rule
B et 182 1602 0
B ernal nes
Any Any ary Blocpoack G + any
ur.aeu nal net {-,Ess.n Al t o ey S5H Access bo frewallis parmitied
Booden | Beernasever &ons % o Ay Firownll usos one of the machings
Any [ puardian Ay | oA < @ Ay || | Al other attempts 1o connect o
Any Ay D anith 1] ‘ = Arry | Quuickly reimct altempts io connact
Ay Bicovoronoamz Bsmp T + ey M reiay on OMZ ean accept
Bsmc—rm dmz Errl:rn.i senver 3;:.1!1: L] t o Any this: rule pesrmits a mail relay
Bieveiondm: THetemainet  SB0ONS M < o Aey Vsl refay needs ONS and can
Essml‘p connect jo mall servers on the
B ret-102.168.20 Birternal net Ay oM % » ey B0 Al other access from DM 1o
H{ww nat Ay Ay A 1. e By This pevmis access nom inbesmal net
Ay Any ay | M % - .

Policy rules belong to the object “Policy”, which is a child object of the

firewall and can be found in the tree right below it. As any other object in

Firewall Builder, Policy object has some attributes that you can edit if you

double click on it in the tree.

= Policy can be either IPv4, or IPv4 or combined IPv4 and IPv6. In the

latter case you can use a mix of IPv4 and IPv6 addess objects in the
same policy (in different rules) and Firewall Builder will automatically
figure out which one is which and will sort them out.

Policy can translate to only mangle table, or a combination of filter
and mangle tables. Again, in the latter case policy compiler decides
which table to use based on the rule action and service object. Some
actions, such as “Tag” (translates into iptables target MARK) go into
mangle table.

“Top ruleset” means that compiler will place generated iptables rules
into built-in chains INPUT/OUTPUT/FORWARD. If policy is not
marked as “top ruleset”, generated rules will go into user-defined

chain with the name the same as the name of the policy object.
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% Rule set

Mame: [F’calic:y,r

Comment:

@ filter+mangle table

[This is IPvé rule set -

) mangle table

v| Top ruleset

Apply Close

Here are preconfigured NAT rules.

= Rule 0O: tells the firewall that no address translation should be done
for packets coming from network 192.168.2.0 going to 192.168.1.0
(because Translated Source, Translated Destination and Translated
Service are left empty)

= Rule 1: packets coming to the firewall from internal and DMZ
networks should be translated so that source address will change
and become that of the outside interface of the firewall.

= Rule 2: packets coming from the Internet to the interface “outside” will
be translated and forwarded to the internal server on DMZ

represented by the host object “server on dmz”.

guardian / NAT
Qriginal Sre Original D5t Originad Srv - Translaled Sre. Transiated Os1 Transiaded Srv - Ophions Comment
o Hnﬂ 192, 168,20 ar-‘.‘:rnu et Any Ciriginal Ciriginai Chriginad no need b0 trans b
M rer-100 16820 Any Ay Bfloutsice Oeiginal Cirgenal Trarsisle sourcs sddrese
! H lor ouigong cormociions
infernal net
2 Hury nuuuide Ay Oirigginaal E.seﬁ'er o dme Chiginal

Now we should be ready to compile policy of the firewall guardian and
generate iptables script. To do this, select firewall in the tree and click right
mouse button. Choose item “Compile” in the pop-up menu. The dialog that
appears lists all firewall objects defined in the objects tree and lets you
select which ones should be compiled. The firewall guardian has just been
created and has never been compiled and dialog shows that. Make sure
checkbox next to the firewall object guardian is checked and click button

“Next”.
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Select firewalls for compilation.
Compile  Firewall Last Modified Last Compiled Last Installed
1| ¥l : guardian Mever Mever Never
(4] [+]
Al || None ||snow selected|

Firewall Builder calls policy compiler (which is by the way an external
program which can be used on the command line). The next page of the

dialog shows compiler progress and result.

Firewall + Progress Firewalls: guardian
guardian Success | ]100%
| |12n2
Hide details
Process log
| Save log lo file
rule 4 ui;lnbali -
rule 5 {global)
rule & [global)
rule 7 (global)
rule & global)
rule @ [global)
rule 10 {global)
rule 11 glebal}
Compiled successiully
| swp | L
B Nax [ Fnisn || Cancel
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Compiler generates iptables script in the file with the name the same as the
name of the firewall object, with extension “.fw”. The file is placed in the
same directory where the data file .fwb is located.

Here is how generated script looks liie. This is just a fragment from the
middle to show some generated iptables commands.

https://ubuntu-tutorials.com/2009/06/03/getting-started-with-firewall-builder/[3/2/2018 1:12:58 AM]



Getting Started with Firewall Builder

# NAT compiler errors and warnings:

#
#
# Rule © (NAT)
#

echo "Rule @ (NAT)"

#
# no need to translate
# between DMZ and

# internal net

$IPTABLES -t nat -A POSTROUTING -s 192.168.2.0/24 -d
172.16.22.0/24 -j ACCEPT
$IPTABLES -t nat -A PREROUTING -s 192.168.2.0/24 -d

172.16.22.0/24 -j ACCEPT

Now you can transfer it to the firewall and execute it there to install iptables
rules. However it is much more convenient to use built-in policy installer to
do this. To use installer, click right mouse button on the firewall object in
the tree and use menu item Install. Firewall Builder will compile the policy
if necessary and then open dialog where you can configure parameters of
the installer. Here you need to enter password to authenticate to the
firewall. Once you click OK, installer will connect to the firewall using ssh
client. First, it will copy generated script to the directory /etc on the firewall
(or different one, if configured in the Installer tab of firewall settings dialog),
then it will run this script and check for errors. Its progress will be visible in

the panel of the installer wizard, just like the progress of policy compiler.
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Install options

Install options for firewall 'guardian’

User name: l root l

Password or passphrase: l""“" l

Enable password:

Address that will be used to communicate

with the firewall: | 172.16.221 ‘

Quiet install: do not print anything as commands are executed on the firewall
Verbose: print all commands as they are executed on the firewall

Store a copy of fwb file on the firewall

If you install the policy in test mode, it will not be saved permanently, so you can revert
fo the last working configuration by rebooting the firewall

Test run: run the script an the firewall but do not store it permaneantly.

Schedule reboot in _E min

[ oK || Cancel

This guide walked you step by step through the process of creating of a
firewall object, making some minor changes in its parameters and policy
rules, compiling the policy and activating it on the firewall machine. This
guide did not touch advanced topics such as built-in revision control
system, working with multiple data files, working with multiple firewall
objects, IPv6. You can find documentation and guides on these topics and

more on our project web site at http://www.fwbuilder.org.
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Kurt von Finck
2009/06/04

Couldn't you just paste
http://www.fwbuilder.org/slideshows/tutorial_3/sl...

into the blog entry and be done with it?

Reply |

H rtalcott
: 2009/06/04
Kurt, hurtling toward you fate in Albuquerque...I can appreciate that...I'd

definitely prefer to be hurtling elsewhere!

Reply |

m rtalcott

: 2009/06/04
should be YOUR fate
rt

Reply |

S alifaan
] 2009/06/04
will installation of firewall builder erase my existing iptables configuration?

Reply |

Daniel
2012/09/15

Do | need to install a desktop GUI on my ubuntu server 11.04, before | can
use fwbuilder?

Regards
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Reply |

Daniel
2012/09/15

Hope someone can help me

Reply |

Me
2013/02/28

@Daniel
Yes you need a desktop GUI for it

Reply |
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Christer Edwards
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