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Abstract- A new pseudo-random number generator algorithm
RC4E, having period significantly greater than RC4 has, is
proposed. It is an extension of RC4. It uses RC4 as a main engine
and Heap’s algorithm as a second engine, providing enumeration
of all possible permutations. Second engine is invoked periodically
and it resets the current state of the main engine. Experiments,
conducted on the both algorithms, showed their good statistical
properties and practically same performance.

1. INTRODUCTION

Pseudo-random number generators (PRNG) are widely used
[1-4] nowadays in computer systems for data encryption and
simulation. They provide sequences of numbers statistical
properties of which are similar to the random numbers with a
uniform distribution. Contrary to really random numbers,
pseudo-random numbers can be repeated if initial state for
PRNG will be the same. Thus, sending and receiving sides use
the same initial state and can produce the same sequence of the
numbers. An encryption is made by, for example, the byte wise
XOR operation on the plaintext bytes and the bytes of a
generated sequence, while decryption uses the same operation
but on the cipher text and the generated sequence of the
numbers.

Algorithm RC4 is one of the most widely used PRNG [5-8]
(review of PRNG can be found in [2, 7, 8]). Security strength
of PRNG depends on actual characteristics of generated
sequences. A period of a generated sequence is one of the most
important characteristics of PRNG. A period is a number of
generated numbers after generation of which, the sequence of

the numbers will repeat. Formally, ifS,,i=1,N, is a

sequence of the generated numbers, a period P is a minimal
positive number such that(Vi=1,N - P)(S,, =S,). It is
claimed in [7, 8], that the period of RC4 is about 10'% but
proofs are not provided. The algorithm RC4 uses pseudo-
random permutations [4] to generate pseudo-random numbers.
The maximal number of not repeated permutations of n
numbers is known to be n!. The algorithm RC4 uses
permutations of n=256 numbers, hence a period of RC4 may be
about 256!, which is significantly greater than 10'” since due
to Stirling’s formula [9]

nl=n"e"A/27m , when n — oo,
one can write
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256!= 25627256 =10°" . (1)

In this paper, we present an extension of the RC4 algorithm
which guarantees period of generated sequences of the order of
(1) and preserves good randomness. The paper is organized as
follows. Section II presents details of the RC4 generator.
Section III introduces an extension of RC4, an algorithm
RCA4E. Section IV presents the results of the experimental
evaluation of the statistical characteristics of the both
algorithms. Section V contains conclusion.

II. DETAILS OF RC4 GENERATOR

We follow [8] in description of RC4. A variable-length key
of from 1 to 256 bytes is used to initialize a 256-byte state
vector S, with elements S[0], S[1],.., S[255]. The vector S
contains a permutation of all 8-bit numbers from 0 to 255 at an
each time instant. For encryption and decryption, a byte k is
generated from S by selecting one of the 256 entries in a
systematic fashion. After the next value of k is generated,
entries in S are again permuted.

Initialization of S: Initialization of S is made as follows:

/*Initialization part*/
1 for (i=0, 255){

2 S[il=1i;

3 T[i]=K[1i mod keylen];
4}

where a temporary array 7 is filled using a key K of the length
keylen (line 3 of Initialization part). After that, the array 7 is
used to produce the initial permutation S:

/*Initial permutation part*/

1 3=0;

2 for (i=0,255){

3 §=(3+S[i]1+T[i]) mod 256;
4 swap(S[il, SI[3jl);

5

}



Because of 1) the only operation on S is a swap (line 4 of Initial
permutation part), and 2) we start with permutation (line 2 of
Initialization part), after the termination of Initial permutation
part, vector S still contains all the numbers from 0 to 255.
Stream Generation: Stream generation is given by the
following code:

/* RC4 Stream generation part*/
1 i=j=0;

2 while (true) {

3 i=(i+1)
j=(j+sI[il])
Swap (S [1i],

mod 256 ;

mod 256 ;
S[31);
t=(S[i]1+S[j]) mod 256;
k=S[t];// output of RC4
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III. ALGORITHM RC4 EXTENSION

An idea of the RC4 extension (algorithm RC4E), providing a
guaranteed period of the order of the value given by (1), is the
following. We incorporate a mechanism for all possible
permutations enumeration into RC4 algorithm (which is
actually used as a generator of random permutations obtained
by swapping of two elements (line 5 of RC4 Stream generation
part)). The mechanism will be launched periodically, after
generating of RC4Counter (RC4Counter is a user defined
parameter of RC4E algorithm) number of permutations, and it
will output the next permutation out of possible 256!
permutations. This permutation will be used as the next one in
the stream generation part instead of the previous permutation,
obtained in the line 5 of RC4 Stream generation part. The first
permutation P for this mechanism is the same as used for the
RC4 algorithm, i.e. it is obtained by use of Initialization and
Initial permutation parts of RC4. To generate all possible
permutations, we may use, for example, non recursive Heap’s
algorithm [10-12] (algorithm below is taken from [11], it
provides all permutations of P[1],..,P[N]):

/*Heap’s algorithm*/

1 for(i=N;i>1l;i--)cl[i]l=1; i=2;
2 process;

3 dof

4 if (c[il<i){

5 if (odd(i)) k=1;

6 else k=c[il];

7 swap (P[i],P[k]);

8 clil=c[il+1; i=2;

9 process;

10 }

11 else {c[il=1; i=i+1};
12 }while (i<=N);

In the Heap’s algorithm above, process (lines 2, 9) is a
macro which is to be invoked each time when next permutation
is ready; odd(i) is true if i is odd, otherwise it returns false.
Next permutation in the Heap’s algorithm is obtained by lines
3-12 and terminates in line 9 (normal termination). Heap’s
algorithm terminates in line 12, if all N! permutations are
already generated. Hence, RC4E algorithm can be represented
as follows.

RCA4E algorithm.

1. RC4 Initialization part

2. RC4 Initial permutation part

3. Initialize permutation P=S (first permutation for
change mechanism is the same as an initial
permutation for RC4). Initialize RC4Counter.

4. Generate next RC4Counter permutations by RC4
Stream generation part

5. Find next after P permutation by Heap’s algorithm; it
will be the new P.

6. S=P

7.  Go to line 4.

Consideration of RC4E algorithm shows that its period is not
less than the product RC4Counter*256! because for each of
256! possible permutations, produced by Heap’s algorithm
(second engine), RC4 Stream generation part (main engine)
produces RC4Counter permutations. If RC4Counter >>1 then
Heap’s algorithm will be launched rarely, and performance of
RCA4E should be slightly worse than that of RC4. Statistical
quality of outputs should be close for both algorithms.

IV. EXPERIMENTAL RESULTS

The following tests [13, 14] were used for the comparison:
1) a number of 1-s in a generated bit sequence (length>=20000

1 &0
bit); its statistics is F| = —(z&) —n, where K=2, p_is
n o= ps
an estimated probability of appearance of the s-th value, O, is
a really counted number of appearances of the s-th value in the

sequence of n bits, §=0,1; it must have an asymptotic

distribution as ¥ ? with K-1 levels of freedom;
2) a number of an m-bit vectors; its statistics is given by:
m 2"-1
F, = —(ZN?)—K, where N; is the frequency of
K 3
appearance of an i-th vector in their sequence of n vectors; it
must have an asymptotic distribution as } *with 2" -1

levels of freedom;
3) a number of sequences of 1-s and 0-s; its statistics is

K (B.—E)* &(G -E.)?
F3=z( IE ) +z( IE ) , where B; is a
i=l i i=1 i

number of series of 0-s of the length i, G; is a number of series
of 1-s of the length i, E;=(n-i+3)/(2"*?) is an expected number of



series, K is a maximal integer i such that E; > 5; it must have

an asymptotic distribution as } ? with 2K-2 levels of freedom;

4) a coefficient of a sequential correlation showing
dependency of the next symbol on the previous one, calculated

n=2 n—1
n(z UU,+U,,U))— (z Ui)z
i=0

5) a size Sz after compression of the sequence by the archive
utility WinRar as a ratio of the resulting size to the initial one,
measured in percents. It shows a level of predictability of a
sequence. A good sequence must not be compressed by such
the utilities.

The results, presented in Table 1, were obtained for
RC4Counter=3500 on IBM PC with Pentium 1.7GHz, 256 Mb

as F, = =0 — — The RAM. These results show that the statistical characteristics of
nz U? - (z U. )2 the 1F)(.)th glgorlthms are close to each other and satisfy
~ ! — conditions imposed on a good PRNG. The performance of the
value of this statistics must be in the range algorithmsisalso practically same.
(U4, —20,.,14, +20,] in 95% of occasions, where
1 1 [n(n=3)
l[ln:_—’o-n: ,l’l>2;
(n-=1) (n-H)\V n+1
TABLE 1
RESULTS OF TESTING OF ALGORITHMS RC4E AND RC4 ON SEQUENCES OF 25 000 AND 250 000 BYTES
RC4E RC4
Number of 25000 250 000 25000 250 000
Bytes
Number of 100 071; 1000 184; 100 094; 0.18; 999 888;
1-s; F; 0.1; [0.05; 0.07; [0.05; [0.25;0.50] 0.025;
probability of 0.25] 0.25] [0.05;
0.25]
such value
appearance
F, ; value of 258.09; 8; 236.15;8; 253.62; 8; 248.56; §;
m: [0.50; [0.05; 0.25] [0.25; 0.50] [0.25;
probabilities 0.73] 0.50]
F,; value of 18.56; 14; 52.32; 17; 30.62; 14; 35.2; 17,
k: probabilities ([)02(?55], [0.95; 0.99] [0.75; 0.95] ([)0755(},
F4 : -0.0065; 1.1e-4; -0.003; le-4;
acceptable [-0.013;  [-0.004; 0.004] [-0.013;0.013] [-0.004;
0.013] 0.004]
range
Sz, % 100 100 100 100
Duration, sec  0.45 4.8 0.45 4.71

V. CONCLUSION

In this paper, we present a new algorithm RC4E of the
pseudo-random numbers generating, which is obtained as an
extension of the RC4 algorithm. Algorithm RCA4E uses
incorporated in RC4 simple Heap’s algorithm for periodic
change of RC4 state. This extra job is performed not frequently
and does not produce substantial overhead in respect to RC4
that is shown in the experiments. Algorithm RC4E requires
extra memory for keeping one more permutation in comparison
with RC4. The algorithm RC4E shows practically the same
statistical and space/time characteristics as the algorithm RC4,
but contrary to RC4, the algorithm RC4E has the guaranteed
period of the order of 256! that is significantly greater than the
guessed period of RC4, estimated as 10'. Area of
applicability of the both algorithms seems to be the same.
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