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Abstract— We have a lot of active research focused on
developing improved protocols to support greater data
throughput and better quality of service in the highly dynamic
environment of an LTE network. In the face of the great success
of cellular networking, especially with the advent of the high-speed
LTE technology, the performance experienced by applications
running over cellular networks is of prime importance. In this
project our goal is to conduct assessment of TCP performance in
an LTE network. We use a private locally managed LTE network
installed at Clemson University with equipment using SDR
(Software Defined Radio) technology from Airspan. SDR
technology enables us to have more control over the experiments
we plan to conduct. In this report we present the current
architecture as well as the results of our analysis of the
performance of a local and a simulated end-to-end LTE network.

Keywords— TCP, LTE, cellular networks, mobile, Internet,
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I. INTRODUCTION

Mobile Internet usage has increased significantly over the
last decade. The next few years are expected to be equally
promising with upcoming 5G services and 4G traffic reaching
quotas of more than three-quarters of the total mobile traffic by
2021. The growth expectation is not only related to the traffic
volume itself but also to the average speed. To continue this
growth and to meet user expectations, all the involved
stakeholders have a common interest in faster downloads,
quicker responses, higher utilization and fewer packet losses.
Since a large part of mobile Internet comprises of TCP flows,
the performance of TCP over cellular networks has become an
important research topic [1]. Since TCP was developed
originally for wired communication, its use in wireless
communication network results in unforeseen problems due to
uncertainty in wireless links at radio link level. High bit errors
and frequent handoffs in the radio link are interpreted by TCP as
congestion, and the actions taken to mitigate congestion result
in poor or degraded performance. As a result. in the last three
decades many different TCP implementations have been
developed each of them targeting a different congestion control
algorithm [2] [3].

The wireless media and wired media have very different
characteristics. Wireless medium is generally affected by three
major factors which are path loss, surrounding noise and the
sharing of the radio spectrum. Path loss and ambient noise cause
higher bit error rates (BER) in wireless link when compared to

a wired link. For example, bit error rates are 10 or worse are
common over wireless paths, whereas for wired path like fiber
links error rates are typically in the range of 102 or better. In
addition to this, mobility in wireless network results in further
degradation due to fading as radio channel status changes
intermittently thus increasing the bit error rate. In cellular
network, coverage area is thus divided into smaller areas as per
requirement and resources are shared between them. When a
mobile user crosses the cell boundary, handoff from one cellto
another cell is required as the mobile terminal must get
synchronized with a new set of resources. These handoffs often
cause additional delays and even data loss.

4G LTE is the latest deployed cellular network technology
that provides high-speed data services for mobile devices with
advertised bandwidths matching and even exceeding the home
broadband network speeds. Compared to 3G, LTE provides the
promise of higher energy efficiency as a result of a new resource
management policy and higher achievable throughput. The
reasons for the performance improvement in LTE are manifold.
LTE provides a higher bit rate due to the OFDM transmission
technology, higher coding and modulation schemes and multiple
antenna configuration (MIMO), etc. It is important to evaluate
the impact of increased bandwidth on essential network
protocols such as TCP to identify their limitations for needed
improvements. Intuitively, network protocol overheads can be
significant enough to prevent efficient usage of available
network resources.

The report is organized as follows. Section 1l talks about the
background of LTE and its architecture. In Section Il we
discuss about our motivations and objectives. Section 1V
discusses a non-commercial LTE network installed at Clemson
University for academic purposes. Section V talks about our
methodology. In section VI we analyze and discuss our results.
Section VII talks about the conclusion and futurework.

Il. BACKGROUND

LTE has been designed to support only Packet-Switched
(PS) services, in contrast to the Circuit-Switched (CS) model of
previous cellular systems. It aims to provide seamless Internet
Protocol (IP) connectivity between User Equipment (UE) and
the Packet Data Network (PDN), without any disruption to the
end users’ applications during mobility. While the term ‘LTE’
encompasses the evolution of the radio access through the
Evolved-UTRAN (E-UTRAN), it is accompanied by an
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evolution of the non-radio aspects under the term ‘System
Architecture Evolution’ (SAE) which includes the Evolved
Packet Core (EPC) network. Together LTE and SAE comprise
the Evolved Packet System (EPS) [4].

The EPS (Evolved Packet System), represents the EPC Core
and the interworking with other domains. The basic network
which implements the 3GPP Specification is shown below in
Fig. 1.

EPS uses the concept of EPS bearers to route IP traffic from
a gateway in the PDN to the UE. A bearer is an IP packet flow
with a defined Quality of Service (QoS). The E-UTRAN and
EPC together set up and release bearers as required by
applications. EPS natively supports voice services over the IP
Multimedia Subsystem (IMS) using Voice over IP (VolP), but
LTE also supports interworking with legacy systems for
traditional CS voice support. EPS architecture defines the
following domains and the interworking between them:

o GSM/GPRS represents 2G technology domain.

o WCDMA/HSPA represents 3G or 3.5G RAN (Radio
Access Network).

e LTE represents the Long-Term Evolutiondomain.

¢ Non-3GPP domain consists of access networks, e.g.
WiMAX and WLAN.

All the four domains are connected to Packet Core Domain
(EPC). The EPC Architecture consists of packet core domain
and user domain.

LTE features are supported by means of several EPS
network elements with different roles. Fig. 2 shows the overall

network architecture including the network elements and the
standardized interfaces. At a high level, the network is
comprised of the Core Network (CN) which is EPC and the
access network (i.e. E-UTRAN). While the CN consists of many
logical nodes, the access network is made up of essentially just
one node, the evolved NodeB (eNodeB), which connects tothe
UEs. Each of these network elements is inter-connected by
means of interfaces which are standardized in order to allow
multivendor interoperability.

A. The Core Network

The main logical nodes of the EPC are PDN Gateway
(PGW), Serving Gateway (SGW) and the Mobility Management
Entity (MME). In addition, EPC also includes other logical
nodes and functions such as the Home Subscriber Server (HSS)
and the Policy Control and Charging Rules Function (PCRF).
Since the EPS only provides a bearer path of a certain QoS,
control of multimedia applications such as VVolP is provided by
the IMS which is outside the EPS itself.

1) Mobility Management Entity (MME): The MME is the
control node which processes the signaling between the UE and
the CN. The protocols running between the UE and the CN are
known as the Non-Access Stratum (NAS) protocols. The main
functions supported by the MME are classified as:

a) Functions related to bearer management: This
includes the establishment, maintenance and release of the
bearers, and is handled by the session management layer in the
NAS protocol.

b) Functions related to connection management: This
includes the establishment of the connection and security
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Fig. 2. The EPS network elements.

between the network and UE and is handled by the connection
or mobility management layer in the NAS protocol layer.

c) Functions related to inter-working with other
networks: This includes handing over of voice calls to legacy
networks like GSM, UMTS and CDMA.

d) NAS  Mobility management,
management, idle mode management.

e) Handover support in cases where no X2 interface is
available between two eNodeBs.

2) Serving Gateway (S-GW): All user IP packets are
transferred through the S-GW, which serves as the local
mobility anchor for the data bearers when the UE moves
between eNodeBs. It also retains the information about the
bearers when the UE is in idle state and temporarily buffers
downlink data while the MME initiates paging of the UE to re-
establish the bearers. In addition, the S-GW performs some
administrative functions in the visited network, such as
collecting information for charging (e.g. the volume of data sent
to or received from the user) and legal interception. It also
serves as the mobility anchor for inter-working with other 3GPP
technologies such as GPRS and UMTS.

3) Packet Data Gateway (P-GW): The Packet Data
Gateway is the gateway to the Internet. The P-GW is
responsible for IP address allocation for the UE, as well as QoS
enforcement and flow-based charging according to rules from
the PCRF. The P-GW is responsible for the filtering of
downlink user IP packets into the different QoS-based bearers.
This is performed based on Traffic Flow Templates (TFTSs).
The P-GW performs QoS enforcement for Guaranteed Bit Rate
(GBR) bearers. It also serves as the mobility anchor for inter-
working with non-3GPP technologies such as CDMA2000 and
WiMAX networks.

4) Home Subscriber Server (HSS): The Home Subscriber
Server is a database that stores the information of every user in
the network. HSS stores the user parameters like IMSI,

tracking  area

authentication information to authenticate the subscriber and
the services a user is allowed to use. It also contains the
subscriber profile such as QoS profile, access restriction and
roaming capabilities. It also holds information about the PDNs
to which the user can connect. This could be in the form of an
Access Point Name (APN) (which is a label according to DNS2
naming conventions describing the access point to the PDN), or
a PDN Address (indicating subscribed IP address(es)). In
addition, the HSS holds dynamic information such as the
identity of the MME to which the user is currently attached or
registered. The HSS may include an Authentication Center
(AuC) which generates authentication vectors and security
keys. The DIAMETER protocol is used to exchange the
information between MME and HSS over the Séa interface.

5) Policy Control and Charging Rules Function (PCRF):
The PCRF is responsible for policy control decision-making, as
well as for controlling the flow-based charging functionalities
in the Policy Control Enforcement Function (PCEF) which
resides in the P-GW. The PCRF provides the QoS authorization
(Qos class identifier and bit rates) that decides how a certain
data flow will be treated in the PCEF and ensures that this is in
accordance with the user’s subscription profile.

B. The Access Network

The access network of LTE, E-UTRAN, simply consists of
a network of eNodeBs, as illustrated in Fig. 3. For normal user
traffic (as opposed to broadcast), there is no centralized
controller in E-UTRAN; hence the E-UTRAN architecture is
said to be flat. The eNodeBs are normally inter-connected with
each other by means of an interface known as X2, and to the
EPC by means of the S1 interface — more specifically, to the
MME by means of the S1-MME interface and to the S-GW by
means of the S1-U interface. The protocols which run between
the eNodeBs and the UE are known as the Access Stratum (AS)
protocols.
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The E-UTRAN is responsible for all radio-related functions,
which can be summarized briefly as:

1) Radio Resource Management: This covers all functions
related to the radio bearers, such as radio bearer control, radio
admission control, radio mobility control, scheduling and
dynamic allocation of resources to UEs in both uplink and
downlink.

2) Header Compression: This helps to ensure efficient use
of the radio interface by compressing the IP packet headers
which could otherwise represent a significant overhead,
especially for small packets such as VVolP.

3) Security: All data sent over the radio interface is
encrypted.

4) Positioning: The E-UTRAN provides the necessary
measurements and other data to the Evolved Serving Mobile
Location Centre (E-SMLC) and assists the E-SMLC in finding
the UE position.

5) Connectivity to the EPC: This consists of the signaling
towards the MME and the bearer path towards the S-GW.

On the network side, all these functions reside in the
eNodeBs, each of which can be responsible for managing
multiple cells. Unlike some of the previous second and third
generation technologies, LTE integrates the radio controller
function into the eNodeB. This allows tight interaction between
the different protocol layers of the radio access network, thus
reducing latency and improving efficiency. Such distributed
control eliminates the need for a high-availability, processing-
intensive controller, which in turn has the potential to reduce
costs and avoid ‘single points of failure’. Furthermore, as LTE
does not support soft handover there is no need for a centralized
data-combining function in the network.

One consequence of the lack of a centralized controller node
is that, as the UE moves, the network must transfer all
information related to a UE, i.e. the UE context, together with
any buffered data, from one eNodeB to another. Thus, in LTE
networks mechanisms are therefore in place to avoid data loss
during handover.

C. Protocol Architecture

1) User Plane: An IP packet for a UE is encapsulated inan
EPC-specific protocol and tunneled between the P-GW andthe
eNodeB for transmission to the UE. Different tunneling
protocols are used across different interfaces. A 3GPP-specific
tunneling protocol called the GPRS Tunneling Protocol (GTP)
is used over the core network interfaces, S1 and S5/S8. The E-
UTRAN user plane protocol stack, shown greyed in Fig. 4,
consists of the Packet Data Convergence Protocol (PDCP),
Radio Link Control (RLC) and Medium Access Control (MAC)

Application

IP P

PDCP Relay Relay GTP-U
PDCP GTP-U GTP-U GTP-U

RLC RLC UDP/IP UDP/IP UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2

L1 L1 L1 L1 L1 L1

LTE- Uu S1- S5/S8 SGi
a
UE eNodeB Serving GW PDN GW

Fig. 4. The E-UTRAN user plane protocol stack.
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sublayers which are terminated in the eNodeB on the network
side.

In the absence of any centralized controller node, data
buffering during handover due to user mobility in the E-
UTRAN must be performed in the eNodeB itself. Data
protection during handover is a responsibility of the PDCP
layer. The RLC and MAC layers both start afresh in a new cell
after handover is completed.

2) Control Plane: The protocol stack for the control plane
between the UE and MME is shown in Fig. 5. The greyed
region of the stack indicates the AS protocols. The lower layers
perform the same functions as for the user plane with the
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exception that there is no header compression function for
control plane. The Radio Resource Control (RRC) protocol is
known as ‘Layer 3’ in the AS protocol stack. It is the main
controlling function in the AS, being responsible for
establishing the radio bearers and configuring all the lower
layers using RRC signalling between the eNodeB and the UE.

I11. MOTIVATIONS AND OBJECTIVES

We are motivated by the fact that LTE uses unique backhaul
and radio network technologies, and has unique features
distinguishing it from other access technologies, thus requiring
the performance of some existing network protocols like TCP to
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Fig. 6. Clemson University LTE Network Architecture.
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be re-evaluated. However, there is significant lack of control
while conducting experiments in a commercial LTE network
which is why in this work, we evaluate the usage of LTE
network resources of a locally managed LTE network at
Clemson University.

IV. NON-COMMERCIAL LTE NETWORK AT CLEMSON
UNIVERSITY

The LTE network built locally at Clemson University for
academic purposes is shown in Fig. 6.

This LTE network operates in the licensed EBS Spectrum in
bands A1-A3 and B1-B3. EBS stations are licensed in the 2.5
GHz band, which extends from 2496 MHz to 2690 MHz andis
shown in Fig. 7 [5]. In the 2.5 GHz band, there are 20 EBS
channels and 13 commercial Broadband Radio Service (BRS)
channels, in addition to several small “guard-band” channels
associated with certain EBS and BRS channels.

A. The Core Network

The EPC core components for the LTE network are
deployed using Airspan’s aCore system [6]. aCore EPC entities

support all the standard interfaces as defined in 3GPP thus
allowing it to be deployed as “Network in a box”. The core
network is responsible for the overall control of the UE and
establishment of the bearers. The main logical nodes of the EPC
are PDN Gateway (PGW), Serving Gateway (SGW), Mobility
Management Entity (MME) and the Home Subscriber Server
(HSS).

1) aCore Interfaces: The interfaces of aCore entities are
shown in Fig. 8. Some of the critical interfaces exposed by
aCore are detailed as follows:

e S5/S8: This is the interface from PGW towards SGW.

This interface uses 3GPP defined GTP version2.

o GXx/Gy/Gz: These are the interfaces from PGW towards
PCRF/OCS/CDF respectively. They are diameter-based
protocol for retrieving policy for QoS from PCRF, online
charging and for supporting offline charging for the data
sessions and bearers.

e SGi (transparent): This is the interface for connection to
external PDN. The IP allocation as well as IP connection
is established through this interface. DHCP based
interface is exposed here.

Fig. 8. aCore Interfaces.
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S11: This is the interface between SGW and MME. This
is a GTPv2 based protocol for bearer session control.

S1-C: This is the control interface from MME towards
eNodeB. This is a SIAP and NAS based interface for
IMSI and bearer session control.

§10: Thisis the interface from MME towards peer MME.
This is a GTPv2 based interface.

S6a: This is the interface between MME and HSS. This
is a diameter-based interface.

Sh: This is the interface from HSS towards PCRF for
delivering subscriber profile information towardsPCRF
for policy control. This is diameter-based interface. This
is added for supporting the Sp interface from PCRF
towards SPR.

Rx: This is interface from PCRF towards AF
(Application Function) for getting information about
services dynamically. This is diameter-based interface.

2) aCore Software: aCore’s EPC software is built from
modules allowing each node to carry out its functions separately
and independently even when running on the same hardware.
Further, each EPC component is assigned its own interface with
different IP address that would allow us to monitor them
individually even when they exist in the same hardware. The
nodes communicate between them using

standard TCP/IP or SCTP (Stream Control Transmission
Protocol)  interfaces  for  Diameter  (authentication,
authorization, and accounting protocol), UDP for GTP (GPRS
Tunneling Protocol) and SCTP for S1-C interface (interface
from MME towards eNodeB).

B. The Access Network

The Radio Access Network (RAN) of the private LTE
network built at Clemson University shown in Fig. 9 has three
outdoor eNodeBs and one indoor LTE small cell. These consist
of two AirHarmony-1000 which are compact microcells and
one AirSynergy-2000 which is an all-in-one compact picobase
station supporting a wide range of radio interfaces including 4G
LTE and WiMAX technologies. The AirHarmony-1000s are
deployed near Jarvey Gym on Clemson campus with one base
station having omni-directional antenna and the second with a
directional antenna. The AirSynergy-2000 is located on roof top
at Byrnes Hall on campus. Also, deployed in the lab in
McAdams Hall is an AirVelocity-1000 which is an LTE small
cell that is designed to bring LTE networks to indoor spaces
thus creating a greater indoor coverage for the end user. All the
eNodeBs operate on LTE Band 41 which is a relatively high-
frequency radio band that spans from 2,502 MHz to 2,690 MHz.

AirHarmony-1000 is part of Airspan’s carrier-class 4G
Micro eNodeB family that supports 3GPP’s Long Term
Evolution (LTE) eNodeB specifications, providing high-speed
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data and mobility. It is a compact, easy to install micro-cell,
which allows an operator to deploy LTE broadband services
using existing infrastructure. It employs Software Defined
Radio (SDR) technology, together with two transmit and
receive paths, antennas and a GPS receiver. It fully supports the
standard LTE (Uu/S1/X2) interfaces. AirHarmony-1000
supports the following channel bandwidths: 5MHz, 10MHz,
15MHz and 20MHz per carrier and the center frequency is
tunable with a 100 KHz resolution. It can support both IPv4 and
IPv6 and complies with 3GPP for the MAC, RLC, PDCP and
RRC sub-layers. The radio resource management (RRM)
ensures efficient use of the available radio resources.
AirHarmony-1000 supports unique and sophisticated RRM
algorithms to ensure an efficient use of the radio resources. The
RRM includes, among other things, a control of the radio
bearers, admission control and connection mobility control,
dynamic resource allocation and Inter Cell Interference
Coordination (ICIC). It can support Intra and Inter frequency
handovers. In order to protect the S1 and X2 control plane,
AirHarmony-1000 supports IPSec ESP according to RFC 4303.
For both S1-MME and X2-C, IKEv2 certificates-based
authentication are implemented and for S1-MME and X2-C,
tunnel mode IPSec is supported.

AirSynergy-2000 is Airspan’s Pico base station using
Software Defined Radio (SDR) technology, providing both data
access and wireless backhaul from the same unit. It also
supports a wide range of radio interfaces supporting both 4G
LTE and WiIMAX technologies. It supports multiple system
features including Inter-RAT Mobility, RAN Sharing, elCIC,
LTE and WiFi link aggregation etc.

AirVelocity-1000 uses Airspan’s LTE-Advanced Software
Defined Radio (SDR) and is implemented within a state-of-the-
art System on a Chip technology providing both data access and
backhaul from the same architecture. AirVelocity is a indoor,
high performance, high power, LTE-Advanced small cell,

eNB

S-GW

designed to bring Public Access LTE networks to indoor spaces
like enterprises, large public spaces and stadiums. It is designed
to solve the issue of hotspots where large numbers of users
make demands for mobile data that macro cell only networks
fail to provide. AirVelocity supports standardized 3GPP LTE
access technologies and has interoperable S1 and X2 interfaces.

C. Netspan Server

To manage and maintain Airspan’s LTE eNodeBs and
backhaul network elements, a client-server application is
available called Netspan. Netspan is a client-server application,
with ‘always-on’ server components implemented as element
management services, and a front-end web application. Netspan
uses SNMP to communicate with Network Elements (NE), and
can be adjusted to meet customer requirements through its
flexible configuration options. The key features associated with
Netspan are as follows:

e Single management system for all Airspanproducts.
e Topology and map-based management of nodes.

e Supportof virtualization and high availability of Netspan
application.

o Database master for provisioning data.
e Separate database for storage of statistics.

o Web based client that is easy to use and configurable to
user requirements.

e Comprehensive Northbound interface using SNMP,
SOAP and FTP protocols.

e Management using SNMP v2c and SNMP v3 protocols.
e Ease of provisioning using profile based provisioning.

o Integrate with external LDAP.

HSS

PCRF

w
v

P-GW "
IP Services

Fig. 10. Netspan Management of LTE eNodeBs.
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e Synchronization between equipment and EMS to keep
up to date status and information of thenodes.

The Netspan server is accessed using an Internet browser
with all functionality and element management provided via
web pages. The Netspan client’s browsers operate remotely
from the Netspan server, through configurable secure
connections. Netspan has been designed to support efficient
operation and maintenance of LTE and backhaul networks. A
Microsoft SQL database is used to store all the provisioning
information, configuration, events and history, with a separate
database provided for the storage of statistical information.

1) Netspan Architecture: Netspan server consists of an SQL
database server, web server, and a set of always-on Windows
services. The Netspan client is a web browser application and
northbound interface is mainly based on SOAP/HTTP. Netspan
manages the Airspan eNB products as part of the LTE network
architecture as shown in Fig. 10.

Netspan architecture is shown in Fig. 11 and consists of the
following components:

e SQL Server: Provides the storage for all management
data.

e Web Application: Implements management webpages
for the Netspan clients.

o Web Services: Implements Netspan northbound interface
methods.

o |IS Server: Hosts Netspan’s ASP.NET web application
and web services.

e Provisioning Service and SNMP Jobs Engine:
Responsible for all the configuration performance on the
SNMP managed equipment.

e Alarm Service and Event Service: Responsible for all the
fault management functions: traps reception, events
logging, and alarm generation.

e Discovery Service: Implements automatic SNMP
discovery, equipment status polling, keep-alive
functions, and automatic provisioning.

e Software Service: Responsible for upgrading the
equipment software and scheduling the software upgrade
tasks.

e Statistics Service: Responsible for statistics collection,
storage, and buffer management.

e Archive Service: Responsible for archiving the activity
logs in the files.

V. METHODOLOGY

A. Clemson LTE Network

We use the Local Area Radio Interface provided by
AirVelocity cell in the lab to connect to the LTE network. The
LTE to WiFi router (IPs: 192.168.0.1 and 192.168.8.32) creates
a private WiFi network with prefix 192.168.0.0/24 and is also
connected to the private LTE network with prefix
192.168.8.0/24. 1t also offers services like DHCP to allow our
laptops to acquire an IP address on the 192.168.0.0/24 network
as soon as we connect to the WiFi access point and also has NAT
enabled on it which allows our laptops to talk to hosts outside
the private network. The EPC core (IP: 192.168.8.3) is
connected to an Intel NUC (IP: 192.168.8.1) which isalso on the
192.168.8.0/24 network.

In order to be able to measure the TCP throughput over any
network we need some tools that can generate traffic at various
rates and measuring throughput, loss, latency, etc. For testing
TCP throughput, we planned to start an iPerf client on our laptop
that was connected to the WiFi router from the LTE network and
ping a remote iPerf server on the internet. However, running a
ping from our laptop to any remote host on the internet revealed
that the EPC core and hence the LTE network had no internet
connectivity. On further investigations of the EPC core, we
observed that we could ping from our laptops to the Intel NUC
but a ping in the reverse direction did not go through. Also,
further testing showed that ping was working between the EPC
core and the Intel NUC on both directions. This leads us to think
that some firewall rule on the EPC core allows incoming packets
to go through to the NUC but doesn’t forward packets coming
from the NUC.

To test this theory we ran iPerf server on the Intel NUC that
was connected to the EPC core and ran the iPerf client on our
laptop. Our laptop was connected to Wifi network created by the
LTE to Wifi converter router located in the lab. The test was run
initially with default TCP options, for a duration of 60 seconds
with an interval of 1 second. Further iPerf tests were conducted
by changing various iPerf parameters like client bandwidth, TCP
window size, buffer size, etc. Next, we tried running the client
in the bidirectional mode which would open a client and server
at both ends and show the bandwidth results for the link on both
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Fig. 12. Simulated end-to-end LTE network.

directions. We used the watch command in Linux to monitor the
data flow through the interfaces of the EPC core over time.

B. Simulated end-to-end LTE network

As the testing on the Clemson University LTE network did
not provide expected testing environment, we planned to use an
open source implementation of the Evolved Packet Core of LTE
networks supporting 3GPP provided by NextEPC as shown in
Fig. 12. We ran this experiment on the POWDER platform
which is a facility for conducting research on wireless networks.
In this experiment we created an end-to-end LTE network with
the following components:

e An epc node with HSS, MME, PGW, and SGW
functions provided by NextEPC.

¢ A ssim-enb node with eNodeB and UE functionality over
a simulated RAN provided by Open AirInterface.

e A network link connecting the epc and sim-enb nodes.

We configure these services, start them up, and observe the
communication between the eNodeB and MME/SGW services
over the network link. For the EPC services, we start with a
compute node running a stock Ubuntu 18.04 image with
essential POWDER platform client-side scripts. The following
is a brief overview of the steps that were followed to setup the
end-to-end test LTE network:

1) Instantiate the base experiment with two nodes. Once the
nodes are up, using ssh client open shells on each of the epc and
sim-enb nodes on the POWDER platform.

2) Download and compile the OAI RAN software.

3) Install NextEPC prerequisites. NextEPC has some
prerequisites for building and running successfully like
MongoDB, nodelS, other library packages etc. It uses
MongoDB as its database backend for the HSS and nodeJS as
HSS database interface. We also install wireshark on the epc
node to monitor packets flowing in and out of the node.

4) Download and compile the NextEPC software.

5) Configure networking on the epc host node. NextEPC
requires a tunnel device to be setup, as well as IP masquerading
or NAT for UE internet connectivity.

0.02

0.01 m
0

0 200 400 #OO 800 1000 1200 1400 1600 1800 2000
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Fig. 13. PDF of RTT Results from laptop to Intel NUC.

6) Configure NextEPC's services. Configuration files for
HSS, MME, SGW, and PGW components of NextEPC must be
edited to point to correct interfaces in the experiment.

7) Add the simulated UE's subscriber information to the
HSS database. We use NextEPC provided Ul written in nodeJS
for interacting with the HSS database.

8) Start NextEPC services.

9) Start Wireshark. We use it to watch the network
interface we identified earlier when editing the NextEPC
configuration file.

10) Start the simulated eNodeB and UE services on the
sim-enb node.

11) Verify UE attachment and connectivity. Also, observe
S1-AP and GTP-U (S1-U) activity.

12) Test internet connectivity. We run ping and iperf tests
to study the performance of the end-to-end LTE network.

V1. ANALYSIS AND RESULTS

A. Testing on the Clemson LTE Network

Our initial study of the Clemson University LTE network
using the available documentation and examining the setup in
the lab helped us understand the expected behavior of the
network. We were successful in logging in to the Netspan server
and were able to find out the status and the operating frequency
of the base stations. The base station at Jarvey Athletic center
with omni directional antenna showed an onlinestatus whereas
the base station with directional antenna was offline and showed
communication failure. The online eNodeB was operating at a
bandwidth of 20 MHz and a downlink and uplink center
frequency of 2.61 GHz. The Tx power for this eNodeB was
found to be 37 dBm. The third base station on top of Byrnes hall
was also operating at a bandwidth of 20 MHz but at a center
frequency of 2.57 GHz. As mentioned earlier, this test network
is expected to operate in the A1-A3 or B1-B3 bands of the EBS
spectrum which would mean the current operating frequency
range is higher than expected. As a result, we identified the
options available in the Netspan server that would allow us to
re-provision the eNodeBs to the allotted frequency channels.
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Fig. 14. Results of outdoor field testing of the Clemson LTE network.

In the lab we tested the network by running an iPerf server
on the Intel NUC and iPerf client on our laptop. The test was run
with default TCP options, for a duration of 60 seconds with an
interval of 1 second. As expected, this connection was
successful and showed a bandwidth of 972 Kbps. The PDF of
the RTT results for the test are shown in Fig. 13. We also ran
tests by increasing the client bandwidth to 2 Mbps, changing the
TCP window size from default of 85 KB to 170 KB as well as
changing the write buffer size from the default of 128 KB to 256
KB. The results for the overall bandwidth were found to be 991
Kbps, 984 Kbps and 992 Kbps respectively. We also ran a test
with no delay between sent packets which also showed the
resulting bandwidth as 1 Mbps. We also found a similar
bandwidth of 1.03 Mbps for an UDP connection with default
options.

Next, we tried running the client in the bidirectional mode
which would open a client and server at both ends and show the
bandwidth results. Upon testing we found that the results in this
case matched the result from earlier cases when data flows from
the laptop to the NUC but there was no data transferred from the
Intel NUC to our laptops. By using the watch command, we also
monitored the interfaces of the EPC core. We could see packets
arriving at one interface and going out of the interface connected
to the Intel NUC. But no data flow was seen in the other
direction on the EPC core interfaces. Thus, confirming our
concern regarding the issue with the firewall settings of the core.
We also recognized that there could potentially be some issue
with the settings of the tunnel that exists at the EPC core which
is responsible for transferring data from the UE to the P-GW and
then to the internet.

=  Next.EPC

+2  Subscriber

©  Pprofie

©v  Account

We also tried doing some outdoor field tests to check the
connectivity of the LTE network and see if UEs can latch on to
the Clemson LTE network. We used a Samsung Galaxy S9 Plus
phone running on Android 9 Pie OS having LTE Band 41 (TD
2500) support. We used the phone with two different Airspan
provided SIM cards but were not able to connect to the LTE
network on campus. We used an application called Network Cell
Info Lite available on the Google Play store to monitor cellular
network status. In both cases we were only able to connect to the
UMTS channel for Emergency services and the SIM data status
showed disconnected as can be seen in Fig. 14. These outdoor
testing results point to issue with either the Subscriber Identity
Module not being registered on the HSS database or an issue
with the network itself. This will be further debugged and
investigated in detail.

B. Testing on the Simulated end-to-end LTE network

After successfully installing OAI RAN software on the sim-
enb node and the NextEPC components on the epc node we must
edit the configuration files of the EPC components for them to
be able to communicate with each other and the eNodeB
correctly. The config files are written in YAML format and we
must edit the network as well as the LTE settings of the EPC
core depending on our experimental setup. For IP connectivity
we modify the configuration files of MME and SGW. The S1AP
address for MME is assigned the private IP address of 10.10.1.2
that belongs to epc node interface in our experiment. As we
deploy all the EPC components on the same node, we allocate
the GTPC interface of the MME a localhost address of
127.0.0.1. On the SGW side we also assign the GTPU interface

Fig. 15. Web Ul to add subscriber to the HSS database.
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e: accounts.findOne ({

} )} { fiel

[ { username

epc : /opt/nextepc/webui> cd
lepc:~> sudo /opt/nextepc/install/bin/nextepc-epcd
NextEPC daemon v0.3.10 Dec 4 19 17:53:01

PID[7765]
File Logging
MongoDB URI /
Configuration : '/ nextepc/install/etc/nextepc/nextepc.conf
39:09.975) PCRF try to initialize
39:10.065) PCRF initialize done
39:10.066] PGW try to initialize
39:10.179] PGW initialize done
39:10.179] gtp_server() [ ):2123
39:10.179] gtp, er() [ ]:2152
9:10.179] INF CONNECTED TO 'pgw.localdomain
39:10.179) SGW try to initialize
10.180] INFO: CONNECTED TO 'pcrf.localdomain' (TCP,soc#11
39:10.197] SGW initialize done
39:10.197] gtp_server() [
39:10.197) gtp_server() [
10.198] HSS try to initialize
1 HSS initialize done
9:1 MME try to initialize
MME initialize done

/opt/nextepc/install/var/run/nextepc-epcd/pid
/opt/nextepc/install/var/log/nextepc/nextepc.log
/ /nextepc

(TCP,soc#8)

]:2123
1:2152

895) INFO: NextEPC daemon start (main.c:177)
0.895] gtp_server() [ 1:2123
] gtp_client() [ 1:2123
895] INFi CONNECTED TO 'mme.localdomain’ (TCP,soc#8)
896] INFO: CONNECTED TO 'hss.localdomain
904] slap_server() [ 1:36412

(fd_1d
(TCP, soc#11): (fd_

Fig. 16. EPC Core Initialization.

with the IP address 10.10.1.2 of the epc node. As part of the LTE
settings we edit the MCC and MNC entries that define the
PLMN ID on the MME along with the TACID.

Next, we must update the ue_pool section of the PGW
entries on the config file. The PGW is responsible for assigning
UEs with an IP address when they connect to the network. The
ue_pool section defines the addresses that will be used for this
purpose. We allocate IP addresses from network with 1D
192.168.0.1/24 for this purpose.

After updating the config file, we must update the HSS
database to make sure the UE is able to register itself on our
simulated network. For this purpose, we use the Web Ul
provided by NextEPC as shown in Fig. 15. Using the hostname
of the epc node from our experiment we open the Ul on port
3000 using our browser and add a subscriber to the database as

gtp_server() [ ] 52

IN ONNECTED TO ‘pgw.localdomain’ (TCP,soc#8): (fd_ld
IN ONNECTED TO 'pcrf.localdomain’ (TCP,soc#11): (fd
SGW try to initialize
SGW initialize...done
gtp_server() [

gtp_server() [

HSS try to initialize
HSS initialize...done
MME try to initialize
MME initialize...done

]:2123
2]:2152

INFO: NextEPC daemon start (main.c:177)
gtp_server() [ ]1:2123
gtp_client() [ 1:2123
slap_server() [ 1:36412
IN ONNECTED TO 'mme.localdomain' (TCP,soc#8): (fd_l
IN ONN D TO 'hss.localdomain' (TCP,soc#1l): (fd_
eN c 1 1:36412 in sl_path module
eNB-S1 acc ] in master_sm module
gtp_client 1]:2123
gtp_client() 1:2123
gtp_client() ]1:2123
UE IPv4:[ 1 IPv6:[]
gtp_client() 1:2152
gtp_client() ]1:2152
]1:2152

in s1_path module
] in master_sm module

UE IPv4: [ ] IPv6: [

Fig. 17. EPC core messages when eNobeB and UE connect.

per specification of the OAI UE module we would simulate. We
then start the NextEPC services on the epc node. The messages
from the initialization sequence of the EPC core is shown in Fig.
16. We also open a Wireshark application on this node to
monitor the network interface connected to the eNodeB.

Next, we open shells on the sim-enb node to start the
simulated eNodeB and the UE. We can see from the messages
printed on the epc node side in Fig 17 when the eNodeB is
accepted by the MME after initialization. We also see messages
in the figure showing the IP addresses assigned to the UE when
it attaches itself successfully to the network.

We can also observe this procedure on the Wireshark trace
that we started and the same has been shown on a screenshot in
Fig. 18. This figure shows InitialUEMessage or the Attach
request that was sent from the eNodeB with IP 10.10.1.1 to the

® RE Qew= : = A Q| fF
Expression
o Time Source Destination Protocol th  Info

5 6.356204259 10.10,1.1 10,10.1.2 scrp 98 HEARTBEAT_ACK

610.432645726  10.10.1.1 10.10.1.2 S1AP/NAS-EPS 158 InitialUEMessage, Attach request, PDN connectivity request

7 10.439790508  10.10.1.2 10.10.1.1 S1AP/NAS-EPS 142 DownlinkNASTransport, Authentication request

8 10.469115860 10.10.1.1 10.10.1.2 S1AP/NAS -EPS 138 UplinkNASTransport, Authentication response

910.469327264  10.10.1.2 10.10.1.1 S1AP/NAS-EPS 118 DownlinkNASTransport, Security mode command
10 10.502791543  10.10.1.1 10.10.1.2 S1AP/NAS-EPS 134 UplinkNASTransport, Security mode complete
11 10.507756421 10.10.1.2 10.10.1.1 SIAP/NAS -EPS 302 InitialcContextSetupRequest, Attach accept, Activate default EPS bearer context request, UECapabilityInformation
12 10.556979590  10.10.1.1 10.10.1.2 S1AP 126 UECapabilityInfoIndication, UECapabilityInformation
13 10.760130804  10.10.1.2 10.10.1.1 SCTP 62 SACK

14 10.760187382  10.10.1.1 10.10.1.2 S1AP/NAS-EPS 182 InitialcontextSetupResponse, UplinkNASTransport, Attach complete, Activate default EPS bearer context accept

15 10.760401356  10.10.1.2 10.10.1.1 S1AP/NAS -EPS 142 DownlinkNASTransport, EMM information
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Fig. 18. Configuring 4G core using NextEPC.
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Fig. 19. Wireshark trace for A) Ping request. B) Ping reply.

EPC node with IP 10.10.1.2. This request results in exchange of
authentication and security messages between the eNodeB and
the MME on the EPC side. After this we also see on the trace an
Attach Accept message which confirms that the MME was able
to verify the UE and that it has accepted the UE’s request to
attach itself on to the network. Also, seen in the figure are the
contents of this Attach Accept message which shows details like
the security key, radio capability, etc. that were passed on to the
UE by the MME upon connection.

sim-enb:

iperf3 -c bouygues.iperf.fr -p 5201 -B

Next, we confirmed the internet connectivity on the UE by
successfully pinging the Google DNS server on IP 8.8.8.8 as
well as the ada8 machine with IP 130.127.48.229 in the School
of Computing at Clemson University. A part of the Wireshark
trace from the ping is shown in Fig. 19. In this figure we can see
ping requests going from the UE with IP 192.168.0.4 to the
Google DNS server at IP 8.8.8.8 and the replies coming in the
other direction. Also, seen in the trace is how LTE core
implements the GTP tunneling. For the ping requests we could
see the ICMP requests encapsulated in an IP packet with source
as the UEs IP and destination as Google DNS server’s IP.

Sim-en iperf3 -c bouygues.iperf.fr -p 5201 -B 1 -1 5 -t 60 -w 1M
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sim-enb:~> iperf3 -c bouygues.iperf.fr -p 5201 -B
Connecting to host bouygues.iperf.fr, port 5201
Reverse mode, remote host bouygues.iperf.fr is sending
local port 54757 connected to
Interval Transfer Bandwidth
0.00-5.00 sec 2.91 MBytes 4.89 Mbits/sec

-i5-t60 -R

port 5201

5.00-10.00 sec 3.74 MBytes 6.27 Mbits/sec
10.00-15.00 sec 2.87 MBytes 4.81 Mbits/sec
15.00-20.00 sec 2.87 MBytes 4.82 Mbits/sec

20.00-25.00 sec 2.86 MBytes 4.80 Mbits/sec
25.00-30.00 sec 2.86 MBytes 4.79 Mbits/sec
30.00-35.00 sec 2.86 MBytes 4.80 Mbits/sec
35.00-40.00 sec 2.86 MBytes 4.79 Mbits/sec
40.00-45.00 sec 2.86 MBytes 4,80 Mbits/sec
45.00-50.00 sec 2.87 MBytes 4.81 Mbits/sec
50.00-55.00 sec 2.86 MBytes 4.80 Mbits/sec
55.00-60.00 sec 2.87 MBytes 4.81 Mbits/sec

Interval Transfer Bandwidth
0.00-60.00 sec 44.9 MBytes 6.27 Mbits/sec sender
0.00-60.00 sec 38.3 MBytes 5.35 Mbits/sec receiver

QY

sim-enb:~> iperf3 -c bouygues.iperf.fr -p 5201 -B -i5 -t 60 -w 2M -R
Connecting to host bouygues.iperf.fr, port 5201
Reverse mode, remote host bouygues.iperf.fr is sending
local port 54837 c ted to
Interval Transfer Bandwidth
0.00-5.00 sec 3.11 MBytes 5.22 Mbits/sec
5.00-10.00 sec 3.39 MBytes 5.68 Mbits/sec
10.00-15.00 sec 3.50 MBytes 5.87 Mbits/sec
15.00-20.00 sec 3.30 MBytes 5.54 Mbits/sec
20.00-25.00 sec 3.31 MBytes 5.56 Mbits/sec
25.00-30.00 sec 3.48 MBytes 5.84 Mbits/sec
30.00-35.00 sec 3.43 MBytes 5.75 Mbits/sec
35.00-40.00 sec 3.36 MBytes 5.64 Mbits/sec
40.00-45.00 sec 3.50 MBytes 5.88 Mbits/sec
45.00-50.00 sec 3.40 MBytes 5.70 Mbits/sec
50.00-55.00 sec 3.36 MBytes 5.64 Mbits/sec
55.00-60.00 sec 3.39 MBytes 5.69 Mbits/sec

port 5201

D] Interval Transfer Bandwidth
0.00-60.00 sec 42.1 MBytes 5.88 Mbits/sec 0 sender
0.00-60.00 sec 41.2 MBytes 5.76 Mbits/sec receiver

©

sim-enb:~> iperf3 -c bouygues.iperf.fr -p 5201 -B
Connecting to host bouygues.iperf.fr, port 5201
Reverse mode, remote host bouygues.iperf

sim-enb:~> iperf3 -c bouygues.iperf.fr -p 5202 -B 1
Connecting to host bouygues.iperf.fr, port 5202
Reverse mode, remote host bouygues.iperf.fr

-15-t60 -w 1M -R

local 1 6 port 51395 conne:
Interval Transfer Bai

port 5201

0.00-5.00 sec 3.15 MBytes 5.28 Mbits/sec
5.00-10.00 sec 3.38 MBytes 5.67 Mbits/sec
10.00-15.00 sec 3.45 MBytes 5.79 Mbits/sec
15.00-20.00 sec 3.39 MBytes 5.69 Mbits/sec
20.00-25.00 sec 3.34 MBytes 5.60 Mbits/sec
25.00-30.00 sec 3.48 MBytes 5.83 Mbits/sec
30.00-35.00 sec 3.39 MBytes 5.69 Mbits/sec
35.00-40.00 sec 3.50 MBytes 5.88 Mbits/sec
40.00-45.00 sec 3.39 MBytes 5.69 Mbits/sec
45.00-50.00 sec 3.45 MBytes 5.79 Mbits/sec
50.00-55.00 sec 3.39 MBytes 5.69 Mbits/sec
55.00-60.00 3.35 MBytes 5.61 Mbits/sec
Transfer Bandwidth

41.9 MBytes 5.86 Mbits/sec sender
40.9 MBytes 5.72 Mbits/sec receiver

Interval
0.00-60.00
0.00-60.00

-i5 -t 60 -w4M -R

local port 36423 co
Interval Transfer
0.00-5.00 sec 3.18 MBytes

port 5202

.33 Mbits/sec
.69 Mbits/sec
.63 Mbits/sec
.84 Mbits/sec
.65 Mbits/sec
.65 Mbits/sec
.86 Mbits/sec
.42 Mbits/sec
.64 Mbits/sec
.86 Mbits/sec
.69 Mbits/sec
.63 Mbits/sec

5.00-10.00 sec 3.39 MBytes
10.00-15.00 sec 3.35 MBytes
15.00-20.00 sec 3.48 MBytes
20.00-25.00 sec 3.37 MBytes
25.00-30.00 sec 3.37 MBytes
30.00-35.00 sec 3.49 MBytes
35.00-40.00 sec 3.23 MBytes
40.00-45.00 sec 3.36 MBytes
45.00-50.00 sec 3.49 MBytes
50.00-55.00 sec 3.39 MBytes
55.00-60.00 3.36 MBytes
Transfer Bandwidth

41.9 MBytes 5.86 Mbits/sec sender
40.7 MBytes 5.69 Mbits/sec receiver

)

Interval
0.00-60.00
0.00-60.00

Fig. 21. Comparison of LTE Downlink speed with changing window size A) Default (64 KB) B)1IMB C)2MB D)4MB

However, upon receiving this IP packet from the UE, the
eNodeB adds a GTP tunnel header, consisting of three
individual headers - a GTP header, UDP header, and IP header
for GTP tunneling - in front of the IP packet. Thus, the routing
network performs routing based on the destination IP address of
the packet i.e. the IP address of the P-GW, and then delivers the
IP packet to the P-GW accordingly. The P-GW then removes all
three headers (Outer IP header/UDP header/GTP header) from
the packet and delivers the original packet sent by the UE to the
Internet. Similar phenomenon happens in the reverse direction
when the UE receives ping replies from the DNS server.
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We also test the LTE performance by running iPerf3
between the UE and a public iPerf3 server. The results of the
iPerf tests have been shown in Fig. 20 and Fig. 21. We test the
bandwidth in both the uplink as well as the downlink by using
the reverse option on iPerf which basically sends data from the
server to the UE. One of the first observation we make is that the
LTE uplink speed of 62.2 Kbps is significantly lesser than that
of the downlink speed of 6.27 Mbps. We also ran tests by
varying iPerf parameters like TCP window size, etc. In case of
uplink tests, we notice that the bandwidth sees an increase of up
to 1.23 Mbps by increasing the window size from the default of
64 KB to 2 MB. After 2MB any further increase in the window
size does not result in increase in the bandwidth. Running a
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Fig. 22. Comparison of RTT: A) LTE vs B) Wired
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Fig. 23. Comparison of RTT: A) Commercial LTE vs B) WiFi

similar test on the downlink does not show any increase in the
bandwidth.

We ran some other tests to test how different TCP congestion
control algorithms perform on LTE. Mainly we tested the
currently default algorithm TCP CUBIC against the TCP Reno
and found that TCP CUBIC performs better on LTE. We also
did RTT measurements on the LTE network and compared it
with the results from awired connection between the same hosts.
This result is shown in Fig. 22. This figure shows that in case of
LTE network we see a lot variation in the RTT samples as
compared to the case with a wired connection. Such a variation
is expected from a wireless network with many variables in the
link as compared to a more stable environment of a wired
connection. We also show a comparison between the RTT
results we obtained by comparing the performance of a
commercial LTE network against a commercial WiFi network
as shown in Fig. 23. These results show similar values for the
LTE network and the WiFi network. But, the average RTT for
the Wifi network was slightly smaller than that of the
commercial LTE network. However, this statistic may not hold
true everywhere as commercial LTE connections are highly
variable and the speeds we observe would depend on the carrier,
geographic location, time of the day, type of subscription, etc.

VIl. CONCLUSION AND FUTURE WORK

The performance of TCP over cellular networks has become
an important research topic due to an increasingly growing
number of users for mobile devices. Communication channels
in cellular networks are complex and highly dynamic. In this
project, we have analyzed the performance of TCP over
different types of LTE networks. We have also developed an
end-to-end simulated LTE network on the POWDER platform
and studied the working of an LTE network. We have also
performed a comparison of the performance of LTE networks
with wired and WiFi networks. We plan to further look into the
performance of these networks in our future work. Performance
evaluation of TCP protocol will pave the way for developing
improved protocols for current cellular networks as well as next
generation networks like 5G.
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