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ABSTRACT 
 
Virtual Machine (VM) based systems are widely used in 
the Internet and in corporate networks. In previous work 
we presented evidence that the virtualization overhead in 
a VM system perturbs TCP connections such that network 
performance deteriorates as compared to a non-VM 
system subject to the same user load. In this paper, we 
provide an explanation for these results. We show that 
that the underlying cause is due to VM overhead which 
induces ACK-compression resulting in highly bursty send 
behavior by a VM serving as a TCP end-point. 
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1.  Introduction 
 
The virtual machine was originally conceived by IBM in 
the 60’s for their IBM System 360 mainframe class of 
computers [1]. It was an alternative approach to the 
conventional time-sharing operating systems. The 
structure of a traditional virtual machine system is shown 
in Figure 1. The Virtual Machine Monitor (VMM) is a 
software that provides users the appearance of direct 
access to a dedicated machine [2]. It emulates multiple 
instances of the underlying physical hardware platform. 
The environment created by the VMM is called a Virtual 
Machine (VM). The virtual machine provides an illusion 
of exclusive access of the computer hardware on a per 
user basis. In this way, a VMM can efficiently multiplex 
the physical hardware across several instances of one or 
more operating systems running concurrently. 
 
1.1 Applications of VM Systems 
 
The ability to run multiple operating systems 
simultaneously on the same hardware and to dynamically 
multiplex hardware between several virtual machines in a 
fair way make the virtual machines applicable to a wide 
range of scientific and commercial applications. Industry 
trends and technology including server consolidation, 
shared-memory multiprocessing and low cost PC based 
distributed computing have led to a renewed interest in 

VM technology. Virtual Machine solutions for PC 
platforms such as VMware [3], Virtual PC [4], and User 
Mode Linux [5] can provide significant cost savings to 
corporations. They allow under-utilized servers to be 
virtualized onto smaller number of physical machines 
thereby reducing support and management costs [6].  
 
1.2 Per formance of VM Systems 
 
Performance is a recurring concern in every application of 
virtual machine technology.  The layers of abstraction 
inherent in a VM can add significant overhead, possibly 
up to an order of magnitude [1]. Further, there are several 
technical and pragmatic hurdles, which can impose 
serious performance obstacles that arise when virtualizing 
the PC platform [2, 7]. These performance obstacles 
motivated a number of studies whose objective is to 
reduce CPU overhead in a VM environment. Recent 
performance studies have found that on modern hardware, 
and with certain performance optimizations, VM 
overhead can be limited to less than 50% [7, 8, 9]  

The majority of related research has focused on the 
internals of VMM systems. To the best of our knowledge, 
little or no work has been done in assessing the 
performance impact on a network by VMs.  Because of 
the widespread use of VMs in the Internet, it is important 
to understand the impact that these systems can have on 
the Internet.  

In previous work, we studied the impact that a VM 
system has on network performance using a realistic 
scenario involving a farm of VM Web servers [10]. We 
showed that under heavy usage loads and with a moderate 
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Figure 1: VM Architecture 
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Figure 2:  Single Session Throughput 

number of active VMs running, network performance can 
deteriorate significantly as compared to a non-VM system 
subject to the same user load. The testbed for the study 
involved a set of Web servers running on VMs created 
using VMware’s GSX Server, a dummynet [11] emulated 
WAN configured for a 100Mbps link with a 60ms RTT, 
and the SURGE [12] tool to generate realistic Web loads. 
We showed that under heavy loads the TCP loss rates and 
consequently the mean response time of http transactions 
increase with the number of VM hosted Web servers. The 
same machine configured without VMs and subject to the 
same Web user load suffered almost no loss and achieved 
higher utilization of the WAN. Figures 2a to 2d illustrate 
this result by showing the throughput observed at the 
intermediate router for individual long-running TCP 
sessions with 0, 2, 4 and 7 VM hosted servers 
respectively, when subject to the same amount of Web 
traffic load (800 SURGE users). The line labeled 
0.060secs shows throughput in Mbps as the number of 
bytes acknowledged during every 60ms interval (RTT in 
our case) of the TCP session under observation. The line 
labeled 1.000secs shows the observed throughput in Mbps 
over a 1 second timescale. The first of these graphs shows 
that with no VM hosted servers the short-term throughput 
converges rapidly to the long-term throughput and 
exhibits only minor excursions thereafter. All of the other 
graphs show continuing excursions from the mean. The 

frequency of the excursions, which characterizes the 
burstiness of the TCP connections, also increases with the 
number of VM hosted servers. 

In this paper, we provide an intuitive explanation of 
the observed behavior. Throughout this paper, we refer 
the physical machine hosting the VMs as the VM host and 
the guest OS as the VM. In [10] we conjectured that the 
ACK stream arriving at the physical NIC of the VM host 
gets compressed by the time it reaches the virtual network 
interface of the VM which, leads to bursty TCP 
transmissions. In this paper we validate this conjecture. 
We show that the ACK stream destined for a virtual 
machine is compressed in time due to the virtualization 
overhead and further, that the compression can become 
extreme as the number of active virtual machines 
increase.  
 The remainder of this paper is organized as follows. 
In section II we provide an overview of the relevant 
background concepts. In section III we describe the 
network testbed and the experimental methodology. The 
results of our study are presented in section IV and 
conclusions are given in section V. 
 
2.  Background 
 
2.1 VMware’s Hosted VM Architecture 
 
The VMware’s GSX Server version 2.5.1 [3] provides the 
virtual machine environment employed in this research. It 
is based on VMware’s hosted virtual machine 
architecture. This architecture requires an underlying host 
OS (Figure 1), and the VMM relies upon that host OS for 
device support [7]. The OS running on the VM is referred 
as the guest OS and the applications that they run are 
referred to as guest applications. Similar to the process 
context switches, the authors of [7] define a world switch. 
In this VM architecture, at any point in time the physical 
processor is executing either in the host world (host OS) 
or the VMM world (VMM software) [7]. The context 
switch between the host world and the VMM world is 
called a world switch and it involves saving and restoring 
all user and system visible state on the CPU. It is more 
heavy-weight than a normal process context switch. When 
a guest application performs an I/O operation such as 
reading a file, or transmitting a packet across the physical 
network, the VMM initiates a world switch rather than 
accessing the physical hardware directly. Following the 
switch to the host world, the requested I/O operation is 
performed on behalf of the VM through appropriate 
system calls on the host OS. Similarly, if a hardware 
interrupt occurs while executing in the VMM world, a 
world switch occurs and the interrupt is reasserted in the 
host world so that the host OS can process the interrupt as 
if it came directly from the hardware. Thus the 
functioning of a virtual I/O device such as the network 
card involves a large number of world switches leading to 
very high CPU overhead compared to the functioning of 
an un-virtualized I/O device. The authors of [7] have 
shown that the majority of the virtualization overhead is 



due to the high number of world switches. They proposed 
an optimization called send-combining, which delays the 
transmission of outbound packets reducing the number of 
context switches between the guest OS, the VMM and the 
host OS [7].   
 
2.2 ACK-Compression 
 
For TCP connections in equilibrium, the TCP sender 
maintains a sliding window of outgoing full size 
segments. Every ACK arriving at the sender causes the 
sender to advance the window by the amount of data just 
acknowledged. The pre-buffered data segments are sent as 
soon as the sending window opens up. Ideally ACKs 
arrive at the TCP sender at the same rate at which the data 
packets leave the sender. The TCP sender self-clocks 
itself so that the sending rate never exceeds the bottleneck 
link speed [13]. However, the clocking mechanism will be 
disturbed by delay variations in either the forward or 
backward directions. The delay variation can lead to 
compression or decompression of the ACK or segment 
stream. One important side effect of this is that an 
estimate of the bottleneck link speed by either the sender 
or receiver is likely to be incorrect. Timing compression 
in particular is detrimental as it can cause packet loss. 
Paxson [14] has shown that three types of timing 
compression are possible with a TCP session: ACK-
compression, data packet compression, and receiver 
compression. ACK-compression occurs when the spacing 
of successive acknowledgements is compressed in time 
while they are in transit. Data packet compression occurs 
when a flight of data is sent at a rate higher than the 
bottleneck link rate due to sudden advance in the 
receiver’s offered window. Receiver compression occurs 
when the receiver delays in generating ACKs in response 
to incoming data packets, and then generates a whole 
series of ACKs at one time. Of the three, ACK-
compression is the most common form of compression in 
a real network. It has been shown that ACK-compression 
does occur in the Internet typically due to congestion in 
the reverse path [14, 15, 16].  
 
3.  Network Testbed and Exper imental 

Methodology  
 
3.1 Network Configuration 
 
The network testbed that we used for our experimentation 
is shown in Figure 3. The machine labeled GSX server 
hosts our installation of the VMware GSX server. It is a 
Dell Precision 450n workstation equipped with 2 GBytes 
of RAM and dual Intel Xenon processors running at 
2.4GHz with hyper-threading. The machines WS1 and 
WS2 are identical Dell Optilex GX250 PCs equipped with 
512 MBytes of RAM and an Intel Pentium IV processor 
running at 2.4GHz. WS1 runs FreeBSD 4.8. WS2 runs 
RedHat 8.0 Linux distribution with kernel 2.4.20. 

We chose VMware’s GSX Server as our VMM 
system because of its wide-spread usage in the IT 
community. Also, we preferred a stable commercial VM 
product rather than an open source based system. Prior 
performance studies of VMware systems [7, 8, 9] allowed 
us to calibrate our methods. The host operating system is 
RedHat 8.0 Linux distribution with SMP kernel 2.4.20. 
Seven virtual machines were created using the VMware 
GSX server. Each VM is configured with 256 Mbytes of 
RAM, 4 GBytes virtual hard disk, and one virtual 
Ethernet network adapter. The GSX server is configured 
to run bridged networking [3] for all the virtual machines 
in which each VM appears as a physical machine present 
on the LAN. The guest operating system is RedHat 8.0 
Linux distribution with kernel 2.4.20. 

A simple TCP data transfer program is used to 
generate the workload for our experiments. The 
application establishes a TCP connection between two IP 
addresses. The client sends data packets to the server of 
the size specified by the user. The server consumes all the 
data packets sent by the client. The data transferred is one 
of more copies of an in-memory buffer. Because no disk 
access is required at either endpoint, the application is 
capable of sending data at high speeds. 
 
3.2 Exper imental Methods 
 

The study is conducted by varying the number of 
active VMs while subjecting the GSX server to a 
consistent network load. By varying the number of active 
VMs, we vary the levels of virtualization overhead. The 
higher the number of the active VMs, greater is the 
number of context switches among VMs and hence larger 
virtualization overhead. The number of virtual machines 
used is { 0, 1, 2, 3, 4, 5, 6, and 7} . The ‘0-vm’  case serves 
as the baseline run, wherein no VM is started. The virtual 
machine labeled vm1 is the test machine for all the runs. 
A single TCP connection is established between vm1 and 
WS2. An application on vm1 sends about 150 Mbytes to 
WS2 resulting in roughly 50,000 ACKs arriving inbound 
at the GSX Server (VM host) destined for vm1. WS1 is 
used to generate background traffic for the other VMs 
when multiple VMs are active. The background traffic 
was limited to a single TCP connection per VM that was 
similar to the test connection. The ACK interarrival 
distribution at vm1 is compared against the ACK inter-
arrival distribution at the VM host to analyze the impact 
of virtualization overhead on the ACK distribution. 
Increase in the number of active VMs results in increased 
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Figure 3:  Network Testbed. The various data collection tools used are: 

1) tcpdump, b/w monitor 2) tcpmon 3) tcpdump 



contention for the network card and subsequently higher 
number of world switches. The aggregate network load, 
which is measured as the aggregate outbound bandwidth 
at the GSX Server is kept the same for all the runs.  
 
3.3 Per formance data 
 
Performance data is collected at multiple locations within 
the network. The various vantage points of the tools are 
shown in Figure 3. At vm1, a customized kernel module 
called tcpmon is used to capture all the data packets of our 
test connection between vm1 and WS2. The data captured 
include the timestamp at which the packet was seen in the 
TCP/IP stack, the sequence number and the ACK number 
in the packet, and the direction (outgoing/incoming) of 
the packet. The timestamps are obtained by reading the 
Pentium Processor’s Time Stamp Counter (TSC) register 
[17] using the RDTSC instruction. This data is post-
processed to obtain the ACK interarrival times. 

The correctness of our analysis rests on the accuracy 
of the timing data reported by the tcpmon program. 
Initially, we used tcpdump to collect data at the VM. But, 
we found that the timing reported by tcpdump was 
incorrect. For instance, the elapsed time for a TCP session 
as reported by tcpdump at the VM was smaller than the 
actual elapsed time. We performed timing experiments 
with the RDTSC instruction and found that the timing 
was accurate. The elapsed time for a TCP connection at 
the host and the VM were comparable. Also, the overhead 
in reading the timing information from the TSC register is 
very minimal in the order of microseconds. The authors of 
[7] have used a similar methodology to obtain the timing 
information in their work with VMware Workstation. 
 The ACK stream arriving at the VM host is captured 
by tcpdump. The network load on the host is obtained by 
periodically accessing the /proc/net/dev file of the GSX 
server and reading the packet counter for the server’s 
network interface card. 
 
4.  Results and Analysis 
 
In this section we show empirical evidence that the ACK 
stream destined for a virtual machine is compressed in 

time due to the virtualization overhead. We also show that 
the level of ACK-compression increases as the number of 
active VMs increase. 
 Figure 4 shows that the amount of traffic generated by 
the GSX Server and the VMs were the same in all 
experiments. The data shown is the actual departure rate 
at the GSX Server. Roughly 95 Mbps of sustained 
bandwidth was consumed saturating the 100 Mbps 
network. We can see that the network load remained the 
same irrespective of the number of virtual machines 
running concurrently. 

In our setup, the two TCP end-points are on the same 
network interconnected by a 100 Mbps switch. Hence, 
there is no potential source of data or ACK-compression 
within the network. However, WS2 can induce receiver 
compression by delaying generating ACKs in response to 
incoming data packets. Figure 5 illustrates that we 
observed this behavior. However, our focus is on the 
ACK-compression that occurs at the VM system, which, 
as we show, can induce much higher levels of 
compression. 

Figure 5 shows the ACK interarrival distribution as 
seen at the host machine’s physical NIC for our baseline 
run. From the figure we see that the interarrival times of 
the ACKs are aligned with the multiples of one-way 
packet transmit time over a 100 Mbps link (0.12ms). In 
our setup, Linux was configured for the TCP delayed 
ACK option. This explains the largest mode (37%) seen at 
an ACK interarrival time of double the packet 
transmission time over the 100Mbps link. However, about 
20% of the ACKs arrive with a spacing of a one-way 
packet transmission time (0.12ms). This is due to two 
reasons: 1) quick-acknowledgements in Linux, wherein an 
ACK is sent for every TCP segment [18] and 2) possible 
timing variations in the system. Roughly 8.9% of the 
ACKs arrive with a spacing less than 0.12ms interarrival 
time. This suggests ACK-compression. We conjecture 
that this is caused by receiver compression that occurs 
within WS2. The other modes represent higher numbers 
of data segments being acknowledged per ACK. These 
are caused by ACKs being dropped and/or system delays 
at WS2. 
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Figure 4: Test Workload 
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Next, we show that the virtualization overhead has 
considerable impact on the ACK stream by comparing our 
baseline run and the run with only one active VM. Figures 
6 and 7 show the ACK interarrival distribution as seen at 
the VM host and at vm1 respectively when only one VM 
is active. The distribution shown in Figure 6 is very 
similar to that of the baseline (Figure 5). This suggests the 
absence of other sources of compression in the network. 
In the absence of VM effects, we would expect the ACK 
interarrival distribution seen at vm1 (Figure 7) for the 
1vm case to be similar to the distribution observed at the 
host (Figure 6). However, Figures 6 and 7 show that the 
ACK arrival distribution is greatly perturbed.  

Figure 7 suggests that the ACK stream is affected in 
two different ways: 1) a significant number of ACK 
arrivals are compressed 2) the ACK interarrival 
distribution is smoothed out. ACK-compression can be 
observed by looking at the modes for interarrival times in 
the sub 0.12ms window of the 1 vm case. Only 5% of the 
ACKs arrive have an interarrival time less than 0.12ms 
when they reach the host machine. However when the 
same ACK stream reaches the VM, about 11% of the 
ACKs have a spatial gap less than 0.12ms ACK-
compression can also be observed by looking at the other 
end of the distribution. The modes at 0.36ms and 0.48ms 
shown in Figure 6 have been greatly reduced when the 
same ACK stream is observed at the VM Figure 7. 

We attribute two possible reasons why ACKs are 
compressed on a VMM based system. First, the delivery 
of the ACK does not occur until the target virtual machine 
can be dispatched. Under heavy loads with multiple 
competing VMs the dispatch delay can be significant. The 
ACKs get queued up at the host and are delivered in a 

burst when the target virtual machine is eventually 
dispatched. Consequently we would expect an increased 
level of ACK-compression when more VMs are active. 
The results shown later in this section corroborates this 
conjecture. Secondly, it is possible for an VM 
implementation to purposely delay delivering ACKs to 
the VM in hopes of additional network arrivals, similar in 
concept to send-combining in VMware [7]. We refer this 
as receive data combining. Such an enhancement is 
conceptually similar to TCP’s Nagle algorithm [19] in 
that it attempts to increase efficiency by handling multiple 
packets together. However, this could result in ACKs 
being compressed in time.  

Interestingly we also see that the ACK stream is 
smoothed out. The distribution seen at the VM host 
(Figure 6) shows that the ACK arrivals are aligned along 
the multiples of one way packet transmission time. But, 
Figure 7 shows that the interarrival distribution at the VM 
is spread over the range of interarrival times. The receipt 
of a data packet requires at least two world switches [7]. 
As a result, there is additional processing delay due to 
virtualization. The delay is evident from the movement of 
the mode from 0.24ms in Figure 6 to 0.26ms and 0.28ms 
in Figure 7.  

In summary, a TCP ACK stream is perturbed in two 
ways: First, ACKs that arrive for a VM that is waiting to 
be dispatched are processed together. This batching 
behavior induces ACK compression on the TCP 
connection. Secondly, ACKs that are not batched are 
subject to random delay whose magnitude depends on the 
system load. This tends to move the ACK interarrival 
distribution observed at the VM host to the right and to 
also flatten the distribution modes. This effect can 
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Figure 6: ACK inter-arrival distribution for 1 active VM at the VM Host 
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Figure 7: ACK inter-arrival distribution at vm1 for 1 active VM  
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Figure 8: ACK inter-arrival distribution at vm1 for 2 active VMs  
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Figure 9: ACK inter-arrival distribution at vm1 for 4 active VMs  
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Figure 10: ACK inter-arrival distribution at vm1 for 7 active VMs 



potentially decrease application throughput although in 
some situations it might be beneficial to smooth a bursty 
outbound data stream.  

Next, we empirically show that both the effects 
increase as the number of active virtual machines 
increase. Figures 7 to 10 show the interarrival distribution 
of the acknowledgments as seen at vm1 as a function of 
the number of active VMs. It is clearly evident that the 
level of ACK-compression and the number of active VMs 
are highly correlated. Further, we found that the 
distributions seen at the host are very similar to the 
baseline assuring us that the ACKs are not compressed in 
the network but rather within the VM. Figure 10 shows a 
large mode centered at 0.045ms. It shows that about 18% 
of ACKs arrive at vm1 with a spatial gap of 0.045ms 
when 7 VMs are active as against 15% when 4 VMs 
(Figure 9) are active and 8% when only 1 VM (Figure 7) 
is active. The increase in per-packet delay is also clearly 
evident from the figures. The increase in the size of the 
tail of the interarrival distribution in Figure 10 indicates a 
significant increase in the delay caused by the 
virtualization overhead. 

A modern OS subject to very high loads is also 
susceptible to large delays and hence might induce ACK-
compression. However, for comparable network loads the 
delays in a VM system are much larger due to the 
overhead associated with the world switches involved in 
the functioning of a VM. Hence, for comparable network 
loads, a no VM system and a VM system would exhibit 
very different system dynamics that impact the network 
differently. 
 
5.  Conclusions 
 
We have shown that the virtualization overhead can 
significantly affect the ACK stream destined for a virtual 
machine. We have empirically shown that the VM 
overhead leads to a batching effect and a smoothing 
effect. These effects are directly proportional to the 
number of active virtual machines. We have conjectured 
that this result is caused by ACK packets collecting at a 
queuing point within the VM system while waiting for the 
VM to be dispatched. It is also possible that optimizations 
like receive data combining are implemented. As we did 
not have access to VMware’s source code, we were not 
able to confirm this. It is clear however that these effects 
become extreme as the number of active VMs grows.  

VMs are being widely deployed as low cost Unix Web 
hosting platforms. There are no provisioning guidelines 
that have been proposed by either the IT or the research 
communities. Our research provides a foundation for 
further work in this area. 
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