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Abstract-- The number of  broadband cable access subscribers 
in the United States is rapidly approaching 30 million.  
However there is very little research  that has evaluated 
TCP/IP in modern cable environments.  We have developed a  
model of  the Data over Cable System Interface Specification  
(DOCSIS) 1.1/2.0 MAC and physical layers  using the ‘ns’ 
simulation package.    In this paper we show that the 
interaction of the MAC layer on  downstream TCP web traffic 
leads to poor network performance  as the number of active 
users grow.  We provide an intuitive explanation of this result 
and explore several possible improvements. 
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I. INTRODUCTION 
The Data over Cable (DOCSIS)  Service Interface 

Specification defines the Media Access Control (MAC) 
layer as  well as the physical communications layer that is 
used in the majority of hybrid fiber coaxial cable networks 
that offer data services [1]. Figure 1 illustrates a simplified  
DOCSIS environment.  A Cable Modem Termination 
System (CMTS) interfaces with hundreds or possibly 
thousands of Cable Modem’s (CMs).  The original DOCSIS 
MAC interface (v1.0) provides a best effort service with 
simple prioritization capabilities.  DOCSIS 1.1,  which is 
currently being deployed, adds a set of ATM-like services 
along with the necessary QoS mechanisms. The follow on 
standard,  version 2.0, enhances the physical layer 
communication methods with higher upstream data rates 
and improved tolerance to bursts of noise.  

 
The CMTS makes upstream CM bandwidth allocations 

based on CM requests and QoS policy requirements. The 
upstream channel is divided into ‘minislots’ which, 
depending on system configuration, normally contain 
between 8 to 32 bytes  of data.  The CMTS periodically 
sends a ‘MAP’ message to all CMs on a downstream 
channel that indicates upstream bandwidth allocation over 
the next ‘MAP time’.  The MAP  provides  slot assignments 
for particular CMs in the form of data grants,  provides 
opportunities for a CM to request bandwidth using a 
contention-based  request process and identifies which slots 
are to be used for system overhead. Figure 2 illustrates an 
example MAP layout. 

 
A critical component of  the DOCSIS MAC layer is the 

upstream bandwidth allocation algorithm.  The DOCSIS 

specification purposely does not specify these algorithms so 
that vendors can develop their own solutions.  However, all 
upstream bandwidth management algorithm will share a set 
of basic system parameters such as the amount of time in 
the future that the scheduler considers when making 
allocation decisions (we refer to this parameter as the 
MAP_TIME),  the amount of upstream bandwidth allocated 
for contention-based bandwidth requests and the range of 
collision backoff times. These parameters are crucial for 
ensuring good performance at high load levels.     
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Figure 1.   DOCSIS cable access environment 
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Figure 2.  Example DOCSIS MAP layout 

Prior analysis of the IEEE 802.14 standard, the 
redecessor to DOCSIS,  found that TCP throughput over 
n hybrid fiber co-axial (HFC) cable network is low 
rimarily due to ACK compression [2].  While assumptions 
ade by the authors (such as high loss rates in the upstream 

ath) are no longer true, our recent results do confirm that 
OCSIS induces ACK compression. In previous work, we 
resented an ‘ns’  DOCSIS simulation model that we 
eveloped and showed that the MAP_TIME setting and the 
se of concatonation can induce significant levels of ACK 
ompression in downstream TCP connections [3].   ACK 
ompression occurs when a network causes TCP 
cknowledgement packets to ‘bunch’ at some point leading 
o higher loss rates and poor network utilization [5,6,7,8].  
lso in previous work, we showed that for certain 

onfigurations, DOCSIS networks are vulnerable to a 
enial of service by an attacker who exploits the interaction 
etween DOCSIS and TCP applications.  In this paper we 
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extend our past results and show that the interaction of the 
MAC layer with downstream TCP web traffic leads to poor 
network performance as the number of active users grow.  
We provide an intuitive explanation of this result along 
with possible  improvements. The rest of this paper is 
organized as follows.  Section II  presents the operation and 
features of our DOCSIS model.  In Section III, we present 
the results of a simulation analysis using our ‘ns’ DOCSIS 
model involving hundreds of active CMs generating a mix 
of web, streaming and P2P traffic.  Section IV ends the 
paper with a discussion of  conclusions and future work. 

 
II.         SUMMARY OF THE MODEL 

 
 
 
 
 
 

The model implements the  DOCSIS architecture 
defined in [1] although with several limitations. A CM  can 
only support a single default best effort service flow and 
any number of UGS services.  Also, the model is limited to 
one upstream channel for each downstream channel.  As in 
an actual DOCSIS implementation, packets sent over the 
downstream channel are broken into  188 byte MPEG 
frames each with 4 bytes of header and trailer. The model 
accounts for physical overhead including forward error 
correcting data. The downstream channel supports an 
optional token bucket backed service rate. Each SID service 
queue is treated in a first come first serve manner.  
Depending on traffic dynamics, queueing can occur at 
either the SID queue or the  downstream transmission 
queue.    The maximum size of either queue is a simulation 
parameter. 

 
All CMs receive periodic MAP messages from the 

CMTS that identify future scheduling opportunities over the 
next MAP time.  If provisioned with a periodic grant, the 
CM can send  at its next data grant opportunity.  For best 
effort traffic, the CM must request bandwidth from the 
CMTS using a contention-based transmission opportunity 
specified by the MAP.  A CM can request bandwidth to 
combine multiple IP packets into a single DOCSIS frame 
by issuing a  concatenated request. To minimize the 
frequency of contention-based bandwidth requests,  a CM 
can piggyback a request for bandwidth on an upstream data 
frame.  If a CM receives a grant for a smaller number of 
minislots than were requested, the CM must fragment the 
data to fit into the assigned slots. 

 
Figure 3 illustrates the upstream transmission of a 1500 

byte IP datagram from a TCP source directly connected to a 
CM  to a sink connected to the CMTS.  We show the 
upstream slot allocations for three MAP times based on the 
MAP layout illustrated in Figure 2.  In Figure 3,  time 
progresses in the downwards direction. In our example, we 
assume collisions do not occur. Although the nominal MAP 
size is 80 minislots (based on the system parameters listed 
in Figure 3),  96 slots are required to carry the entire packet.  
We assume that the CM will request 96 slots to carry the 

full IP packet1.  The small dark square box positioned at the 
beginning each MAP time in the figure represents the 
transmission of the MAP message in the downstream 
direction. Our model sends the MAP at the beginning of 
each MAP time.  Each MAP describes the slot assignments 
for the next MAP time.  The IP packet arrives at the CM at 
time T-0.  The CM sends the bandwidth request message at 
time T-1 and receives the data grant at time T-2.  The grant 
is located  in the third MAP time. The CM sends the frame 
at Time T-3 and is received by the CMTS at time T-4.  The 
time between T-4 and T-0 is the access delay which 
represents the total time a packet is delayed over the 
DOCSIS access network.     

 
Figure 3.  Upstream transmission 
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The maximum upstream TCP throughput achieved with 

a best effort service is 
accesstotalD

BytesSent
usT

−
=−

8*
max , where 

BytesSent is the total data sent in an upstream transmission 
opportunity and is the access delay.  The best 
case scenario illustrated in Figure 3 assumes no system 
delay and that the MAP_TIME can grow  to allow the 
transmission of  full size IP packets in a single frame. The 
minimum access delay (i.e.,  ) is roughly 2 MAP 
times plus the transmission time of the frame over the 
upstream channel.  Assuming a MAP time of .002 seconds, 
no concatenation,  physical layer overhead of 30 bytes and 
an upstream bandwidth of 5.12Mbps, the highest 
throughput to be expected is roughly 1.8Mbps.  We have 
verified this with the simulation model with a single TCP 
connection using an unloaded network.   

accesstotalD −

accesstotalD −

 
When a packet arrives at a CM to be sent in the 

upstream direction, it is unlikely to experience the ideal 
scenario depicted in Figure 3.  Delay caused by the 

                                                           
1The bandwidth allocation algorithm allows the 
MAP_TIME to vary if conditions permit in an effort to 
improve performance.  



contention-based bandwidth request process along with 
delay incurred while waiting for the CMTS to issue a grant 
can increase the  upstream access delay significantly.  
When multiple packets arrive at a CM, the CM can 
piggyback a request for additional bandwidth on an 
upstream data frame.  This can lead to significant benefits 
in a busy system as it avoids the contention process 
resulting in lower collision rates. 

 
We provide a similar discussion for downstream.  

Figure 4 illustrates a downstream scenario involving the 
arrival of 4 back-to-back segments at the TCP sink. We 
assume that the sink  generates two  acknowledgement 
packets (i.e., one ACK for every other segment that arrives) 
which arrive at the CM separated only by the downstream 
transmission time of two back-to-back segments.  Further, 
we assume that concatenation is enabled allowing the CM 
to request bandwidth for the transmission of up to two ACK 
packets in a single frame. In Figure 4, the concatonated 
request experiences collisions on the first two contention-
based transmissions, and is successfully received sent on 
the third attempt.  The figure also shows significant delay 
occuring at the CMTS before the CM is allocated a data 
grant. The CM sees it has been allocated the grant in the 
MAP that arrives at time  T-2.   In the best case,  ACKs are 
received at the CMTS roughly within 2 MAP times from 
the time the ACKs arrive at the CM plus the transmission 
time of the data frame.  Therefore, assuming a MAP_TIME 
of .002 seconds, we expect a maximum downstream 
throughput by any single CM to be limited to about 12Mbps 
corresponding to 4 segments metered out every 4 
milliseconds.  After setting the TCP window size very large  
and  making sure the buffers at the CM were large, we did 
observe a maximum downstream TCP throughput of 
12Mbps.   

 
The maximum downstream data rate for the  

configuration depicted by Figure 4 is  roughly 26Mbps after 
taking into account physical and link level overhead. The 
TCP throughput however is limited by the ACK rate which 
is the amount of data that is acknowledged per second (as 
observed by the TCP sender).   The maximum downstream 

TCP throughput is given by 
accesstotalD

BytesACKed
dsT

−
=−

8*
max   

where BytesACKed is the amount of data that is 
acknowledged in the bandwidth request and is 
the access delay from the time the ACK packet arrives at 
the CM until when the packet has been received by the 
CMTS. Increasing upstream or downstream channel 
capacities will not increase the single connection TCP 
throughput as the bottleneck is the packet rate in the 
upstream direction.   

accesstotalD −
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Figure 4.  Downstream scenario 

 
III.        RESULTS AND ANALYSIS 

For the analysis presented in this paper, we rely on the 
simulation model illustrated in Figure 5. Up to ‘n’ cable 
modems (CMs) each with one simulated user generates  
upstream web requests to one or more servers  (S-x nodes).  
The DOCSIS protocol handles transfering data between the 
CMs and the CMTS.  Multiple point-to-point links define 
the path between the CMTS and the web servers.  Figure 6 
describes the DOCSIS configuration and the web traffic 
model parameters.  The web traffic model is based on the 
model described in [9].  In addition to web traffic, we 
configure 5% of the CMs to generate downstream low 
speed UDP streaming traffic (i.e., a 56Kbps audio stream),   
2% of the CMs to generate downstream high speed UDP 
streaming traffic (i.e., a 300Kbps video stream) and 5% of 
the CMs to generate downstream P2P traffic. The P2P 
model (based on [10]) incorporates  an exponential on/off 
TCP traffic generator that periodically downloads on 
average  4Mbytes  of data with an average idle time of 5 
seconds between each download.      

 
We define an experiment to consist of 5 simulation runs 

with each run configured with a larger  number of CMs 
(i.e., 100 to 500).  We perform 6 experiments with each 
experiment configured with a different MAP_TIME (.001 
to .01 seconds).  We collect a set of statistics including the 
collision rate, channel utilizations and average TCP loss 
rates for each run. 

  
Figure 7 shows that the collision rate got extremely 

high as the number of active CMs increased.  When 100 
users were active, the collision rate was about 50%.  As the 
load increased, the collision rate approached 90-100% 
depending on the MAP_TIME setting. 

 
 
 
 
 
 



 
 
 
 
 
 

 
Figure  5.  Simulation network model 

 

Figure 6.  Model parameters 
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as the MAP_TIME gets smaller. Figure 7 illustrates that the 
collision rate at the smallest MAP_TIME setting (i.e., .001)  
is 10-15% lower than at the highest MAP_TIME setting.    
However, if the MAP_TIME becomes too small it 
consumes significant processing resources at the CMTS.  In 
practice, a MAP_TIME in the range of .001 to .01 is 
typical. 
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Figure 8.  Downstream channel utilization 
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Figure 8 shows that even with a small MAP_TIME 

setting, the maximum downstream channel utilization is less 
100

Collision rate versus Load
Model Parameters
  
Figure 7.  Upstream collision rates 

The behavior of the system is greatly influenced  by 
everal MAC protocol parameters. First, the number of 
ontention slots assigned per map directly impacts the 
ollision rates at high loads.  Our model uses a fixed 
umber of contention slots  per MAP that is controlled with 
he configuration parameter CONTENTION_SLOTS. For 
he results reported in this paper, we used 12 contention 
lots per MAP.  If we increase the number of contention 
lots to 20, the curves in Figure 7 look similar, especially at 
igher loads which confirms our earlier finding that 12 
ontention slots per MAP  is sufficient for a web traffic 
cenario [4].  As mentioned earlier, performance improves 

than 65%.  As the user load increases,  ACK packets are not 
sent upstream fast enough which limits downstream 
throughput.  The symptoms of this behavior are high 
collision rates and reduced downstream channel utilization. 
To assess the  impact of the problem on application 
performance we used a  simple web application 
performance metric by running  a  TCP client server 
application  between CM-1 and the server S-1.   Server S-1 
periodically sent 20Kbytes of data to the client. At the end 
of the run we computed the  mean of the response times.  A 
Ping metric was also obtained but we found that a TCP 
response time metric was a much better indicator of TCP 
performance.  The mean web response time (WRT)  can be 
correlated to end user perceived quality by using a very 
coarse rule of thumb that says end users are bothered by 
lengthy download times when the mean WRT metric value 
exceeds 1 second.  Clearly  this is not an accurate measure 
of end user quality of experience.  It is however a  
convenient and reproducible performance reference.  Figure 
9 suggests that 300 active users is roughly the point at 
which the network becomes overloaded for reasonable 
MAP_TIME settings. 
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Higher channel capacities will not increase downstream 

channel utilization as the bottleneck is caused by low 
packet rates in the upstream direction.  One approach to 
increasing the downstream channel utilization is to allocate 
multiple upstream channels to the group of CMs that share 



a downstream channel2. As long as the aggregate load is 
spread evenly between the upstream channels, the 
downstream channel can be driven to 100% utilization.  
Another approach that has been proposed for both DOCSIS 
and wireless networks is ACK  filtering  [11,12,13,14].   
CableLabs is currently evaluating if they should add ACK 
filtering capabilities to the next version of DOCSIS [15].     
 

We have implemented a simple ACK filtering 
algorithm that works as follows.  When an ACK packet 
arrives at a CM to be sent upstream, any ACK that is 
currently in the queue is dropped if it is associated with the 
same connection as the ACK that arrived and if it 
acknowledges a sequence number lower than the sequence 
number of the ACK that  arrived.   We reran our experiment 
using ACK filtering.  The downstream utilization actually 
dropped significantly as the small CMTS queue size (set to 
50 packets) was not able to absorb the bursty TCP 
connection behavior  caused by ACK compression.  The 
maximum downstream utilization increased to 75% once  
we increased the buffer capacity of all nodes in the 
simulation to 300 packets.  While the performance was 
comparable to the equivalent simulation but without ACK 
filtering, we confirmed that network dynamics were much 
more bursty when ACK filtering was enabled. 

    

 
 
 
 
 
 

                                                          

 
Figure 9. Downstream web response times 
 

IV. CONCLUSIONS AND FUTURE WORK 
Based on simulation, we have shown how the  DOCSIS 

MAC protocol impacts TCP performance. Downstream 
TCP connections might not be able to utilize all available 
bandwidth because the ACK stream could be limited by the 
packet rate in the upstream direction.  This can lead to poor 
downstream channel utilization as the number of active 

 
2 A common provisioning rule of thumb used by providers 
is to assign 2000 CMs to a downstream channel and 300-
500 users per  upstream channel. 

users increases.  While our analysis did not impose reduced 
service rates on users, the results would be identical if we 
had.  This is because as the load increased the available 
bandwidth quickly becomes less than typical service rates. 
Smaller MAP_TIME settings will increase the upstream 
packet rate however at the expense of increased overhead.  
Concatenation or ACK filtering can also help however 
these approaches can significantly increase the burstiness 
associated with the TCP send behavior which can lead to 
higher packet loss rates.  While it is possible for a CMTS to 
‘correct’ the ACK stream using rate control [16,17], an 
open research question is if there are innovative packet 
scheduling algorithms to get around these problems. The 
urgency of this area of research will increase dramatically 
as the next version of DOCSIS provides access speeds of 
200 Mbps downstream and 100 Mbps upstream. To address 
this we are developing a predictive data grant service that  
can efficiently support Internet applications over current 
and  next generation DOCSIS networks. 
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