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ABSTRACT

Our reseach focuses on endto-end congestion avoidance
algorithms that use round trip time (RTT) fluctuations as an
indicaor of the level of network congestion. The dgorithms are
referred to as delay-based congestion avoidance or DCA. Dueto
the eonomics aswociated with deploying change within an
existing network, we ae interested in an incrementally deployable
enhancement to the TCP/Reno potocol.  For instance
TCP/Vegas, a DCA agorithm, has been propcsed as an
incremental  enhancement.  Requiring  relatively  minor
modificaions to a TCP sender, TCP/Vegas has been shown to
increase end-to-end TCP throughput primarily by avoiding padet
loss We study DCA in today’'s best effort Internet where IP
switches are subjed to thousands of TCP flows resulting in
congestion with time scdes that span orders of magnitude. Our
results suggest that RTT-based congestion avoidance may naot be
reliably incrementaly deployed in this environment. Through
extensive measurement and simulation, we find that when
TCP/DCA (i.e,, a TCP/Reno sender that is extended with DCA)
is deployed over a high speed Internet path, the flow generaly
experiences degraded throughpu compared to an ummodified
TCP/Reno flow. We show (1) that the congestion information
contained in RTT samples is nat sufficient to predict padket loss
reliably and (2) that the congestion avoidancein resporseto delay
increase has minimal impad on the cngestion level over the path
when the total DCA traffic & the bottlenedk consumes less than
10% of the bottlenedk bandwidth.
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1. INTRODUCTION

A fundamental asped of protocols that operate in TCP/IP
networks is the ngestion control mechanisms utilized
throughou the network. Various forms of congestion avoidance
algorithms designed to prevent congestion have been proposed to
improve end-to-end performance The aldition d sow-start and
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congestion avoidance to TCP in the late 1980s was crucid to
ensuring the stability of the Internet [9,2]. More sophisticaed
end-to-end congestion avoidance dgorithms, such as DCA, have
been proposed (e.g., TCP/Vegas, TCP/Dual) [5,17]. The benefits
claimed by DCA agorithms are increased TCP throughpu due to
reduced numbers of padket losses and timeouts, and reduced
congestion level over the path. Ancther advantage is that they do
not require aything from the network. All these properties
suppat the cae for the incrementaly deployability of such
agorithms in today’s best effort Internet. However, previous
studies of DCA algorithms have cmncentrated on retworks where
DCA flows consume asignificant percentage of the total traffic.
In this paper, we focus on the performance of DCA agorithmsin
a high speed network where DCA flows constitute only a
fradion d the total traffic.

The foll owing describes the atributes of DCA:
e DCA augmentsthe TCP/Reno protocol.

« DCA monitors TCP padket round trip times alowing the
agorithm to reside entirely within the TCP sender.

e RTT variations are aumed to be caised by changes in
queueing delays experienced by padkets being timed.

. Based on RTT variations, DCA makes congestion dedsions
that reduce the transmisson rate by some percentage by
adjusting the TCP congestion window (cwnd).

The importance of an incrementally deployable enhancement
canna be overstated. It can take yeas for Internet protocols to
standardize and even longer for Internet standards to be widely
deployed. Any change proposed for a mature and widely
deployed protocol such as TCP will be met with much resistance
An incremental enhancement to TCP that meds the following
requirements will have the best chancefor deployment:

e It must improve the throughpu of the TCP conredion that
employs the enhancement.

e |t shodd na reduce the performance of other competing
TCP flows on the same path where the “enhanced” TCP flow
travels. The objedive is to make better use of available
bandwidth withou penali zing other TCP flows.

e ldedly it requires changes only to a TCP sender.

Furthermore, the &ove properties must hold regardless of the
number of “enhanced” TCP flows on the same end-to-end peth.
Thisimplies that the properties must hold even if thereis only one
“enhanced” flow in the path. In today' s Internet to suppat a
wide deployment of TCP enhancements, there must exist
sufficient ecnamica incentives for adopting them. When these



incentives are week and further, enhancements may even result in
temporary saaifice of resources for users at least for a while
before its wider deployment, the eventual wide deployment of
such protocols beaomes unlikely. Therefore, our reseach asesses
the benefits assciated with incremental deployment where
“enhanced” flows congtitute only a fradion d the total traffic in
the bottlened link.

We further limit the scope of our study of DCA to Internet
environments where the lowest link capadty along the path is 10
Mbps. Measurement studies have shown that Internet switches,
most of which suppat link speals of at least 45 Mbps, are
subjed to thouwsands of low bandwidth, ON/OFF TCP flows
[7,16]. Thus, we study the performance of DCA in a redistic
Internet environment.

In this paper we present evidence suggesting that RTT-based
congestion avoidance may nat be reliably incrementally deployed
over high spedal Internet paths. Through measurement study over
7 typicd high speed Internet paths, we find that congestion
information contained in RTT samples of TCP canna be reliably
used to predict padcket loss The successof DCA highly depends
on a strong correlation between padket loss events and increases
in RTT prior to the loss By tradng TCP conredions over
multiple high speed Internet paths, we observe that the level of
correlation is weak. Depending on the path, we find that only 7-
18% (on average) of observed loss events were precaled by a
significant increase in RTT. Furthermore, even though we a&aume
that every loss predicted by DCA is avoided, ouwr anaysis
indicaes that noise in RTT samples causes degraded throughpu
by guiding TCP to reduce a wrong times (when there is no los9.
Through simulation and Internet measurement, we show that the
wed level of correlation that exists between padket loss and
TCP RTT samples isdueto the foll owing reasons.

e A TCP congtrained RTT congestion frobe is too coarse to
acarately tradk the bursty congestion associated with padet
lossover high speed paths.

* A DCA dgorithm canna reliably assessthe angestion level
a the router. Short term queue fluctuations which are not
asciated with loss at a router, persistent queueing, and
congestion at multiple bottlenedks make it difficult for a
DCA dgorithmto make acerate ongestion dedsions.

Another claimed benefit of DCA is that it reduces the overall
queue level and acordingly reduces padket loss at the
bottlenedks. This could be indeed true when more readive flows,
such as DCA, consume alarge percentage of the total bandwidth
in the bottlened link. However, this becmes less obvious when
they constitute only a fradion o the tota traffic in a cmngestion
link. As DCA gives up more bandwidth, more aggressve flows
such as TCP/Reno are likely to sted more bandwidth, leaving the
queue level unaltered.

To verify this conjedure, we resort to simulation wsing the ns
simulation todl [14] since the queue levels within the network
canna be observed through the Internet measurement data. We
construct ns models that exhibit similar end-to-end traffic
charaderistics as two dof the 7 Internet paths being measured.
These models closely match the loss behaviors and burstiness of
RTT variations of the two paths. Under these models, we first
confirm the result we foundfrom the Internet measurement data: a
DCA flow suffers from throughpu degradation. Further, we
observe that a single DCA flow does not ater the lossand RTT

dynamics of the simulated path significantly. It isalso interesting
to see how the “global” benefits of DCA might scde & the
amourt of DCA traffic in the network incresses. We observe that
the lossrate & a mngested router only begins to deaease when
DCA acours for at least 10% of the total traffic. At a high
sped switch, this can correspondto traffic generated by hundeds
of TCP flowswhich clealy exceal incremental deployment.

This paper is organized as follows. First we overview related
work in Sedion 2 Then we present the measurement analysis and
throughpu analysis followed by the simulation anaysis in
Sedions 3 and 4 We end the paper with conclusions and a
discusgon o future work in Sedions5 and 6

2. RELATED WORK

Jain [8] first coined the term 'delay-based congestion avoidance .
While Jain admits that his proposed algorithm was nat sufficient
for a pracdicd network, his work laid the foundition for further
reseach of DCA. Two separate studies of TCP/Vegas present
evidencethat a DCA agorithm can improve TCP throughput over
the Internet by avoiding padet loss[5,1]. However, the Vegas
studies were based on Internet paths that existed in the ealy
1990s which generadly involved at least one T1 sped link and
consequently allows any given flow to consume a significant
fradion o available bandwidth. The studies aso did na isolate
the impad of the cngestion avoidance dgorithm (i.e., CAM)
from the enhanced lossremvery enhancement.

A key asped of our research focuses on asessng the aility of a
TCP constrained RTT-based congestion sampling agorithm in
predicting future padket lossevents. Severa previous studies are
relevant. Bolot [6] studied end-to-end padket delay and loss
behavior over the Internet. However, he did na focus on the
correlation between an increase in RTT with packet loss Moon
et. a., [13] looked at the mrrelation that exists between a loss
condtioned delay (i.e., a padket delay immediately preceding a
loss event) and padket loss Their motivations were similar to
ours in that they wanted to seeif an endpdnt could predict loss
They found a higher level of correlation than we did. Their
method uili zed a more fine-grained, one-way delay based UDP
probe technique. A further differenceis that they do nd take into
acournt the fealbadk time asciated with TCP's closed loop
control and consequently their results do nd corredly portray the
level of correlation that is observed by TCP. Paxson [15] also
looked at the crrelation between ore way padket delay variation
and loss He mncludes that lossis weekly correlated to rises in
padet delay and conjedures that the linkage between the two is
wedgkened by routers with large buffer space ad becaise the end-
to-end cHay refleds the acecuing of a number of smaller
variations into a single, considerably larger variation. Our work
finds a similar result and we dso present a set of conjedures to
explain the measured results. Additionaly, we eplore the dfed
on TCP throughpu when a DCA algorithm attempts to utili ze the
little orrelation that does exist between increases in delay and
padket loss

3. MEASUREMENT ANALYSIS

The objedive of the measurement analysis is to show that an
increase in a per padket RTT sample (i.e., the tcpRTT samples) is
not areliable indicaor of future padet lossevents and canna be
used to improve TCP throughput. To show this, we trace many
TCP conredions over different paths. We then post-processthe



trace files to extract the tcpRTT time series (along with the loss
indication) associated with each traced connection. This data is
the basis of our analysis presented below.

3.1 Data Collection M ethodology

We selected seven high speed Internet paths. Each path consists
of many hops (at least 11) with a minimum link capacity of 10
Mbps. The sender of each TCP connection is a host located on
the campus of North Carolina State University, each of the 7
receivers is located over the Internet. We run a bulk mode TCP
application between the host and each destination. The TCP
sender in our experiments as well as the trace point (we use
tcpdump to trace the connections [10]) is a 333Mhz PC running
freeBSD. The machine is equipped with a 3COM PCI ethernet

adapter and is attached to a campus network via a 10 Mbps
ethernet connection.

Table 3-1 describes each of the 7 paths. Of the 7 paths, five are
located outside of North America. For three of the paths, we
used the ttcp application [12]. For the others we used a Unix
tool called echoping which can send any amount of TCP datato a
discard server [4]. Thefive discard servers were located on Web
servers. Over the course of five days we traced TCP connections
a regular intervals throughout the day (five runs each day
beginning at 9:00AM followed by a run every two hours). Each
run transferred between 6 Mbytes and 20Mbytes (depending on
the path) and lasted anywhere from 3 minutes to 45 minutes
depending on the level of congestion over the path.

Table 3-1. Summary of traced paths

Path | Destination Host # Maximum MSS | Service

# Hops | Window

1 dilbert.emory.mathcs.edu 12 17376 1448 | ttcp

2 comeng.ce.kyungpook.ac.kr 19 17376 1460 | ttcp

3 ccg.eentust.edu.tw 17 8760 1460 | ttcp

4 www.nikhef.nl 17 4096 512 discard

5 www.snafu.de 13 17520 1460 | discard

6 icavwwl.epfl.ch 18 8760 1460 | discard

7 Www.eas.asu.edu 14 8760 1460 | discard

Table 3-2. Summary of measured performance

Path# | AvgRTT Avg Loss rate(%) % of loss that ended
(seconds) throughput mean in Time-out
(standard (Kbytes/sec) (stapdgrd mean (standard
deviation) (standard deviation) deviation)

deviation)

1 .066(.012) 185.1(77.5) 8(1.1) 13.1(8.0)

2 .249(.056) 46.4(19.2) 1.7(3.2) 14.5(11.6)

3 .32(.037) 12.8(7.6) 6.5(7.1) 48.3(9.8)

4 117(.02) 23.8(8.5) 89(1.1) 56.1(14.9)

5 .174(.017) 71.7(22.4) .65(.78) 15.2(9.2)

6 171(.01) 46.2(6.6) 55(1.1) 11.2(7.5)

7 .179(.06) 10.8(7.3) 10.5(4.1) 47.9(13.4)

Table 3.3. Averagethroughput in Kbytes/sec with standard deviation based on time of day (EST)

Path# | 9:00AM 11:00AM 1:00PM 3:00PM 5:00PM

1 228.4(42.6) 192.6(57.4) 241.9(63.7) 113.8(65.3) 148.6(90.4)
2 48.7(18.9) 41.5(20.5) 42.4(18.7) 52.8(15.4) 46.7(27.5)
3 11.2(7.4) 14.3(4.8) 16.5(7.2) 15.7(8.7) 5.9(7.4)

4 22.2(10.3) 27.4(8.4) 17.1(5.2) 22.4(7.1) 28.9(8.3)

5 84.2(13.7) 73.4(22.4) 77(15.1) 47.8(24.6) 76.1(22.5)
6 45.2(6.2) 487(2.2) 475(2.7) 40.1(11.7) 49.7(1.1)

7 17.7(8.7) 11.5(5.7) 7.7(5.3) 5.8(4.2) 11.2(8)




Table 3-2 summarizes the measured performance of ead peth.
Path 1 exhibits the best performance axd peth 7 is the worst.
Table 3-3 shows the average throughpu measured for the runs
over ead path based onthe time of day (Eastern Standard Time)
when the mnredionwastraceal. The only consistent trend is that
all paths (except for path 2) experienced their worst performance
during one of the dternoonruns.

We post-processed atcpdump traceto oltain the roundtrip delay
asociated with eah data packet that has a unique
adknowledgement. We refer to these RTT samples as the tcpRTT
time series. The tcpRTT samples provide more mngestion
information than that provided in TCP's existing RTT agorithm
(used for TCP's retransmit timeout cdculation) becaise the
tcpRTT samples are more frequent and they are based ona more
predse time measurement.

The dgorithm used to generate the tcpRTT time series is
summarized as follows. (We describe the algorithm as it would
be implemented by a TCP/Sender even though we adually runthe
algorithm on atcpdump trace) The sender recoreds the departure
time of every padket. To filter out error in RTT samples caused
by the TCP delayed adnowledgement, tcpRTT samples are
generated ony for the highest segment adknowledged by an ACK.
Furthermore only ACK s that adknowledge more than ore segment
of data will generate a tcpRTT sample.  During periods of
reovery, the dgorithm does not take any tcpRTT samples to
avoid errors.

The tcpRTT time series consists of the foll owing tuple:

g

i :(time ,tcpRTT,l;) where i =

When

timg is dropped and when |; =0, the segment is not dropped.

In the event that multiple lossevents are asociated with the same
tcpRTT sample, rather than having a dugicae entry, we keep orly
one. Therefore, our analysis treds aburst of lossas a single loss
event. Also, padets that are retransmitted more than ore time
will be considered as sparate lossevents as long as they have a
unique tcpRTT sample.

3.2 Analyzing the L oss Conditioned Delay

We aeinterested in leaning if the tcpRTT sample prior to loss(or
perhaps the average of some small number of tcpRTT samples
prior to losg is greder than a smocthed average of precaling
tcpRTT samples. In cather words, we want to know how
frequently lossevents in a mnredion might have been predicted

[; =1, this implies that the next segment sent after

by monitoring RTT. To help asessthis, we have developed three
metrics which we gply to tcpRTT time series data.

3.2.1 LossCondtioned Delay Indication Metric

The correlation indication metric courts the number of times that
the tcpRTT samples just prior to padket loss are greder than the
average of some previous tcpRTT samples. We define the
following delay event:

sampledRTT(x) > (windowAVG(w) + std)

The sampledRTT(X) is the average of the x number of tcpRTT
samples prior to the transmisson d a dropped segment. We refer
to this asthe losscondtioned delay. In ather words:

Z tcpRTT,
j=(I-x+1)

sampledRTT(x) =
X

The parameter, X, controls the size of the moving window
asociated with the sampledRTT and determines the
resporsiveness of the dgorithm. Similarly, windonAVG(w) is a
moving window average of the previous w tcpRTT values prior
to the transmisson d a segment that is dropped. The std is the
standard deviation associated with the windonAVG(w). This
serves to filter sampledRTT values. sampledRTT(x) approximates
the “ingtantaneous’ RTT values while the windovAVG(w) is a
longer term average. The difference  sampledRTT(X) —
windowAVG(w), is refledive of an increase or deaease in queue
delays (relative to the average of the immediately precaling w
RTT samples) as experienced by a padket from which the latest
tcpRTT sample is obtained.

For a given run, we caculate the sampledRTT(X) and the
windowAVG(w) associated with ead loss event. We wurt the
number of times that the delay event (i.e., sampledRTT(x) >
(WindowAVG(w) + std)) istrue for ead loss Dividing this court
by the tota number of padket loss occurrences estimates the
probability that the tcpRTT samples prior to alossare higher than
some average. We refer to this as the corrélation indication
metric and define it as foll ows:

P[sampledRTT(X) > windonAVG(w) + std]

Different values of x and w can provide useful information. For
example, avalue of (2,5) for the (x,w) pair provides an indication
that the most recent tcpRTT samples are increasing while avalue
of (2,200) is an indicaor that the magnitude of the tcpRTT
samples is greaer than the average over some larger amourt of
time. Through experiments, we found that the (x,w) pair of
(2,20) isgeneraly most effedivein predicting lossevents aaossa
range of path dynamics.

Table3.4. P[sampledRTT(2) > windovAVGRTT(20) + std]

Path# | 9:00AM 11:00AM 1:00PM 3:00PM 5:00PM
1 186(.1) 2(.036) 137.068) 162(.034) 149.022)
2 19(.044) 137.04) 135.028) 15(.022) .107.039)
3 .065.047) 142(.064) .14(.058) 14(.14) .08(.1)
4 .34(.06) 11(.06) 1(.017) 132(.165) .099.07)
5 21(.09) 16(.07) 21(.16) 128.022) 19(.17)
6 34(.29) 1(.06) .047(.036) .054(.035) .097(.077)
7 .081(.011) 072.015) .073.022) .0632.0) .068.023)




Table 3.4 ill ustrates the results of the metric goplied to the tracel
data grouped by paths and by time of day (i.e., the time & which
the trace was obtained). The parameters of the analysis were
(2,20) with athreshold of one standard deviation. Asan example,
the path 1's data taken around 900AM suggests that 18.6% of all
lossevents were precaded by a significant increase in RTT. Paths
4 and 6were @dle to identify 34% of the lossevents. Path 7 was
able to deted loss the least frequently (due to the higher
congestion levels). On average, between 7— 186 of loss events
might have been predicted depending on the path.

The results indicate that some level of correlation exists between
loss and increases in RTT. Of more significance, the results
suggest that lossis not always precaled by an (observed) increase
in RTT. These results lead us to conjedure that it would be
difficult for a DCA algorithm to reliably avoid padket loss In
Sedion 4 we build simulation models that emulate the RTT and
padet lossdynamics that was observed in the measured data and
confirm that DCA resultsin degraded TCP throughput.

3.2.2 LossCondtioned Delay Corr elation Metric

(LCDC)

The losscondtioned delay correlation metric (LCDC) provides a
visual indicaion d the magnitude and time scde of correlation
that exists between increasesin tcpRTT samples and lossevents.
Our agorithm is esentialy identicd to that used in [13]. Moon
et. a. define alag that is used in cdculating the average delay
condtioned onloss For eaty padet lossoccurrencein atrace
lag —1isthe tcpRTT sample prior to the transmisson d a segment
that is lost (and lag —2 is the seaond tcpRTT sample before the
transmisgon o the lost segment). Lag ‘+1’ is the tcpRTT sample
that is obtained after a dropped segment is initially transmitted.
The average packd delay condtioned on aloss atalag j is
defined to be the average of tcpRTT samples of padets whose
j'th prior padet is lost. This value is then namalized with the
average RTT of al samples. DCA has a much better chance of
being succesdul if this metric shows a distinct pe& in the loss
condtioned delay in the lags immediately prior to packet loss
Thisimplies that the delay that is asociated with padket lossis
uniquely deteaable (i.e., its magnitude is above the noise of non
lossrelated RTT variation) and is of time scde larger than ore
RTT.

Figure 3-1 ill ustrates the metric gpplied to the data obtained over
path 1 (the aygregate data over al 25 runs). The data points are
the values of the average padket delay condtioned on loss for
both pasitive and regative lags with the average delay normali zed
with the average RTT observed throughou the trace The figure
indicaes me rrelation exists at lag -1’ and an even larger
level a lag ‘+1'. For most of the paths, we see ahigher level of
correlation asociated with the tcpRTT samples that are obtained
after the dropped segment is initially transmitted. This suggests
that the buildup d queue delay that preceales padet loss at a
router is frequently of time scde lessthan ore RTT. The LCDC
results also suggest that the time scde of the @ngestion
asciated with padcet loss tends to be on the order of severa
tcpRTT samples.

Figure 3-1 also shows that the pe& in the normaized loss
condtioned delay is not unique, suggesting that the level of
correlation ketween an increase in RTT and lossis fairly wedk.
Figure 3-2 ill ustrates the metric gpplied to path 7. Here we do see
aunique pe in the average losscondtioned delay, however the

pe& is centered aroundlag ‘+1'. Asin Figure 3-1, the results
suggest that the queue buil dup associated with some percentage
of lossat arouter isof time scde lessthan an RTT. The metric
results from the five other paths are similar. We find less
correlation than that observed in [13]. Thisisbecaise our method
measures the crrelation olserved by a TCP constrained sender-
based probe dgorithm rather than by a more frequent one-way
delay UDP-based probe.

Figure 3-1. LCDC metric for path 1
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Figure 3-2. LCDC metric for path 2

3.2.3 Loss Conditioned Delay Cumulative

Distribution Function (CDF) Metric

The loss conditioned delay cumulative distribution function
(CDF) metric simply plots the cdf’'s of the tcpRTT and
sampledRTT distributions. The latter provides the probability of
a padket loss for a given tcpRTT value. The CDF's of the two
distributions together show the relationship between the level of
tcpRTT prior to loss(i.e., the sampledRTT vaues) with al tcpRTT
samples. If the two distributions appea identicd, this suggests
that there is nathing statisticdly unique @ou the tcpRTT samples
prior to loss (compared to aher tcpRTT samples). Figure 3-3
ill ustrates the metric results applied to path 1L The darker colored
CDF is the tcpRTT distribution and clealy shows the variability
asciated with the RTT samples. The light colored CDF
ill ustrates the sampledRTT distribution.  The metric shows that
the RTT precaling loss is not restricted to the larger RTT



samples. This clealy makes it difficult for a DCA agorithm to
uniquely identify the RTT increasse aciated with loss The
metric gpplied to the other 6 paths shows dmilar results and are
omitted for space

Cumulaiive Diirbulion
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Figure 3-3. Losscondtioned delay CDF for path 1

4. Simulation Analysis

The objedives of the smulation anadlysis are to validate our
measurement analysis and aso to extend it in a manner that was
not possble with measurement. In particular, the objedives are:

 To oltain addtiona insight into why a DCA congestion
probe can predict at the most (on average) 7-18% of loss
events. We can orly do this by looking at the adual
battlened link queue levels adlong with the tcpRTT time
series.

 Tovdidateour claimthat a TCP/DCA agorithm will i ndeed
degrade TCP throughput as compared to TCP/Reno.

 To provide alditional validation d our result by showing
that TCP/Vegas and TCP/Dual also degrade throughput.

* To validate our conjedure that the readions of asingle DCA
flow do nd impad the cngestion grocessthat is adive over
the path. Furthermore, we show what fradion o the traffic
a a bottlenedk must be DCA before we see areduction in
the level of congestion.

4.1 Developingthe Models

We develop the simulation models of the two US paths from the
set of Internet paths that we analyzed in the previous dion (we
seleded the Emory and ASU paths) using the ns simulation
padkage [14]. We use pathchar and traceroute to oktain an
estimate of the static atributes of the path. For eah path, we
cdibrate the simulation parameters © that the endto-end
charaderistics of the smulation models, such as RTT variations,
throughpu, and lossdynamics are simil ar to the average measured
results. The locaion d congestion is of interest becaise it can
help us =t the badground traffic levels that are necessary to
emulate the end-to-end dynamics observed over the measured
path. By using pathchar and by using a technique based on
correlating the RTT samples obtained from concurrent pings to
different routers along the path, we see &idencethat both of the

Internet paths are subjed to congestionat multi ple hops along the
path.

Figure 4-1 ill ustrates the Emory modd (i.e., path 1). From the
traceroute output, we lean that there ae 13 hops dong a path
that traverses 4 damains and 2 ISP's. The top line labeled bs
indicaes the buffer size (in padets) of eath router. The pd line
indicaes the propagation celay associated with the link and the Ic
line indicaes the link cgpadty (in Mbps). In the figure, hl
represents the locaion o the TCP sender that is under
observation and dhlrepresents the locaion o the mrrespondng
TCP sink.  The uncongested RTT is roughly 27 milli seconds.
Qur prior measurement work has iown that the loss rates are
typicdly low (in the .6% to 12% range) athowh the path
exhibits a significant level of RTT variation. Based in part on
measured data and in part on conjedure, we asumethat the hop
between router’s 4-5 and between router’s 10-11 are the locaions
of queue delay. We dso asaume that one of the high speed
switches (at the hop ketween router’s 7-8) experiences a varying
degreeof padet loss

We dso develop asimulation model for the ASU path in asimilar
manner (illustrated in Figure 4-2). Our measurements indicae
that the path is highly congested. The magjority of loss and
congestion acaurs a link 89 locaed at the MAE-EAST
exchange. However, as in the Emory path, we saw the esidence
of multiple points of congestion. Therefore, we cnstructed the
badkground traffic such that there was high loss and sustained
congestion at link 89. Somewhat arbitrarily, we set the
badkground traffic to generate low levels of bursty congestion
(with low losg at links4-5,10-11and 7-8.

We design a set of TCP and UDP flows to crede bi-direciona
badkgroundtraffic. We foundthat even when using thousands of
low bandwidth, ON/OFF TCP flows (using pareto traffic
generator configured to emulate the traffic generated by a “web”
user as described in [3]) we muld na dugicae the burstiness
asociated with  RTT variations observed over the paths.
Therefore we use a @mbination d TCP flows (several hunded)
aong with several high bandwidth, ON/OFF UDP flows. In the
Emory path, link 4-5 consists of roughly 80% TCP traffic and
20% UDP. Link 7-8 consists of 12% UDP (and 886 TCP)
traffic. In the ASU path, a larger percentage of traffic is TCP
(92% at al links except for link 7-8 where 50% of the traffic is
UDP). For the ASU path, we tuned the backgroundtraffic so that
the mgjority of lossoccurs at link 8-9. We used several hunded
low bandwidth TCP sources to crede the heavy load at link 8-9.

Figures 4-3 and 44 ill ustrate aportion d the observed behavior
over the Emory paths (the measured behavior and the simulated
behavior respedively). The top curve in bah figures plots the
tcpRTT time series (the “+” marks forming the arve ae the
samples) of an end-to-end TCP/Reno conredion between hland
hdl The “+” marks along the top bader of the graph identify
the tcpRTT samples that occur just prior to the transmisson o a
segment that is dropped somewhere dong the path. The lower
curve plots the TCP “goodpu” (i.e, the rate that data is
adknowledged) in intervals of .5 seands (the dark line) and 2
seands (the dashed line). The end-to-end TCP/Reno conredion
under observation is configured simil arly to the TCP stadk used in
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Figure 4-1. Network model of Emory path
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the measurements. The maximum window size is limited to 12
padkets with a maximum segment size of 1448 lytes. An ftp
applicaion sources the TCP conredion. The sink is configured to
perform delayed adknowledgements. The lossrate & link 4-5 is
1.5%, .86% at link7-8, and .6% at link 10-11. The loss rate
experienced by the tracel TCP/Reno conredion is abou 1%.
The lossrate experienced by the simulated TCP/Reno conredion
is.55% which explains why the throughpu exhibited in Figure 4-
4 is dightly higher than the measured results shown in Figure 4-3.

For our study of DCA, tcpRTT variations and their relationship
with loss are the most important charaderistic that needs to be
emulated. The tcpRTT variations of the measured path and those
of the smulated path (Figures 4-3 and 44 respedively) are
clealy similar. We ran the LCDC metric and the CDF metric on
the tcpRTT time series obtained from the simulation model. The
results confirm that the dynamics between lossand tcpRTT in the
simulated path is smilar to that of the measured path.

Figures 4-5 and 46 illustrate the measured and simulated
dynamics of the ASU path respedively. Thelossrate experienced
by the end-to-end TCP/Reno conredion in bah cases is roughly
7%. The majority of loss ocaurs at link 8-9 which experiences
sustained congestion. Asin the Emory case, the LCDC and CDF
metric results applied to the simulated data is gmilar to that
observed with the meessured data. (Refer to [11] for further
validation d the simulation models.)

|
Figure 4-2. Network model of ASU path
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average 7-18% of lossevents. The fundamental problem is that a
TCP congtrained RTT sampling process prevents an endpdnt
from acarrately tradking the bursty congestion associated with
padket loss Fadors such as bursty traffic arival processs at high
spead switches along with the dynamics of TCP's congestion
control algorithms make it difficult for a TCP endpdnt to reliably
avoid padket loss For example, TCP tends to send padkets
“clumped” together rendering the probe more granular espedally
over long paths. We verify this through simulation.
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4.2 Analysisof DCA

Through simulation, we want to confirm our intuitive
uncerstanding of why a DCA congestion probe can orly deted on

Figure 4-5. Measured results over ASU path



IRTTdzHbuT

Figure 4-6. Simulated results over ASU path

For example, Figure 4-7 illustrates a portion of a run over the
ASU model. The top curve plots the tcpRTT time series of the
end-to-end TCP/Reno connection under observation. The second
curve plots the queue level at link 7-8 and the lower curve plots
the queue level at link 8-9. In the queue plots, the solid line plots
the maximum queue level observed every .1 second and the
dashed curve plots the minimum queue level observed. A single
loss event occurs at time 47.15 seconds (at link 7-8). Due to the
congestion level (the TCP connection experiences a loss rate of
7%), the granularity of the RTT samplesis extremely coarse. The
tcpRTT sample at 46.95 seconds is the RTT sample preceding the
transmission of the packet that is dropped and completely misses
the queue buildup that is associated with loss. Clearly, in
environments where the queue buildup is less than one RTT time,
it is not possible for DCA to avoid loss. A further problem is
that the magnitude of the queue delay associated with loss at link
7-8 is relatively insignificant compared to the delays associated
with link 8-9 (due to differences in link capacities and maximum
buffer sizes). An end-to-end congestion probe (a TCP constrained
probe or even a more fine-grained probe) is simply not able to
accurately assess the congestion level of arouter.
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Figure 4-7. ASU simulation results

4.3 Simulating the TCP/DCA Protocol

The TCP/DCA protocol augments a TCP/Reno sender with
additional DCA congestion decisions. One of the parameters
associated with the TCP/DCA algorithm is the level of the send

rate reduction when DCA reacts to an increase in RTT (i.e, the
congestionReductionLevd). The algorithm engages each time a
tcpRTT sample is generated, however it will react no more
frequently than once per congestion epoch. After the normal TCP
cwnd adjustment (either slow start or congestion avoidance), the
following additional logic is applied:

If (tcpRTTisupdaed) {

If (sampledRTT(2) > windowAVG(20) + std)
cwnd = cwnd —(cwnd * congestionReductionLeve)

Table 4-1. Throughput degradation by varying the
congestionReduction level

Congestion | % reduction of throughput | % reduction of
E:i/;lction over Emory throughput over ASU
mean(std) mean(std)
(95% confidence interval) i(gtsgr/i)/aclc)mﬁ dence
50% -37(8.1) -13.2(9.4)
(-42,-31) (-19.8,-6.6)
25% -12(12) -9.8(20)
(-21,-4) (-24,4)
12.5% -6.8(8.6) -7.4(15)
(-13,-.8) (-18.1,3.1)

The simulation experiments compare the throughput achieved by
two TCP connections (one Reno and one DCA) that run
concurrently over a path (either the Emory or the ASU models).
Table 4-1 shows the impact of congestionReductionLevé on TCP
throughput (based on 10 500 second simulation runs). For
example, over the Emory path, a 50% send rate reduction leads
to an average throughput degradation of 37% while a 12.5%
reduction leads to a smaller level of degradation (6.8%). If we
assume that the agorithm reacts the same number of times
regardless of the level of send rate reduction, it is expected that a
smaller send rate reduction will cause less throughput degradation
and that a send rate reduction of 50% will be more successful at
avoiding loss than a 12.5% reaction. Table 4-2 shows this trend
for the Emory path. Over the Emory path, DCA is able to lower
the loss rate experienced by the connection by roughly 7%.
However, areduction level of 12.5% does not appear to lower the
lossrate. Over the ASU path we see higher variationsin loss rate
reductions for the lower congestionReductionLevé values. DCA
isless effective at avoiding loss over the ASU path.

In order to match the measured end-to-end dynamics, the Emory
model relied on alink level traffic models with high bandwidth
UDP flows to define the loss dynamics over the path. Although
the ASU model relied on alarger percentage of TCP traffic, it still
consists of afairly significant level of UDP traffic (8%). To be
complete, we also evaluate DCA when the loss was driven
entirely by TCP flows (even though this leads to dynamics that
differ from the dynamics of the traced connections). We modify
the congestion dynamics associated with the Emory model such
that loss is isolated to link 7-8 and is mainly driven by low
bandwidth, ON/OFF TCP flows (rather than by a combination of
TCP and UDP flows). We design two cases. a heavily



Table4-2. Lossrate reduction by varying the congestionReduction level

CongestionReduction % reduction of padket lossover % reduction of padket lossover
Level Emory: mean(std) ASU: mean(std)
(95% confidence interval) (95% confidence interval)

50% -7.5(12.8) -2.4(15.6)

(-16.5, 1.5) (-134,8.6)

25% -8(17.5) 7.8(25.7)

(-20,4.2) (-10.2,26)
12.5% 3.4(15) 7.8(21)

(-7.4,14.3) (-6.7,22.6)

congested scenario and a lightly congested scenario.  In bah TCP/Vegas and TCP/Dua over the simulation models that we

cases, the badgroundtraffic consists of 2200 TCP flows along
with asmall amount of low bandwidth UDP traffic (lessthan 5%
of the traffic is UDP). The idle time a&ciated with the pareto
traffic generator attached to the TCP flows is 1-4 seands in the
highly congested case and 35 semnds in the lightly congested
case. Thelossratein the heavily congested case isin the range of
.8 10 2% and the link experiences sustained congestion. In the
lightly congested case, the lossrate is low (lessthan .5%) and the
link experiences periodic gpochs of congestion.

Table 4-3 illustrates the results. Based on a DCA
CongestionReductionLevel of 50%, the top row shows the average
queue level of the battlenedk link and the throughpu degradation
for the heavily congested scenario (the bottom row shows the
results for the lightly congested case). In bah cases, the
throughpu degrades dgnificantly. In the less congested cese, it
turns out that DCA is ©mewhat succesgul at avoiding loss(up to
30% of loss events were avoided). Running the orrelation
indicaion metric on the tcpRTT time series generated by the
TCP/DCA conredion confirms that the path exhibits a
significently higher level of correlation between loss and
increased RTT (as compared to the measured data). With ou
models, we found that when the badkground traffic consists of
primarily TCP flows, we could na dugicae the burstiness that
we observed over the measured path. The result is that the queue
levelsincrease @ a slower rate and this gives DCA a better chance
at avoiding loss However, even in this “best case” environment,
the “unrecessry” readions by DCA to RTT increases not
asciated with lossdrives the throughpu down (by 42% in the
moderately congested case and by 53% in the more mngested
cese).

Table 4-3. Altered Emory model : DCA results

Average queue level at link | % reduction of throughput (mean,std)
7-8 (capadty is 200 RAELS) | (ggy confidence interval)
1437 -42.4 (6.9)
(-47.3,-37.5)
383 -50(4.5)
(-535,-4.7)

4.4 Simulating the TCP/Vegasand TCP/Dual

Protocols
To further confirm our claim that DCA will generdly result in
throughpu degradation, we meaure the performance of

have developed. The model of TCP/Dua is a straightforward
extensionto TCP/Reno andisdescribed in [17]. The ns simulator
provides a model of TCP/Vegas which we use. As described in
[5], TCP/Vegas represents two enhancements. a DCA algorithm
referred to as congestion avoidance mechanism (i.e.,, CAM) and
an enhanced loss recovery agorithm. To evaluate the DCA
agorithm of Vegas, we had to isolate the Vegas enhanced loss
recovery improvement from the CAM algorithm.  We aqeded
two versions of Vegas. TCP/Reno-Vegas includes the enhanced
loss rewmvery adgorithm withou CAM. TCP/Vegas-CAM
includes the CAM agorithm but withou the enhanced loss
recvery.

We ompare TCP/Reno-Vegas to TCP/Reno and to
TCP/Newreno. We ran three onredions (a Reno, Reno-Vegas
and a Newreno conredion) over the Emory and ASU paths (using
the badkgroundtraffic described in Sedion 41 that was based on
amix of TCP and UDP traffic). The experiment consists of five
runs (ead runis 500semnds). For ead run, we find the relative
change in TCP throughpu between the two enhanced protocols
with resped to the TCP/Reno conredion. We find that the
TCP/Reno-Vegas flow is able to improve TCP throughpu by
abou 70% over the Emory path. The Newreno algorithm is able
to improve throughput by 76% over the path. Both enhanced loss
recovery algorithms improve throughpu by significantly reducing
the frequency of timeouts (on the order of 65% in our example).

The rest of this ®dion focuses on the TCP/Vegas-CAM and
TCP/Dual protocols. Table 4-4 shows the level of performance
degradation experienced by a Vegas-CAM flow and TCP/Dual.
Both algorithms result in throughpu degradation athough the
deaeaseisnot aslarge s with DCA. Thisis primarily becaise
both protocols reat less aggressvely to congestion.  The
throughpu reduction caused by Vegas is lessover the congested
ASU path. Becaise Vegas reads indiredly to RTT (i.e., changes
in throughpu), the level of control by Vegas deaeases as its
sending rate deaeases. Ancther fador is that the path suffers
from sustained congestion. Vegas is more likely to uncerestimate
the state of congestion over a path that exhibits sustained
congestion than DCA or Dual. The latter two algorithms will still
rea¢ to RTT fluctuations that exceedl the base level of queueing
that exists while Vegas tends to be lessresporsive to short term
RTT fluctuation.

We repea the eperiment using the modified Emory model
discus=d in the previous ®dion.  The goad is to see similar
results when traffic is lessbursty and daminated by TCP. Table



4-5 shows that throughput reduction is much lower (-1%). As
with the ASU model, the congestion level at link 7-8 in the
modified Emory model suffers from sustained congestion which
causes CAM to significantly reduce its level of control. When
traffic is less bursty and highly congested, Vegas-CAM is less
reactive. Its benefits seem negligible. Our results differ from
prior studies of TCP/V egas because we have isolated our study to
CAM and we have limited our study to high speed paths where a
given flow consumes only a fraction of available bandwidth over
the path (which we believe was not true in previous studies).

Table 4-4. Performance of TCP/Vegas-CAM and TCP/Dual with
respect to TCP/Reno

Model %  Reduction of  Throughput
TCP/Vegas-CAM, TCP/Dual

(95% confidence interval)

Emory -21 (-27,-15)
-14.2 (-22.9,-5.43)
ASU -7.3(-20.3,5.8)

-18(-23.3,-12.9)

Table 4-5. Altered Emory moddl : Vegasresultsin heavily
congested scenario

Average queue level at | %  reduction  of
link 7-8 (capacity is 200 | (mean,std)
packets)

throughput

(95% confidence interval)
143.7 -1 (16.6)
(-12.3,11)

45 Assessing the Impact of DCA on Network

Congestion

To validate our claim that DCA is not incrementally deployable
(and also to validate our assumptions made in the throughput
analysis) , we need to confirm that the congestion level of the
path isnot significantly impacted by the reactions of a DCA flow.
We run a TCP/Reno connection over both of the paths. We
perform another run, replacing the TCP/Reno connection with
TCP/DCA. The background traffic sources use their own random
number generator, so the sample of the application data presented
to the network in both runs is the same. We are interested in
observing the queue level during each run. Repeating this
experiment 10 times for 500 second runs, we find that on average
the loss rates, average queue levels, and number of queue
oscillations are essentialy unchanged as a result of the less
aggressive behavior by the DCA flow.

An interesting question is how much DCA traffic must be in the
network before we see reduced congestion over the path. For an
analysis of alarger deployment of DCA, it becomes important to
have the background traffic consist of an accurate level of
responsive traffic (versus unresponsive link level traffic models).
[7] has observed that UDP traffic represents about 5% of al bytes
that flow over an Internet backbone hop. It seems reasonable to
keep this amount of UDP traffic in the model and have the rest be
TCP. We utilize the modified Emory model from the previous

section where congestion at the bottleneck is generated by 2200
low bandwidth, ON/OFF TCP flows. Each flow emulates a web
user by setting a pareto application traffic generator with burst
parameters set to burst a realistic number of packets (in the range
of 6 packetsto much larger) using an idle time in the range of 1
to 4 seconds. Roughly 95% of the traffic is TCP and 5% is UDP.
We first run an end-to-end DCA connection over the path when
al 2200 background traffic flows are TCP/Reno. We repest this
multiple times and obtain the average loss rate and average queue
level at link 7-8.  Then we repeat the experiment but this time we
replace 50 of the TCP/Reno background flows with DCA flows.
We continue doing this, increasing the number of DCA flows
until  95% of the background traffic is DCA (and 5% UDP).

We perform three runs. The first run is as described above. The
dark curvein Figure 4-8 illustrates the results. Theloss rate at the
bottleneck does not begin to drop until at least 10% of the traffic
that arrives at the link is DCA. In the second run, we repeat the
analysis using TCP/Vegas instead of TCP/DCA. The dashed-
dotted line in Figure 4-8 shows that TCP/Vegas is essentialy
inactive in this environment (due to the sustained congestion).
For the third run, we use DCA flows but we reduce the level of
congestion at the link (by increasing the idle times associated with
the pareto traffic generators). The dashed curve in Figure 4-8
suggests that in a less congested environment, an even larger
percentage of DCA traffic is necessary to reduce the congestion
level at a bottleneck link.
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Figure 4-8. Reduction of loss rates as the amount of DCA traffic
increases over the Emory path

5. CONCLUSIONS

We have studied the performance of a class of TCP end-to-end
congestion avoidance agorithms (i.e., DCA agorithms) which
use an increase in a packet RTT as an indicator of congestion and
future packet loss. We have provided evidence suggesting that
DCA cannot be incrementally deployed over high speed Internet
paths. The measurement results we have presented in this paper
suggests that the correlation between a loss events and increases
in TCPRTT samplesisweak. Using simulation, we have shown
that the fundamental problems involve the bursty nature of
aggregate TCP traffic arriving at  high speed switches and the
coarseness of a TCP constrained RTT probe mechanism. We
have shown evidence suggesting that a TCP/DCA endpoint might
detect the queue buildup that precedes packet loss in time to



potentially avoid the lossroughly 7-18% of the time. Furthermore,
we have shown that DCA will frequently make incorred
congestion dedsions as it reads to the many increasesin RTT that
are not asociated with padcet loss

We have dso presented evidence suggesting that DCA can
provide “global” improvements to a network provided there is a
sufficient amourt of DCA traffic a the bottlenedk (more anadysis
is required to suppat this result). However, we have seen that
the number of flows required might be large and likely exceals an
incremental deployment. If apropased enhancement is nat able to
show any benefit for a single deployment, we believe the dhances
are very slim that the enhancement would ever be fully deployed.

Our work does have several limitations. First, the measurements
represent a smal sample of Internet dynamics. Seoond, the
simulation models, espedally the design o the badkgroundtraffic,
relies in part on conjedure. Some of our results, espedaly the
conjedures we make that explain the fundamental problems
behind DCA, are dependent on acarrately modeled dynamics at
the bottlened links.

6. FUTURE WORK

We plan to evaluate DCA in a low spead environment. Of
particular interest are Internet paths with some sort of low speed
hop (e.g., aT1l or ADSL accesslink to an ISP). Our work has
suggested that the wngestion levels within a network will
improve & the anourt of DCA traffic increases. We would like
to show that the benefits of an Internet that is dominated by DCA
traffic are not as grea as an Internet that is dominated by
RED/ECN flows.

A problem that we struggled with was how to acarately model
the dynamics of the Internet. We obtained satisfactory results
using a mmbination d many TCP flows with along with several
high bandwidth UDP flows. To acarrately asssstheimpad of a
large deployment of DCA, the design of the backgroundtraffic
beoomes vital. If we use mostly TCP flows, we lose to some
degree the charaderistics of the measured paths. If we use too
much UDP traffic, this might interfere with the evaluation o a
large scde deployment of DCA.  This problem exists for any
study involving large scde simulation d Internet transport
protocols (e.g., RED/ECN and dfferentiated services). We plan
on exploring thisin the future.
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