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Abstract The accidents that safety design is intended to prevent are
often the result of failures of the system to meet specific

Architects use a variety of techniques to evaluate designguality requirements. For example, a failure to meet a
for the desired levels of specific quality attributes. Reasp ~ Performance goal may cause a synchronization problem,
frameworks are used to guide architecture definition bywhich results in loss of control at a critical moment. Even
determining the extent to which a software architecturequalities concerning the static structure of the architest
satisfies its quality requirements. There is much work orsuch as maintainability, can affect the safety of the system
reasoning about quality attributes such as performance andy reducing the rate at which defects are removed or
modifiability but there has been little work on defining aincreasing the rate at which defects are injected during
reasoning framework for safety. maintenance. Our work on safety design is based on the idea

We present a safety reasoning framework that is baseénat safety requirements are closely related to other guali
on the observation that safety hazards lead to accident€duirements.
when certain other quality requirements of the system are At the earliest stages of safety analysis, system require-
not satisfied. This naturally leads to the use of reasoningnents and the context in which the system will be deployed
frameworks for these other attributes as a means to indi@re analyzed to identify hazards [9] [22]. Certainly some
rectly reason about safety. We present our technique fopccidents result from hardware failures over which the
using standard safety engineering activities to provide th software has no control, but many accidents occur because of
data needed for the safety reasoning framework. A risksoftware failures. A safety analysis of the software exasin
based qualitative reasoning technique is used to combinée functional and non-functional software requirements.
the results from the set of reasoning frameworks and makéhese requirements are analyzed to associate individual

a judgment on satisfaction of safety requirements by théequirements with specific hazards.
architecture. The architect needs a method by which a proposed mod-

ification of the architecture can be compared to the original
architecture to determine which will result in safer syssem
This can be done by examining the affect of the modification
on the safety hazards. The modified architecture cannot have
Safety is an essential element in the design of manyncreased the risk of certain hazards leading to accidemts n
dependable systems. Safety is defined as the freedom frooan it have increased the impact of those accidents that do
unacceptable risk of an event that results in loss of lifepccur.
injury, or property damage [20]. What is unacceptable warie  In this paper we present a technique for reasoning about
from one domain to another. Software cannot cause direciafety during architecture definition that specifies the re-
harm but software embedded in automobiles, aircraft, mbot quired analyses. This technique is presented in the cootext
and even elevators has the potential for causing accidentsur on-going work on the design of dependable systems [13].
which result in injury or death. These accidents are theDependability is defined differently in different domaifer
result of hazards, events that occur outside the control opurposes of this paper we will consider domains in which
the system [20]. dependability is considered to be a combination of relighil
Architects design an architecture to meet safety requireavailability, confidentiality, integrity, maintainalyi, and
ments by introducing structures and relationships amongafety [3].
those structures that reduce the likelihood of a hazardous The main contribution of this paper is a qualitative reason-
event occurring and that mitigate the impact of those acciing framework for safety. In particular we present a novel
dents that do occur [1]. The problem is there is no inherenainalytic theory for estimating the safety of systems built
safety issue in an architectural structure. The safetyessu from the architecture. This theory relates the safety of a
arise from the context in which the software is used. system to the system’s ability to satisfy its other quality

1. Introduction



requirements. The theory uses traditional safety analysief loss caused by hazards. Modifying the architecture to

techniques as a starting point and traces back to the causexrease the level of a quality reduces the probability of

of potential safety hazards. occurence of certain hazards. Reducing the impact when a
In the next section we will provide some backgroundhazard becomes an actual incident is beyond our technigue.

on safety analysis and reasoning frameworks including our

efforts with respect to reliability and confidentiality. Ween 2.2, Reasoning frameworks

provide a description of a safety reasoning framework. We

apply the framework to an on-going case study. We conclude A reasoning framework is used by an architect to evaluate

by describing the integration of safety analysis into tligda  an architecture in terms of a specific quality. “A reasoning

dependability reasoning framework and comparing our workramework provides the capability to reason about quality

to that of others. attribute behavior based on analytic theory [5].” A reasgni
framework defines six elements: problem description, ana-
2. Background lytic theory, analytic constraints, model representation

terpretation, and evaluation procedure. Problem desgmnipt
In this section we present a brief introduction to two topicsgives the actual set of quality requirements for the paldicu

used later in the paper. quality attribute which is being evaluated.
Analytic theoryis the basic means of computing a measure
2.1. Hazards of the quality. Analytic constraintsare limitations on the

analytic theory.Model representations the description of
As previously stated, a hazard is an event that mightechniques used to represent the model of system. The
happen and if it does injury or death may result. This fits theechniques are derived from the analytic theory represente
definition of a risk and gives a good analogy for thinking in a form compatible with the evaluation proceduleter-
about safety hazards. According to the Software Engingerinpretationis the method by which this representation is gen-
Institute (SEI), risk is the possibility of suffering a losEhat  erated from architecture descriptidivaluation procedurés
loss can result from varied causes. In the study of safely, ri the formula by which quality measurements are calculated
plays a pivotal role as safety is directly related to riskeTh from the model representation [5]. Therefore a reasoning
SEl's risk definition explains risk precisely, it include2]]  framework takes quality attribute requirements as inpat an
« A description of the current conditions that may lead gives estimates of quality values for a system as output.
to the loss. “Scenarios are brief narratives of expected or anticipated
« A description of the loss. use of a system from both development and end-user view-
Managing risks can be broadly categorized into twopoints [17].” To use a reasoning framework in architecture
types of activitiesrisk evaluationandrisk mitigation Risk  design, quality scenarios describe how a use of the system
evaluation of safety-related events - hazards - is evalgati affects a specific quality attribute. The scenarios drive th
the severity of the injury that would result. The types of identification of responsibilities which are the elememnts i
losses are considered while enlisting the safety requinésne the architecture representation.[5].
[7]. The risk evaluation phase starts with finding the pdssib  Architecture Assistant (ArchE) is a tool developed by
losses and probability of occurrence of the losses individthe SEI to support the evaluation of architectures against
ually which is similar to the identification of hazards and reasoning frameworks [4]. In ArchE the architecture is
hazard probabilities. Thus the risk evaluation phase in theéepresented by a set of responsibilities that are related to
context of safety is instrumental in determining the safetyone another by relationships. The responsibilities areler
requirements of the system. from the scenarios using responsibility-driven designe Th
Hazards are identified using one of several techniquesgsponsibilities are indicative of the system and remaiedfix
such as Functional Hazard Analysis[25], [8]. This techeiqu for all qualities. The relationships are specific to a qyali
evaluates a representation of a system and its operationthlere is a set of relationships for each quality. Our teaniq
procedures to determine if humans or environment will bewill take advantage of these modeling elements.
exposed to hazards and take apt measures to prevent loss
[24]. Hazards can be categorized based on the criticalitd. Safety Reasoning Framework
level, which reflects the consequences of the hazard and the
intensity of loss. Based on the criticality level, hazaralatt Accidents are caused by failures (hazards that have been
are of high criticality level (catastrophic) can be analyze realized) and there is an inherent nature to each failurg [26
first to generate scenarios for reasoning frameworks, wheA failure of omission can indicate an availability problem,
evaluating quality attributes. a failure to produce a correct value can indicate a religbili
Risk mitigation has two approaches, decreasing the prolproblem, and timing issues are indicative of performance
ability of hazard occurrence and decreasing the intensitproblems [26]. These failures become a safety problem if
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any such failure results in a loss of human life, injury or
property damage. Even failures that result from usability
problems can lead to safety problems [15] [19].

Any quality attribute that can increase the probability of a
hazard resulting in an accident should be part of the safety
analysis. For example, the safety of a software-based fire
alarm system is largely dependent on how reliably the fire
is detected and processed by the system. This is an example
where a failure to satisfy a reliability requirement beceme
a safety problem.

Failure to satisfy an availability requirement can also ) ) -
cause a safety problem in many cases. A software based Fault Tree Analysis (FTA) identifies the root causes of

monitoring and alarming system can cause a safety promeMndesired events including those events that result imjinju

when it becomes unavailable. Maintainability was shown to2" d€ath. For our purposes only those hazards that are+denti

be a problem in the Boeing 777 accident near Perth. In thdi€d as safety critical during the Functional Hazard Anaysi
incident, a failure to properly maintain a failed acceleesen '€ Subjected to FTA. FTA uses a graphical symbology that
resulted in the output of contradictory readings to theldentifies different types of events and linkages. _
pilot [14]. Usability issues where the software causes user N Figurel node (1) identifies the fault, which is a failure
distraction are also known to cause safety problems. in this case, being analyzed. The “inhibit” node (2) rep-
We hypothesize that safety can be analyzed using a s&€gSents an event that must also occur in addmon_ to the
of reasoning frameworks depending on the nature of th@"eS being further analyzed. In our case this would include
hazards and then the aggregate result from the reasoni rdware events and in some cases certain software events
frameworks can be used to characterize the level of safetfiat are excluded from the analysis. Node (3) is an OR node

in the architecture. This is because the failures that caus@"d supports modeling cases where one of two possibilities
many safety problems can each be classified into a failurgXist. Node (4) is an AND node that indicates that both basic

to satisfy a specific quality requirement. In this sectioe, w €vent (5) and basic event (6) must occur for the failure to
present a safety reasoning framework which leverages thi@cCur. N _
observation while codifying some of the existing technigjue Thg Fault Trees fqr the safety critical hazards are a basic
and approaches. We first outline the actions in a traditiondPut into our reasoning framework. In our reasoning frame-

safety analysis and then we will use the canonical outlineWork we will be looking for basic events, those circles at
containing six sections, for describing reasoning framemo  the bottom of the diagram, that signify quality requirensent

to describe our framework. that are not met.

Unreliable
data retumed
puts userin
danger

Incorrect data
puts CTAS in
unavailable
made

Connaction

Hardware
failure failure

Figure 1. A Fault Tree

3.1. Initial Safety Analyses 3.2. Problem Description
Safety is defined as the freedom from accidents which
lected in a traditional system safety analysis. result in a loss of human life, injury, property damage, etc
Functional Hazard Analysis [21]. These accidents occur as a result of failures during
Functional Hazard Analysis (FHA) identifies hazards bysystem execution, but may be caused by either dynamic or
examining the potential effects of functional failureg[25 static faults in the architecture. Whether a hazard results
Those that can result in injury or death are safety hazardan accident is outside the control of the system, but failore
and are the input to the Fault Tree Analysis. The potentiabatisfy certain quality requirements increases the lield
effect of a functional failure will also help determine the of an accident. Table 2 illustrates some of the failures that
root cause of the failure. can affect the probability of a hazard resulting in an aauide
The information from the FHA is captured in a form such  The input to the safety reasoning framework is the output
as shown in Tablel. from the initial safety analysis described in section 3.1.
Fault Tree Analysis This input is a set of safety hazards. A safety scenario

Our reasoning framework builds on the information col-



Quality Attribute

Hazard-affecting events

Performance A hard deadline is missed
Reliability Incorrect output is generated
Availability A system element that was supposed to

in service is not
ready for use when needed

Confidentiality

Information of
highly sensitive nature is visible to unauth
rized persons

Integrity Highly sensitive data is modified by an
unauthorized person
Usability A user is distracted by a non-intuitive usg¢

=

interface

Maintainability

A critical fault is repaired incorrectly

Table 2. Quality Attributes Used to Analyze Safety

Architect

Identify safety
scenarios

®

Identify related Set threshold for each
quality attribute scenario in relate
of the failure reasoning framework

Change architecture
to satisfice each
scenario

the reasoning
frameworks

Figure 2. Safety Analysis
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3.3. Analytic Theory

The analytic theory for the safety reasoning framework
involves a set of transformations between a set of analytic
theories. As stated previously, a safety scenario is ¢ledsi
as being related to availability, reliability, or some athe
quality. The safety scenario is transformed into a sceriario
the appropriate reasoning framework(s), as shown in Figure
3.

Additional information may be required to complete
the transformation to a specific reasoning framework. For
example, the performance reasoning framework needs a
maximum latency value. The target reasoning framework
is applied and the scenario is evaluated. As is usually the
case, the reasoning framework computes an estimate for
the quality using the current architecture and determines
whether that value satisfies the scenario requirementstor no
That judgment is returned as input to the safety reasoning
framework.

The safety reasoning framework combines the results for
all qualities for all scenarios using a typical risk weiggfi
scheme. The scenarios are prioritized and the architect
checks that high priority scenarios have been satisficed.
The prioritization is similar to the technique used for any
risk-based analysis. The priority is based on the cost if an
accident occurs and the probability of the hazard causing an
accident.

Our basic premise is that the failure to satisfice certain
quality requirements can potentially degrade system gafet
The individual reasoning framework for a quality attribute
can contribute to a safety analysis since safety is an emerge
quality attribute of the system. To analyze a safety scenari
using these reasoning frameworks, the potential hazards
in the system’s environment are identified using FHA. A

is constructed for each of the identified safety hazards. Aurther analysis identifies the quality requirements tifeica
system safety requirement sets an expected tolerance ftfte system’s ability to meet its safety requirements using

each hazard.

FTA. For each safety scenario, the quality attributes that

The general scenario for the safety reasoning frameworl@artidpate in that scenario are identified. An appropriate

which defines the form of a safety scenario, contains th

information described in Table 3.

Stimulus:

that a hazard will cause an accident

Any stimulus that addresses a quality r
quirement that can increase the likelihog

o

Source of the stimulus

Any actor of the system

Environment:

cution of the system.

The stimulus is introduced during the ex

D
T

(=]
1

Artifact: System and potentially some real-world al
cident that results in injury or death
Response: The system fails and the user is harmed|i

some way.

Response measure:

What is the impact of the failure?

Table 3. G

eneral Scenario for Safety

Scenario is constructed for that quality and submitted to

the corresponding reasoning framework. That framework
determines whether the scenario is satisficed by the current
architecture. A boolean value (satisficed/not satisficed) i
returned to the safety reasoning framework. The safety
reasoning framework considers all results from all the con-
stituent reasoning frameworks for a particular safety agen

to determine whether the safety scenario is satisficed.

3.4. Analytic Constraints

The main constraint of the safety reasoning framework
is the focus on system qualities. There are failures that are

1. We use the term “satisfice” since the outcome of the armafjees not
tell us the optimal solution to satisfy the safety requirateebut instead it
tells us that the scenarios have reached their minimum atlathresholds.



due to functional problems that are not the result of a failur
to satisfy a quality requirement[21]. For each scenarie, th
reasoning framework returns a result that shows whether th
architecture is satisficing it or not based on the network of
responsibilities that are part of the system. |

Performance
scenario

Performance reasoning
Safety framework
scenaric [ S A

3.5. Model Representation !

The model representation for the safety reasoning frame _

. . . .. I safety reasoning framework
work is a mapping that transforms the individual safetyi- - - ______
scenarios into scenario(s) in the appropriate reasonamyef
work(s). It is the set of arrows shown in Figure3 that origi-
nate from the safety scenario. Constructing the mappinlg wil
require the architect to provide the additional informatio
that is needed for the target reasoning framework that is not Figure 3. Transformations between theories
used by the safety reasoning framework.

The resulting model is a network of reasoning frameworks
that are joined together by transformations and return of . . .
results. This is made possible by considering each re uses the probability that the hazard will occur, the prolitgbi
soning framework to be a view on a single architectureathat the hazard will lead to an accident if it does occur, and
In tools such as ArchE the architecture is a network Of'the cost if there is an accident to determine the ranking.
responsibilities. Different reasoning frameworks addirthe The ra'f‘k‘”g Is an.ordered "S.t of satisf!ced ar_1d not satisficed
own linkages between responsibilities, but the complete setstf:ri?%sf';?:{e 'Sscgga'ﬂgzm'on to derive a single scora fro
of responsibilities and links are a representation of the alety " . .
architecture. The ranking of the scenarios gives the architect an order

The architect makes changes to the network as a resdﬁ' which to attack the scenarios that have not satisficed
of the feedback from all of the reasoning frameworks. Thethelr requirements. Suggestloqs regarding how to improve
?he safety aspect of the architecture can be made to the

individual reasoning frameworks re-evaluate the status o ) . .
each scenario and report back an update on whether ea?ﬁchnect using tools that draw on the reasoning frameworks

scenario is satisficed by the new architecture. or the der|yeq scenarios. ,
The qualitative aspect of the safety reasoning framework

shows up when we think of which transformations to apply.
Certain tactics will improve some scenarios and diminish

The hazards obtained by FHA are subjected to FTA toothers (based on general trade-offs) [12] and by applying

identify their respective causes and the quality attributethefse tactics based on that generally Qb_servation (a quali-
behind them. The hazards are prioritized based on critycali tative r_nethod) we may be able to satisfice all the safety
as mentioned in section 2. These hazards are associated witic"a0s (or not).

their respective quality attributes (causes). The safesnar-

ios associated with each hazard are mapped to the scenarids Example Application of Technique

of the quality attributes related to the corresponding tdsa

Figure 3 gives a conceptual view of the mapping. In this We will illustrate our technique using the Clemson Travel
example, the safety scenario is mapped to performance amssistance System (CTAS) [24][23]. It is an itinerary plan-

Confidentiality
scenario

1
1 Confidentiality
| reasoning framework

3.6. Interpretation

availability scenarios. ning system that plans routes and modes of transportation
from one place to another. CTAS can be executed on
3.7. Evaluation Procedure various platforms including hand-held devices. The hand-

held devices add GPS and use wireless connections to check

The quality attribute scenarios that are derived fromschedules, make reservations, and check the status ofisario
the safety scenarios are each evaluated in the appropriateodes of transportation. Developers can develop plug-ins
reasoning framework. The result of that evaluation is llgcal that integrate appropriate technologies to provide variou
judged to have satisficed its requirement. The data availablservices through CTAS.
to the safety reasoning framework are boolean, pass/fail, The quality attribute requirements of CTAS include per-
judgements for each scenario. formance, security, functionality, reliability, usalbjli safety,

We exploit the risk-based nature of hazards to rank thefficiency, maintainability and portability. AQuality At-
hazards identified in the initial safety analysis. This aggh  tribute Workshopfound that performance and modifiability
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Figure 4. Fault Tree for Failure in Itinerary Management

Figure 5. Fault Tree for Failure in User Data Manage-
(a sub-attribute of maintainability) are the two most impor ment

tant quality attributes of the system [24]. With these digve

in mind, the initial architecture representation of CTAS,

showin in Figure 7 will be used to apply our technique of tinsitica
safety analysis and transformation. Due to space limitatio Tk
we show only the most pertinent results.

4.1. Perform Initial Safety Analyses

User distraction User frustration

The first step is to perform a functional hazard analysis
on CTAS. Domain experts considered the context in which
CTAS operates and identified potential failures. Table 4
shows a portion of the results of the FHA on CTAS.

User
distracted
while using

User distracted
hile using CTAS
while driving

Mo
localization
support

Slow
respanse
from CTAS

The FHA reveals that we have hazards associated with the
itinerary management component, the user data management
component and the user interface component that can lead
to safety problems in CTAS. The next step in our analysis
is to use each hazard as the starting node of a fault tree
and analyze the root cause those the hazard. Figures 4,5,6
illustrate the fault trees for the respective hazards.

In the FTA diagrams, the bold circles indicate the faults
that are related to the quality attributes of CTAS. The next
step is to turn these faults into safety scenarios that can be
used as input to the safety reasoning framework.

Difficulty in
using CTAS

Figure 6. Fault Tree for Failure in User Interface

« Confidentiality: Sensitive information such as the pri-
vate information (address, telephone, social security
number) of the user could be used to harm the user.
Private information is entered in CTAS by the user and
an unauthorized user tries to access the data.

o Usability: CTAS can be used while driving. In some
situations the driver may be distracted from the road by
hard to understand controls. The driver tries to enter a
new destination address while driving and has difficulty
dertiming which field the cursor is in.

4.2. Translate into Safety Scenarios

The faults from the FTA that affect certain of the quality
attributes are turned into safety scenarios. Using thergéne
scenario for safety we construct the concrete scenarios. We
will consider only two scenarios: the safety scenarios that
are mapped to confidentiality and usability. In additionto o
reasoning framework for confidentiality, we use a usability
reasoning framework described in [6]. The two scenarios The concrete scenarios in the form of the general scenario
are: are illustrated in Tables 5 and 6.



Function Failure Condition Phase Effect Class Verification

Itinerary Management | Incorrect run-time Puts CTAS in| High Criticality User gets into a danget-
or obsolete a mode that is ous situation.
geographic unavailable
information for
the user

User Data Managemerit Disclosure  of | run-time Disclosure Medium Criticality User is harmed by the
private data to of data is abuse of the disclosed
unauthorized undetectable tq private data
user the system

User Interface User interface| run-time Usability prob- | Medium Criticality User gets into an ac}
causes use lems are unde- cident because of the
distraction tectable to the user distraction prob
problem system lem

Table 4. Results of Funct

ion Hazard Analysis on CTAS

Stimulus: Access of confidential data Stimulus: Attempt to read CTAS user’s social security
Source of the Stimulus] User who is not authorized number

Environment: Normal mode Source of the Stimulus] Unauthorized person

Artifact: Personal Data of user Environment: End user’s hand-held CTAS device
Response: End user’s personal data is accessed Artifact: CTAS database

Response Measure: The amount of sensitive data the unautho- Response: Unauthorized person spoofs the system and

rized user is able to access.

accesses the database

Table 5. Safety Scenario resulting from Confidentiality

false - we do not want teh data to He
accessed

Response Measure:

Table 7. Confidentiality Scenario

on

4.4. Apply the Safety Reasoning Framework

Stimulus: End user attempts to enter a new destinat

Source of the Stimulus] End user

Environment: In a moving vehicle, CTAS is running on
hand-held device

Artifact: System

Response: End user looks at CTAS device and los

control

es In this step, the architect determines to what extent the

Response Measure:

The time the user must spend looking
CTAS to correctly enter data.

safety scenarios have been satisficed by the current archite

at .
ture. When all of the safety scenarios have been evaluated

Table 6. Safety Scenario resulting from Usability

4.3. Apply the Constituent Reasoning Frameworks

in the constituent reasoning frameworks the architect has a
set of trueffalse results. In our analysis, the confideityial
and the usability scenario were not satisfied by the current
architecture. The architecture needs to be changed tdysatis
the two scenarios under consideration.

The architect uses the ranking among the quality at-
tributes, established early in the architecture definipoor
cess, to identify the order in which transformations are

Each of the safety scenarios is mapped to the specifigoing to be applied to the architecture. In our example, the
attribute reasoning frameworks, as illustrated in Figure 3architect has previously determined that confidentiaiies
For the scenarios in Tables 5 and 6 they are mapped tgrecedence over usability.

the confidentiality and usability frameworks respectiviie Fortunately, there were no conflicts between the trans-
show the process only for the confidentiality scenario. Thormations that are to be applied in order to improve
safety scenario in Table 5 is mapped to the confidentialitthe safety of CTAS. The orginal architecture, as a set of
scenario in Table 7. The architect provides the Responsgsponsibilities, is shown in Figure 7 and the transformed
Measure goal for the new scenario. architecture is shown in Figure 8.

Table 7 shows the concrete confidentiality scenario that In order to improve the confidentiality scenario, an-
results from mapping the safety scenario to the confidenthentication responsibility was added. These transforma-
tiality reasoning framework. The actual Response Measuréons in the architecture are not conflicting; however, the
when evaluated by the Confidentiality reasoning frameworkealization of the authentication responsibility did redu
is false for the current CTAS architecture. That value isthe usability of teh system. Aoice outputresponsibility
returned to the Safety reasoning framework as the result offas added to improve the usability scenario. The revised
the Confidentiality reasoning framework. architecture now satisfices the two safety requirements we
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Figure 8. CTAS Architecture after Transformations

are investigating.

Table 8 shows the safety analysis as part of a larger qualitgFomponent Fault Trees (CFTs) [16] are used to evaluate
analysis of the system. By applying our safety analysigvhether a software architecture can meet the safety re-
technique we have determined how the current architectur@uirements. (The safety requirements are described insterm
of CTAS has satisficed our Safety requirements as part d])f hazards and the allowed probabilities of its occurance.)
the overall quality requirements of CTAS.

Table 8. Current system quality profile

Attribute Decision
Functionality meets goal
Reliability meets goal

Safety meets goal
Efficiency exceeds goal
Maintainability | meets goal
Portability meets goal

[ system | meets requirements

5. Discussion of Technique

The output from our technique is an indication of whether
the safety quality requirement as defined in a specific qualit
scenario is satisfied or not. The reasoning framework will be
applied to the complete set of safety requirements and the
result is a set of requirements, some of which are satisficed
and some are not. Although risk-based approaches could
be used to reduce this set of pass/fail values, the typical
approach is for the architect to use the set of values to guide
modifications to the architecture.

The architect exploits the mappings from safety to other
quality attributes to modify the architecture. By examgin
each mapping, seeing the value of the derived attribute
in that context and then looking at the advice given by
that framework to improve the level of that attribute, the
architect can make a change in the architecture that address
the safety requirement. After the architect makes a set of
changes the safety framework is reapplied to determine
which safety requirements are now satisficed.

Currently the safety framework is not automated. Some
of the reasoning frameworks for derived attributes are au-
tomated and use rules to give advice based on the patterns
of relationships for that attribute. We are using the latest
version of ArchE, which supports plug and play of reasoning
frameworks, to implement these frameworks.

We do not claim that every hazard leads to a quality
attribute failure. Hardware faults and failures due to othe
environmental factors are not addressed by this technique.
The safety reasoning framework is useful where the ardhitec
can identify a derived attribute within the deifnition othte
safety requirement.

6. Related Work

At the architectural level, software safety has been an-
alyzed using various methods. Techniques such as Failure
Propagation and Transformation Notation (FPTN) [9] and

These approaches are based on modular failure propagation
models that sees the systems in terms of components that
create, transform and consume failures [11] and these tech-
niques allow the architect to determine the likelihood that
hazard would occur based on the software architecture.

A shortcoming of these approaches is the assumption that
all known hazards can be identified and codified as safety
requirements before the architecture is built. Hazards can
occur because of factors such as software, hardware and
human behavior [27] and it is unrealistic to capture all the
hazards that are caused by those factors or a combination
of those factors. Therefore it is important to determine
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