Broadcast Programming

< Broadcast Addresses:

@ Subnet-directed broadcast address: {subnetid, -1}
where subnetid represents the bits that are
covered by the network mask (or the CIDR
prefix).

@ limited broadcast address: {-1,-1,-1} or

255.255.255.255. It is normally used as the

destination address during bootstrap process by
applications such as BOOTP and DHCP, which
do not yet know the node’s IP addresse.
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A Broadcast Send Program

sinclude <stdio > I+for print) and fprint(()
include <sysisocketf I or socket() and bind()
include <arpalinet. h> I for sockaddr_in *
Hinclude <stdiibh> 1*for aoi() and exit)
sinclude <string h> 1 for memset()

include <unistah> 1+ for close) |

Vold ExtWithError(char “errorbiessage); [*External error handiing function °f
it main(in arge, char “argyl))

it sack 1 Socke s
Struct sockaddr_in broadcastAddr; J*Broadcast address

ehar “broadcast; 1P broadcast address *

unsigned short broadcastPort; 1 Server port 1

char sendsiing, 1+ Siring to broadcast

it broadcastPermission; 1+ Socket opt 10 set permission to broadcast *
unsigned in sendStringLen; 1 Length o strng to broadcast *

erge<4) 1 Testfor correct number of parameters
fprint(stderr"Usage: % <P Address> <Port> <Send Siring>n", argv(0])
exia):

)

broadcastP =argu{1];  J*Firstarg: broadcast IP address *

broadcastPort = atoi(argy[2]): 1+ Second arg: broadcast port

sendsuing =argul3) 1+ Thid arg: string to broadcast */

1 Create socket for sendingreceiving datagrams

I (sock = sockel(PF_INET, SOCK_DGRAW, IPPROTO_UDF) <0)
ExWihEsror"socket() faled™)

A Broadcast Receive Program

#include <stdio.h> /*for printf() and fprintf() */
> for socket(), 10, sendi “
#include <arpalineth> /* for sockaddr_inand inet_addr(
#include <stdib.h> /*for atoi() and exi() 1
#include <string.h>  /* for memset( */
#include <unistd.h> 1*for close()*!

255 /* Longest: “

I+ Extemal error

intmain(intargc, char *argv{])

int sock; I+ Socket*/

unsigned short broadcastPort, * Port
har  /* Buffer for tring */
intrecyStringLen; I+ Length of received string

if (arge 1=2) /* Test for correct number of arguments /.

fprini(stderr,"Usage: %s <Broadcast Port>\n", argv{o]);
exit(1);

toi(argv1]); 1 First arg %

> T4

" @ Set socket option to SO_BROADCAST, otherwise

the kernel does not know it is a broadcasting
packet.

A Broadcast Send Program (cont.)

1 Set sacket to alow broadcast *1
broadcastPermission = 1
if (setsockopi(sock, SOL_SOCKET, SO_BROADCAST., (void ) &broadcastPermission,
sizeol(broadcastPermission) <0)
ExitWihErorsetsockopt) faed);

1 Corsiruct local adress sinciure */

memset(&broadcasiAd, 0, sizeof(broadcastAddy); I+ Zero out structure *f
broadcastaddr sin_family = AF_INET; 1 ternet address family */
broadcastAdd.sin_addr.s_addr = inet_addr(broadcastiP);* Broadcast IP address I
broadcastAddr sin_port = hions(broadcasiPort); 1 Broadcast port */

sendStingLen = stlen(sendSiring); / Find lengih of sendsiring */
for () 1 Run forever */
«
I Broadcast sendSiting in datagram to cients every 3 seconds'/
if (sendio(sock, sendSting, sendStingLen, 0, (struct sockaddr )
‘abroadcastaddr, sizeof(broadcasiAddr) 1= serdStingLen)
EXIWINEROr(sendio( sent a different number of bytes than expected);

sleep(@); 1* Avoids floading the network */

)
J*NOT REACHED

void EXIWhError(char errorMessage)

«

peror(errorMessage):
exi(1);

)

A Broadcast Receive Program
(cont.)

1 Create a best-effot datagram socket using UDP */

i (sock = socket(PF_INET, SOCK_DGRAM, IPPROTO_UDP)) <0)
EXOWIRErorsocket) faked);

1 Construct bind strcture */

memset(&broadcasiAd, 0, sizeof (broadcastAddq); 1* Zero out snciure */
broadcastaddr sin_family = AF_INET: 1 ternet address family */
broadcastAddr.sin_addr.s_addr = hioni(INADDR_ANY); J* Any incoming interface */
broadcastAddrsin_port = htons(broadcasiPort);  * Broadcast port */

1 Bind 10 the broadeast port*/
if (ind(sock, (struct sockaddr *) &broadcastaddr, sizeol(broadoastaddn) <0)
EXONRErorbind) faecr);

1 Receive a single datagram from the server °1
i ((recvsuingLen = recvirom(sock, recvString, MAXRECVSTRING, 0, NULL, 0)) < 0)
EXWIErorCrecirom() falled);

recyStinglrecyStringLer] = 0
prnd('Received: %s\', recvSting); 1 Print the received sirng */

close(sock)
exil0);
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peror(errorMessage):
exi();



Multicast Programming

< Addresses: Class D addresses, in range
224.0.0.0 through 239.255.255.255, are the
multicast addresses in IPv4.

@ Special IPv4 multicast addresses:

@ 224.0.0.1: all-hosts group. All multicast-capable
nodes on a subnet must join this group on all
multicast-capable interfaces.

@ 224.0.0.2: all-routers group. All multicast-
capable routers on a subnet must join this group
on all multicast capable interfaces.

Multicast Socket Options

Addsthe host o the membershipof a multicastgroup.
berof.

group.
1P_ADD_MEMBERSHIP

i Up to IP_MAX_?
memberships may be added on a single socket.

1P_DROP_MEMBERSHIP from the

1P_HDRINCL f specified for a raw IP socket, you header for

pe The
1P_MULTICAST_IF
asan in_addr stucture.

Disablesloopback of local delivery.

1 a lber, a copy of the datagram
is looped back by the IP layer for local delivery (the default). To disable the loopback delivery. specify a.
value of 0.

IP_MULTICAST_LOOP.

(TTL) value for

PMLLTICASTTTL Takes an integer value between 0 and 255:

1P_OPTIONS Provides IP opt the IP

| e e e T
‘ ' P e e e

Time to live (TTL) for a datagram

PTTL
p_TOS

Type of senvice (1-byte vale)

Multicast Send Program

sinclude <sidio > [*for prinf( 1
! for sock 0. and recv() 1

include <arpalinet.h> I*for sockadr_in and inet_addr() "
include <stdlib > for ioi() and exit)

sinclude <string.h> 1 for memset()

sinclude <unistdh> o sieep() '

Vold ExtWithError(char “erroriessage); /External error handling function

it main(int arge, char *argul))

ntsack; 1 socket
Struct sockaddr_in mulicastAdar; * Multcast address */

ehar multicast; 1P Micast address

unsigned short multcastPort; 1+ Server port 1

ehar sendsing, 1 Siring to multicast *

unsigned char mullicastTTL; /* TTL of multicast packets */
unsigned int sendStringLen; 1 Length o string to multicast *

i (arge <4)ll arge >5) 1 Test for correct number of parameters *

o Usage: S <Multcast L,
aruil);
exi);

mulicastp =argv(1l;  /*First arg: multicast P address
b multicastPort = atoi(argul2l); 1 Second arg: multicast port 1
sendstring = argui3) 1+Thid arg: String to mulicast *1

arge==5) 1115 T specifed on command-ne? 1
MulicastTTL = atol(argy(4]); /*Command-ine specied TTL+1
else
mulicastTTL= 1; 1 Defaut TTL=14

Scope of Multicast Addresses

Scope IPv6 IPv4

SCOpe | TTL Scope Admin. Scope
Interface- 1 0
local
Link-local 2 1 224.0.0.0to
224.0.0.255
Site-local 5 <32 239.255.0.0to
239.255.255.255
Organizati 8 239.192.0.0to
on-local 239.195.255.255
Global 14 <255 224.0.1.0to
238.255.255.255

Using TTL to Specify Scope

0 Restricts distribution to applications running on the local host.

1 Forwards the multicast datagram to hosts on the local subnet.

Witha multicast router attached to the sending host's network, forwards multicast
datagrams beyond the local subnet.

Multicast routers forward the datagram to known networks that have hosts
belonging to the specified multicast group. The TTL value is decremented by each
multicast router in the path. When the TTL value is decremented to zero, the
datagram is no longer forwarded.

2-255

Multicast Send Program (Cont.)

1 Create socket for sendingireceiving datagrams
if(sock = socket(PF_INET, SOCK_DGRAM, IPPROTO_UDP) <0)
ExiwhError{'sockel( falld”).

1 Set TTLof multicast packet |
if (setsockopi(sock, IPPROTO_IP, IP_MULTICAST_TTL, (void *) &mullicastTTL
sizeof(multicastTTL)) < 0)
EXOWhError('setsockopt( faed):

1+ Construct local address structure '
memsex(&mulicastaddr, 0, sizeof(mullicastAddn). 1*Zero out sructure

multicastaddr sin_family = AF_INET: 1 Intenet address family
icastaddr sin_addrs_addr = el 1" Multicast 1P address *1
mullcastAddrsin_port = htons(multicastPorl),  /* Multicast port /

sendSringlen = srien(sendSiring); 1 Find length of sendSiring *
for ()1 Run forever 1
¢
J*Mulicast sendsSiing in datagram o clents every 3 seconds °/
if (sendiofsock, sendSiring, sendSiringLen, 0, (struct sockaddr *)
‘amultcastad, sizeof (multcastaddr) 1= sendSiringLen)
ExiwithError("sendio) sent a different number of bytes than expected)
sieep(3):
)

" 1

{
,



Multicast Receive Program Multicast Receive Program

(Cont.)

finclude <stdio > 1*for printf() and fprntf( "/

connect(), sencto),
include <arpainet.h> I*for sockadr_in and inet_addr()
finclude <stdlio > 1 for ol and exit)

1 Construct bind structure

memse(&multicastAddr, O, sizeof(mullicastAddn). 1*Zero out structure
multicastAder.sin_family = AF_INET;
mullicastAddr.sin_addrs,
mullcastAddrsin_port = hions(multicastPort),  /* Multicast port /

1 internet address family

= hionI(NADDR_ANY); * Any incoming interface /.
include <string.h> 1 for memset()

Hinclude <unistdh> +for close()
Hdefine MAXRECVSTRING 255 I Longest strng to receve */ 1Bind to the mulicast port
if (ind(sock, (struct sockaddr *) &multicastAddr, sizeof(mulicastaddn) < 0)
Vold EXUWIthErTor(char *errorMessage); /External error handiing funcion °/ EXOWINE 01 ("bind( alled)
it main(int arge, char *argyl)) 1 Specity the muticast group

_multiaddr.s_addr = inel_

ntsock 1 Socket JAccept mulicast from any interface

structsockaddr_in mulicastAddr; 1 Malticast Address * multicasiRequestimr_interface.s_addr = hionl(NADDR_ANY)

char ‘mticasti, 1P Mulicast Address 1  Join the mulicast sddress

unsigned short multicastPort; 1*Portf if (setsockopi(soek, IPPROTO_IP, IP_ADD_MEMBERSHIP, (void ) &mulicasiRequest,
chr recySiring[MAXRECVSTRINGS1: * Buffr for received strng

1 Length of received string 1

sizeol(multicastRequest) < 0)
structip_mreq mullcastRequest; 1+ Mullicast address join structure */

EXWthError('setsockopt( falec)
(arge1=3) /*Testfor correct number of arguments I it " o0 1 S
recvsiring 0.NULL,0)<0)
ExtWhError{'recyirom faled");
recyStringlrecvSiringLen] =0

fprin(stderr,"Usage: %s <Mulicast IP> <Mulicast Port>in®, argv(o])
exiay:

prin(Received: %S\, recySiring); 1*Prnt the received strng *
close(sock)

b Sagv; I+ Fist arg: Mulicast o " e
multicastPort = atoi(argul2])* Second arg: Multicast port 1 b
1 Create a besteffortgatagram socket using UDP */ SRS Rct oo e )
i (sock = socket(PF_INET, SOCK_DGRAM, IPPROTO_UDP)) <) !

ExtWihError('socket() faled); perror(errorMessage);

et

More Broadcast/Multicast Examples

@ Some broadcast sample programs can be
found in “unpv13e/bcast” directory.

@ Some multicast sample programs can be
found in “unpv13e/mcast” directory.



