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Abstract. Recent studies have shown that caching data at the proxy server can
improve the user response time for web document retrieval. However, a single
cache proxy has a limited cache space, thus the amount of data that can be
cached islimited. In this paper, we organize the distributed proxy serversinto a
group of peer-to-peer cache proxies. By exploiting the aggregate cache space
and computing power, we can reduce the average user response time and
improve our quality of services. Unlike some previous works that achieve the
similar results by replacing the single proxy server with a cluster of servers, we
simply link the existing distributed proxy servers using a set of rules for
connection, data cache and data routing to build a self-organized scalable
distributed P2P proxy caching system. Our simulation has proven the
feasibility and effectiveness of our cache system. In addition, our P2P proxy
cache system is configured using individual based model and is easy to
implement in a large scale distributed environment.

1 Introduction

Although the Internet backbone capacity increases as 60% per year, the demand for
bandwidth is likely to outstrip supply for foreseeable future as more and more people
blend the WWW into their daily life. The WWW contains a wide range of
information, such as news, education, sports, entertainment, shopping. Due to the
bandwidth limitation, the performance of Web surfing is suffering from network
congestion and server overloading. Especially when some special event happens, the
web servers who have the related information always experience unordinary number
of HTTP requests on those information. Recent studies have shown that caching
popular objects at locations close to the clients is an effective solution to improve
Web performance. Caching can reduce both network traffic and document access
latency. By caching replies to HTTP requests and using the cached replies whenever
possible, client-side Web caches reduce the network traffic between clients and Web
servers, reduce the load on the Web servers and reduce the average user-perceived
latency of document retrieval. Because HTTP was designed to be stateless for
servers, client-driven caching has been easier to deploy than server-driven replication.



Caching can be implemented at various points on the network. Since early 90's, a
special type of HTTP servers called “proxy” has been used to alow users hiding
behind a firewall to access the internet [1]. Although using caching proxy server can
reduce both network traffic and document access latency, researchers have found that
asingle proxy cache can be a bottleneck due to its bandwidth and storage limitations.
As the number of clients increases, the proxy server tends to overloaded and hence
causes a lot of cache missing. In a heterogeneous bandwidth environment, a single
naive proxy cache system might actually degrade the Web performance and introduce
instability to the network. [2] To solve the problem, organizations normally use many
servers to serve as the cooperative proxies.

There are many different cache architectures proposed in cooperative web caching.
Hierarchical Web caching cooperation was first introduced in the Harvest project [3].
The Harvest cache system organizes caches in a hierarchy and uses a cache resolution
protocol called Internet Cache Protocol (ICP) [4] to search the cached document.
Adaptive Web Caching [5] extends the Harvest cache hierarchy by grouping the cache
servers into a tight mesh of overlapping multicast groups. There are many problems
associated with the hierarchical cache systems [6,7]. To setup a hierarchy, cache
servers often need to be placed at the key access points in the network. It requires
some manual configuration or significant coordination among the participating
servers. Inaddition, higher levels of the hierarchy sometimes become the bottlenecks.
To solve the problems, some distributed caching systems have been proposed. In
distributed web caching systems [7,8,9,10,11,12,13,14,15], al cache proxies are
viewed as the same level within the caching system. Several approaches have been
proposed to design cooperative caches in a distributed environment. Internal Cache
Protocol (ICP) [4] supports discovering and retrieving documents from sibling caches
as well as parent caches despite its hierarchical origin. Adaptive Web Caching
(AWC), an extension of Harvest cache hierarchy, is a cluster based distributed
cooperative caching architecture. AWC relies on multicasting to discover and retrieve
the cached documents. Similar to the idea of AWC, LSAM [8] is also a multicast
based distributed web cache architecture providing automated multicast push of web
pages to self configuring interest groups. Cache Array Routing Protocol (CARP) [9]
divides the URL-space among an array of loosely coupled caches and lets each store
only the documents whose URLSs are hashed into it. Provey and Harrison proposed a
hierarchical metadata-hierarchy [10], in which directory servers are used to replace
the upper level caches in hierarchical cache structure, to efficiently distribute the
location hints about the cached documents in proxies. Push Caching [7] proposed a
similar distributed internet cache using a scalable hierarchy of location hints
combined with caching of these hints near clients. CRISP [11] cache adopts a
centralized global mapping directory for caches. Cachemesh [12] builds a routing
table for clients to forward the Web requests to the designated server who was
selected to cache documents for a certain number of web sites. Proxy sharing [13]
tries to make multiple servers cooperate in such away that a client can randomly pick
aproxy server as the master server and the master server will multicast the requests to
the other cooperative caches if it can not satisfy the client’s request. Summary Cache
[14] and Cache Digest [15] keep local directories to locate cached documents in the



other caches. The cooperative servers exchange summary or digests of the documents
in their caches.

In hierarchical caching architectures, not only organizing and maintaining a cache
hierarchy require a significant amount of administrative coordination between the
ingtitutions, but also increasing levels of hierarchy tend to create bottleneck at higher
levels. In distributed caching architectures, most schemes focus on maximizing the
global cache hit ratio by implementing sophisticated directory look up or search
schemes. But increasing global hit ratio does not always imply reduction of request
latenciesin distributed environment. In those caching schemes, not all cache hits are
good for user request latencies [16]. Those protocols aso create hot spots when some
web servers become very hot sometimes. To solve the hot spot problem, Karger et al
proposed a consistent hashing technique to construct per-server distribution trees to
balance the work load among the proxy servers [17]. However implementing
consistent hashing and random tree requires a lot of changes of current internet
infrastructure [18]. Some problems associated with distributed caching schemes that
use multicast or directory servers to locate the documents include high connection
times, higher bandwidth usages and administrative issues [6]. On the other hand,
because most those schemes concentrate on reduce the miss rates, load balance among
the proxy servers are not thoroughly discussed. In readlity, balancing the workloads is
very important in quality and fairness of services. Load balancing are not only
affected by the user request patterns, but aso by the characteristics of the servers,
such as storage capacity and network bandwidth of the cooperative servers[19].

The essential features for an ideal proxy cache system include minimized access
latencies, robustness, transparency, scalability, efficiency, flexibility, stability, load
balancing, and simplicity. It is important to design and implement a Web caching
scheme to satisfy all those properties. However, scalability and simplicity are the
biggest problems in the current Web cache schemes as discussed earlier. To solve the
aforementioned problems, we propose a novel caching scheme using P2P concept. In
this proxy caching system, the cooperation between proxy serversis handled naturally
by simulating an ecological system. The load balance is achieved by data caching and
data replication based on an economical model. The design of this Web cache system
is unique that it satisfies reasonably well al desirable properties mentioned above.
The rest of the paper is organized as follows. In section 2, we discuss the
fundamental of the proposed proxy caching system and explain the design details. In
section 3, we design a simulation model to examine our observations and to check the
feasibility of the caching system. The simulation results are presented in section 4.
Finally we have our conclusion and future study in section 5.

2 CacheEcology — A Novel Proxy Caching Scheme

A distributed proxy cache system consists of many proxy servers inter-connected
through network. Each server or a cluster of servers normally serve a group of clients



within an institution. Figure 1 depicts a typical distributed proxy caching system on
the internet.
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Figure 1: A typical distributed proxy cache system.

Proxy servers serve the requests from their clients as well as the requests from the
peer servers. On the other hand, they download the requested documents either from
the web servers or from its neighbor proxiesto minimize the latencies for their clients.
There are many factors contributing to the complexity of implementing a large scale
distributed proxy caching system. Ingtitutions have their own business agenda and
economic policies hence the common interests of al institutions are different. Thus
the available caching resources, such as storage capacity and network bandwidth, vary
dramatically in different proxy servers. Hence, the routing of requests and caching
data in a distributed proxy system, as shown in Figure 1, are complicated and the
complexity of management grow exponentialy with the growth of the network.
Further more, using complex caching scheme adds more complexity to the system and
in turn hinders the scalability of the system.

2.1 AnIndividual-based Design Model

In real world, there are two proven mechanisms that can successfully manage a
massive cooperative system. One is the economic system in which millions of clothes
can be distributed among the same magnitude number of people without the
centralized control. The distribution of clothes follows a simple supply and demand
model. The other is the ecological system where within a specific environment
natural selection creates cumulative advantages for evolving entities. For many years,
people have enjoyed the beauty of bird flocks and fish schools in natural world.
Researchers have tried to find a ssimple model to simulate the nature flock in computer
animation until the paper “boids’1 published at SIGRAPH in 1987 [20]. Since then
the boids model has become an oft-cited example of principles of Artificial Life.
Flocking is a particularly evocative example of emergence: where complex global

1 http://www.red3d.com/cwr/boids/index.html



behavior can arise from the interaction of simple loca rules. In the boids model,
interaction between simple behaviors of individuals produce complex yet organized
group behavior. The component behaviors are inherently nonlinear, so mixing them
gives the emergent group dynamics a chaotic aspect. At the same time, the negative
feedback provided by the behavioral controllers tends to keep the group dynamics
ordered. Theresult islife-like group behavior.

A distributed proxy caching system can be viewed as a flock of individua cache
nodes having life-like group behavior. A significant property of life-like behavior is
unpredictability over moderate time scales while being predictable within a short time
span. Data caching in a proxy system possesses this property due to the
unpredictability of Web requests over a longer period time. In a shorter time frame,
the Web requests seem to very predictable because of the flock like behavior of
human interests. Thus modeling the distributed proxy caching system using similar
approach as boids is feasible. Actualy long before Internet flourished, flocks and
schools were given as examples of robust self-organizing distributed systems in the
literature of parallel and distributed computer systems [21]. The boids model is an
example of an individual-based model 2, in which a class of simulation used to capture
the globa behavior of a large number of interacting autonomous agents. Individual-
based models are also used in biology, ecology, economics and other fields of study.
In this paper, we use individual-based model to design a self-configured, self-
organized proxy ecology in which individua cache nodes exchange data and
information using some simple rules. The aggregate effect of caching actions by
individua cache nodes automatically distributes the data to nearest clients and aso
automatically balances the workload.

2.2 Self-Configuration of Proxy Network

Self-configured network architecture is the most important part of our proxy cache
system. When a proxy server decides to join the proxy network, it broadcasts a
request-for-join message to the existing cache nodes; the existing cache nodes reply
the request-for-join message with the characteristics of their own.  Those
characterigtics include storage capacity, network bandwidth, the number of linked
neighbors or the IP addresses of the neighbors who link to the exiting node. Then the
requester decides which existing nodes it wants to link to. Many factors determine the
number of links that the requester can establish. Besides its own storage capacity,
network bandwidth and user tolerance to response latencies, the characteristics of the
exiting nodes, such as distances to the requester, storage capacities, network
bandwidths and average number of links per nodes, al contribute to the final decision.
After the decision is made, the new added node informs the other nodes who it wants
to link with to update their neighbor database. It also builds a neighbor table for later
lookup. An entry in the neighbor table includes an ID which is normally an integer
and the IP address to the neighbor. If the IP addresses of the neighbor nodes for all
the existing nodes have been sent to the requester, the requester can actually build a

2 http://www.red3d.com/cwr/ibm.html



proxy graph and store it for later reference. If a proxy graph is required to store in
every proxy servers, the newly added node has to send the IP addresses of its
neighbors to all the other nodes in the system so that the other nodes can update the
proxy graph on their sites. Because our individual based model does not require the
individual proxy aware of all the nodes other than its neighbors, storing the proxy
graph is only an enhancement option. However, with the proxy graph stored locally,
we can improve the performance in searching the cached documents. Once the links
have been virtually established, the new added node is restricted to only exchange
information and data with its neighbors. This constraint guarantees the simplicity of
the management on each individual cache nodes. Figure 3 demonstrates a proxy
graph with 7 nodes.

2.3 Data caching and data flow

In our proxy cache system, the cached data may be transmitted to current node from
its neighbors instead of directly from the original Web server. To cope with the new
data type, we extend the traditional cache line to include data ID, Metadata and state
bytes. An ID of the cache line can be the URL of the cached document. Metadata
should include some simple descriptions of the document. State bytes contain
information for cache coherency control as well as some other statistical data, such as
number of replicas of the document in the proxy system known to this node, shortest
distance to areplica. Figure 2 depicts aWeb cache linein our proxy cache system.

| ID | stateBytes | Link Bytes |

| Metadata |

Web Document

Figure 2: A web cacheline.

The cached document might be replicated from other nodes in the proxy caching
system or from links of other nodes that had previously accessed this document.
Additional fields are needed in cache line to provide the link information. A distance-
to-replica field must pair with the links to tell the distance from this node to the
nearest replica along the link.

The heart of our proxy cache system is to link the data across the proxies by flowing
metadata or data among the neighbors. We explain the rules for each individua proxy
node to handle the data caching and data flow instead of the algorithm. We generate a
flock effect as seen in boids model by controlling the caching and flow of data on
demand as in an economic system. Figure 3 shows how cached documents flow
among the proxiesin a 7-node proxy graph.



Figure 3: Data flow among the proxies

Assume document a, b and ¢ are originally cached in nodes 3, 7 and 2 respectively.
When client a proxy node 1 requests for document a, node 1 does not have the
document cached in its site; it asks its neighbors for a cached copy. In turn, the
neighbors ask their neighbors and finally find document a in node 3. Node 3 sends
document a to node 2. Node 2 then sends the data to node 1 where the request was
originated. Most importantly those proxy nodes could replicate the document for
serving later requests along the way that data routed through. Actualy those nodes
that sit on the path between the query originator and data source do not need to cache
the Web document if it is not necessary by its own local policy. However it needs to
cache the ID, state bytes, links and metadata. By caching the information, the later
requests for the same Web document from its neighbors or itself can be quickly routed
to the cached replicas. The number of replicas passes dong the nodes and increases
when a node on the path replicates the document. When a proxy decides to replicate
the document, it updates the shortest distance to a replica in state bytes and sends a
message to its neighbors for them to update their state bytes and link bytes
accordingly. Then the neighbors notify their neighbors if their shortest distancesto a
replica are modified. All updates on one node are based on the information passed in
by its neighbors and the information stored locally. Similarly when client at proxy
node 5 request for document b, document b is passed to and possibly replicated along
path 3-7-4-5. When client at node 6 requests document c, it is replicated and linked
on path 2-4-6. The accumulative result of the data caching and data flow distributes
the data to where they are mostly demanded and hence reduces the user response
latencies.

2.4 Searchingthe cached replicas

With the cache strategy described in the previous subsection, when a new request for
adocument comes in to certain proxy, the proxy node first checks if the document is
cached in its site or if the link information is cached in its site. If the document is
aready cached, the request from the client is satisfied. If the proxy node contains
only the link information, the proxy sends a request to its neighbor that the link points
to. The nodes linked by cached link information relay the request to eventually reach
the node that has a cached replica.  The cached replica is then transmitted to the
requesting node along the path that the request was replayed. However, if the proxy



node contains neither the requested document nor the link information, then this proxy
node has to issue a query to its neighbors. The query message includes the ID of the
requested document, a timestamp, maximum waiting time. The timestamp tells the
time when the query was issued. The maximum waiting time indicates how long the
requester will wait for response. The proxy node who initiated the query waits for the
query results until the waiting time expire. If a node receives a query that passed the
maximum waiting time, it discards the query message. Once a node finds a cached
document or link information matching the ID given in query message, it sends a
response to its neighbor where the query message comes from. The neighbors then
route the response al the way back to the query originator. A response must include a
field to indicate the distance to the cached replica. Thisfield is updated along the way
that the response propagates back to the requester. For instance, assume a client at
node 7 request for document ¢, a query is sent to its neighbors, including nodes 3, 4,
and 6. Some time later, node 7 gets responses back from nodes 3, 4, and 6. Node 7
then decides the route to obtain the document based on the distance information
provided in all responses. If a node, after it issues a query to its neighbors, does not
get responses within the maximum waiting time, the node will contact the original
Web server for the document.

3 Simulation model

There are many metrics that need to be studied to evaluate a proxy cache system.
Those metrics include hit ratio, average user response time, load balance,
management complexity, etc. In this paper, we focus on study the feasibility of our
proxy ecology scheme. Without loss of generality, we configure a proxy system
based on some simple assumptions. Then we examine the hit ratios and user response
times on this smplified simulation model. First we assume there are 64 proxy servers
existing in the network. The distribution of those 64 serversis so uniform that we can
automatically configure them into a mesh-like proxy graph so that al proxy servers
have 4 neighbors each, excepting that those servers on the edge and the corner have 3
and 2 neighbors each respectively. We further assume all the servers are identical in
computation power, storage capacity and network bandwidth. The distances between
the neighbors are all equal.

We assume the users have equa probability issuing Web requests at any proxy
servers. We also assume all Web documents have equal size. The responsetime for a
Web document is the time when first part of the document arrives at client’s
workstation. We compare the user response times using our proxy cache system with
that using a single proxy server. First we assume the distance from a client to its
proxy server is 100ms. If the requested document is cached in the proxy server, the
user response time is 200ms ignoring the other overheads. We assume the distance
between the neighbor proxies is 200ms, which is double the distance from client to its
proxy server. So if a requested document is found in a neighbor node, the user
response time is 600ms. We also assume there are 10,000 distinct web documents on
the web servers. The average distance from the clients to the web servers is 1500ms.



Thus the user response time for a cache miss is 3000ms ignoring all other overheads.
We further assume each proxy can cache 1% of total web documents. Based on our
observation [19] and some other studies [22], web requests follow a Zipf-like
distribution. The access frequency for each Web document i is determined as
follows:

1

- i @rj“:ll/jz

where M is the number of Web documents in the system, and 0 < z< 1 is the zipf-
factor [19]. We assume z = 0.7 in our simulation. We use the aforementioned
parameters as our default simulation parameters unless explicitly specified otherwise.
In this simulation, each node performs as a proxy server. When the proxy server
receives arequest from its client, it sends the document to the client if the document is
cached in the proxy. Otherwise, it routes request to the Web server as well as to its
neighbor proxies. The first response from either the original web server or from the
neighbor nodes will be used. Because user response time is the most important metric
for customer service from proxy server's point of view, simultaneously sending
reguests to its neighbors and to the original web server yields better response times.
We use asimple LRU algorithm as our cache replacement algorithm in simulation.

fi

4 Simulation results

We study the system performance on various cache rates. Our simulator simulates the
64 proxy nodes in either individual mode or cooperative mode. We collect the results
of our simulations running in those two modes. As most of the Web cache system, we
use hit ratio and average response time as system performance metrics. We issue
200,000 web requests to the cooperative proxy cache simulator. We start to collect
dtatistic data after the first 50,000 web requests have been processed to avoid the
inaccurate results due to the startup of the simulation. We observe the user response
times and cache hit ratios at al nodes. The simulation results are presented in Figure
4 and Figure 5.
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Figure4: Hit ratios under variouscacherates.  Figure5: Responsetimesin various cacherates.



As expected, increasing the cache rate increases the cache hit ratios and in turn
improves the system average response time for requests. This is true in both
individual proxy cache system and cooperative proxy cache system. As shown in
Figure 4, Our P2P cooperative proxy system increases cache hit ratios tremendoudy
over the individual proxy cache. In our simulation, the average hit ratio for individual
proxiesisonly 7%. On the other hand, the P2P cooperative cache system yields 57%
hit ratio. In terms of user response times, Figure 5 shows our P2P cooperative cache
system outperforms individual proxy cache by large margin. For instance, when each
individual proxy caches only 1% of the total web documents, the average response
time for individual proxy is 38% more than that for our cooperative proxy cache
system.

5 Conclusion

In this paper, we proposed a novel P2P cooperative proxy system using an individual
based model. Each proxy node needs only to communicate with its neighbors. The
accumulative results of the individual actions by all proxy nodes automatically
distribute the data close to the clients. The system can be self-configured into a proxy
graph using simple rules. Based on the demand, data cache and data movement in our
proxy cache system create an ecological proxy system. This unique system design
simplifies the management of a large-scale cooperative proxy cache system. Our
simulation results indicate the effectiveness and feasibility of our cache system.
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