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Abstract 

In this paper, we design and implement a P2P 
cooperative proxy caching system based on a novel P2P 
cooperative proxy caching scheme.  To effectively locate 
the cached web documents, a TTL-based routing protocol 
is proposed to manage the query and response messages in 
the P2P cooperative proxy cache system.  Furthermore, we 
design a predict query-route algorithm to improve the TTL-
based routing protocol by adding extra information in the 
query message packets.  Our performance studies 
demonstrate that the proposed message routing protocols 
significantly improve the performance of the P2P 
cooperative proxy cache system, in terms of cache hit ratio, 
byte hit ratio, user request latency, and the number of 
query messages generated in the proxy cache system, 
compared to the flooding based message routing protocol. 

1. Introduction 

Several cooperative proxy cache systems, such as 
harvest [ 1 ] and its successor Squid [ 2 ], have been 
developed in recent years and are available in open source 
format.  However these cooperative proxy cache systems 
have their limitations [3, 4].  To deal with the drawbacks in 
these cooperative proxy cache systems, we proposed a 
novel P2P cooperative proxy caching scheme [5] based on 
an individual-based caching model.  In this paper, we 
design and implement a P2P cooperative proxy cache 
system based on the proposed P2P cooperative proxy 
caching scheme.  Specifically, we propose and evaluate 
different message routing protocols for data search, data 
cache and data replication.  The goal is to implement a P2P 
cooperative proxy cache system that can increase cache hit 
ratio and reduce user request latencies with the least 
complexity.  

The remainder of this paper is organized as follows.  In 
section 2, we briefly discuss the P2P cooperative proxy 
caching scheme to make the paper self-contained.  In 

section 3, we describe the design and architecture of our 
proxy server.  We propose the TTL-based message routing 
protocol and the predict query-route (PQR) algorithm in 
section 4.  In section 5, we use experimental study to 
evaluate our proposed message routing protocols.  We give 
our conclusion and discuss future studies in section 6. 

2. P2P proxy caching scheme 

Unlike other existing proxy caching schemes in which 
the proxy cache systems are manually configured into 
certain hierarchies based on underlying network structures, 
all individual proxies in our cooperative proxy cache 
system automatically discover their neighbors and virtually 
link the cooperative proxies into a Virtual Proxy Graph 
(VPG), which is an overlay network independent of 
underlying network topology.  With a VPG, the aggregate 
effect of data movement among the proxy neighbors creates 
a life-like group behavior that automatically distributes the 
data closer to clients with less complexity [5].   

To facilitate the data search, data cache and data 
replication based on the VPG, we proposed a network 
cache line for cached web documents.  Figure 1 and Figure 
2 demonstrate a simple VPG and a network cache line 
respectively.  A network cache line is made up of two 
portions.  The body portion is used to store the web 
document itself.  The head portion consists of ID, Tag, state 
bytes and link fields.  The ID field contains a key which the 
URL of the cached web document will be hashed to.  The 
Tag is the name of the document.  State bytes are used to 
store information for cache coherency as well as some other 
statistical data, such as number of replicas of the web 
document known to this node in the proxy cache system 
and shortest distance to the nearby replicas.  A link field is 
organized as a pair of integer <NID, Dist> to provide the 
link information.  NID is an integer used to lookup the 
neighbor table to get the neighbor’s IP address.  Dist is 
round trip distance in finding the cached web document 
through the neighbor specified by NID. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
An essential part of the proposed proxy caching scheme 

is the individual-based data search and data cache strategies 
with which individual proxies can manage the cached data 
on the proposed VPG using the designed network cache 
line based on their local knowledge of the global cache 
state.  The data search, data cache and data replication 
actions at individual proxies create a life-like group 
behavior so that the aggregate effect of the individual 
caching actions can maintain a globally optimized caching 
state for the cooperative proxy cache system [5].  When a 
new web request reaches a certain proxy server from its 
client, the proxy server takes actions based on three 
different situations as follows: 
1. The entire network cache line is cached in this proxy 

server:  In this case, the cached web document is sent 
to the client and the web request is satisfied. 

2. Only head of the network cache line is cached:  The 
current proxy checks the head of the network cache 
line for the shortest distance to the cached web 
replicas.  If the distance to the nearest web replica is 
longer than its expected response time by directly 
requesting from the original web server, a query is sent 
to the original web server.  Otherwise, a query message 
will be created, and propagated along the links in the 
heads of network cache lines to the proxy server that 
holds the nearest web replica. 

3. Nothing is cached at this proxy server:  The proxy 
server first sends a query message to all neighbor 
proxies and waits for the responses from them.  The 
query message will be disseminated to other proxies 
through neighbor relay until the message is expired or 
a matching network cache line (maybe head only) is 
reached.  The proxy that has the matching network 

cache line responds the query.  The responding 
message is routed back to the requesting proxy along 
the query path.  The proxies on the routing path create 
or update the appropriate network cache line head 
based on the responding message to provide links to 
the cached web replica.  Once the responding messages 
reach the requesting proxy and related network cache 
line head is created on that proxy, the rest of search 
process would be same as in case 2.  

When a query locates a cached web document in the 
proxy cache system, the document will be transferred to the 
requesting proxy from the proxy server where it is located. 

3. Design and implementation of the proxy 
server 

The proxy servers designed based on our P2P proxy 
caching scheme need to not only cache the content from the 
web servers but also cooperate with their neighbor proxies 
in the cooperative proxy cache system.  The basic 
components of a proxy server are demonstrated in Figure 3. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.1 Proxy server components 

A proxy server consists of eight major components, 
including formatter, request handler, storage manager, 
cache manager, web server requester, neighbor 
communication manager, neighbor query listener, and 
neighbor table manager.  The functions of these 
components are described as follows. 

Formatter:  This component accepts and validates the 
raw URL as requested by the client browser, and then 
converts the URL string into a standard format:  

http://<url-body>:<port-number>/<path of the URL> 
Request Handler:  The request handler takes the web 

request from the client (a web browser) and passes it to the 
formatter.  Upon receiving the formatted URL, it checks 
with the cache manager for a local cached copy.  If a copy 
is found, it asks the storage manager to retrieve the 
document from the disk and send it to the client.  If no 
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Figure 3:  Proxy server components 



cached copy is found in this proxy cache, the web request is 
passed to the neighbor communication manager to send it 
to the neighbor proxies.  If a neighbor proxy returns a cache 
hit, the web document is retrieved from that proxy. 

Cache Manager:  The cache manager is used to manage 
the cache space.  It has a hash table for storing the URLs of 
the client requests.  Given a URL string s with length n, we 
can represent it by a character array s[0],..,s[n] with s[n] 
equal to the null character. Then the hash algorithm for the 
URL string s is 

]1[31]1[31]0[ 21 −++×+×= −− nsssh nn
L  

We apply the modulus operator, denoted by %, with the 
number of elements in the table to obtain a valid array 
index, so that the data is inserted directly into the array.  To 
look up for that item the search key is hashed to pick the 
right element in the array.  Cache manager also handles 
different replacement policies implemented in the proxy 
server and updates the corresponding data structures. 

Storage Manager:  The storage manager is used to 
manage the actual cached web documents on the disk.  It 
uses hashing function to distribute large number of files in 
different directories rather than to store them in one single 
directory.  The storage manager performs basic storing, 
retrieving and updating functions on the cached web 
documents. 

Web Server Requester:  This module sends HTTP 
requests to the original web servers and retrieves the web 
documents back to the local cache.  If the disk cache space 
is not enough, it calls the cache manager to free enough 
disk cache space before downloading the requested web 
document to the disk. 

Neighbor Communication Manager:  Each proxy 
server needs to communicate with its neighbor proxies to 
look for documents cached in their cache space.  This 
module prepares query messages and sends them to 
appropriate neighbor proxies.  After that, it waits for 
responses.  It maintains a timer to monitor the message 
waiting time.  When waiting time expires, it returns to the 
request handler with a list of available responses.  It is also 
responsible for maintaining the neighbor table and the most 
recent query sequence number of each neighbor proxy. 

Neighbor Query Listener:  This is a standalone thread 
which listens for neighbor proxy’s queries.  It parses the 
query message and extracts the URL from the message, 
then sends it to the cache manager to find out whether a 
cached web document exists.  If a cached copy is found, a 
response is sent back to the requesting neighbor proxy with 
the information about the cached web document.  If no 
cached copy is found, it either forwards the query to other 
neighbors, if needed, or sends back a response stating that 
the document was not found. 

Neighbor Table Manager:  The neighbor table 
manager maintains information about the neighbor proxy 

servers including IP addresses, port numbers, proxy server 
state, and some other routing related information.   

Besides these eight essential components, we also use a 
thread-pool manager to manage a set of concurrent 
communication channels.  This module re-uses threads 
instead of spawning new threads every time a thread is 
needed for a client or neighbor node connection. 

3.2 Implementation 

The proxy server is developed under Linux and Solaris 
systems using C programming language.  Its main function 
call loop is depicted in Figure 4. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Individual caching proxies cooperating with other proxy 

servers for data search, data cache and date replication is 
the most important feature of our cooperative proxy server.  
This is demonstrated by neighbor listener call graph shown 
in Figure 5.  The proxy server listens on a specified port for 
incoming HTTP requests from its clients.  For each 
incoming web request, it dispatches a thread from the 
thread-pool to serve the particular web request.  Since it is 
designed as a multi-threaded server, it can handle multiple 
web requests simultaneously.  The proxy server also listens 
on a different port for queries from its neighbor proxies.  It 
maintains a separate thread-pool for handling these queries 
from neighbor proxies.   

 

Figure 4: Main function call graph. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Message routing protocol 

Message routing protocols are used to specifically 
handle the inter-proxy requests for our P2P cooperative 
proxy cache system.  To support the P2P cooperative proxy 
caching scheme, our message routing protocol should not 
only carry query and response information but also carry 
document header information.  We design a lightweight 
message format on top of User Datagram Protocol (UDP). 

4.1 TTL-based routing protocol 

In TTL-based routing protocol, each message contains a 
message header followed by the message body.  Message 
header contains information describing the message type, 
message length, the source proxy server and the unique 
identifier of the message.  Detailed descriptions of the 
fields in message header are presented in Table 1.  
Different types of messages have different sizes.  Query 
messages have the biggest payload.  A query message 
contains timestamp of the query issuing time, the query 
expiration time, TTL, the list of proxy nodes the message 
was routed through, and the URL of the web document.  
The functionalities of these fields are explained in Table 2.  
The Hit message is sent in response of a query message 
when a proxy node finds a match for the query URL in its 
cache.  It contains RTT, port number, IP address and URL.  

The detailed definitions of these fields are listed in Table 3.  
If the requested web document is not in current proxy 
cache, a Miss message is used to notify the sender that no 
information was found for the requested URL.  A Miss 
message only contains the URL as the payload. 

 
Table 1: Message header 

Each message has a unique opcode to specify the 
message type. 

Opcode 

QUERY: 1     HIT: 2      MISS: 3 

Length This field is used to determine the length of the URL in 
the payload. 

Request 
Number 

A unique request number is allocated to every Query 
message. All the responses (HITs and MISSes) carry 
the same request number to identify it as a response to 
that particular request. 

Neighbor 
ID 

It represents the neighbor ID from whom the proxy 
received the message. 

 
Table 2: Query message body 

Timestamp Timestamp to calculate network latency on the 
receiver end. 

Query 
Expiration 
time 

Maximum amount of time the original node would 
wait for the responses from its neighbors. As 
queries are forwarded along the path, this time 
reducing by the sum of network delay and service 
times in the path of the query. 

Number of 
nodes passed 
/TTL 

The number of nodes passed by the Query.  It also 
serves as a TTL field. If the number of passed 
nodes reaches a predefined maximum value the 
query is no longer forwarded. 

URL URL of the requested web document. It also 
hashes to the ID field of the web cache line. 

Passed Nodes A list of nodes stored in a Query message which 
represents nodes through which the message was 
propagated. 

 
Table 3: Hit message body 

RTT Round Trip Distance to the document. It gets 
incremented by the network delay and service times 
of each node in the path. 

Port Port number of the destination proxy node. 

IP Address  IP Address of the destination proxy node 

URL URL of the requested web document. 

 
Since our individual-based P2P proxy caching scheme 

requires that each caching proxy communicates only with 
its neighbors.  Our TTL-based message routing protocol 
keeps track of the nodes that the query message has passed 
through.  Each node adds its ID to the query message when 
it sends the message to its neighbors.  A proxy node will 
discard a received query message if either its TTL reaches 
the predefined maximum value, or it finds that its own ID is 
included in the query message it just received.   

Figure 5: Neighbor listener call graph 



4.2 Predict query-route algorithm 

The basic TTL-based message routing protocol may 
generate too many unnecessary messages in the P2P 
cooperative proxy cache system.  To reduce the number of 
redundant messages, we propose a new message routing 
algorithm, predict query-route (PQR) algorithm, which 
records the forward routes of the query message in addition 
to the sender’s ID.  In this algorithm, before forwarding the 
query message to its neighbor proxies, each proxy node 
adds its own ID and the IDs of the neighbor proxies into the 
message body.  To demonstrate the advantage of the predict 
query-route algorithm, we use the VPG shown in Figure 1 
as an example to study the number of query messages 
generated using different message routing protocols in the 
proxy cache system. 

We assume a client in proxy node 1 requests a web 
document that is not currently cached in the cooperative 
proxy cache system.  A query message is generated in node 
1 as it does not find any information about the web 
document in its local cache.  Table 4 shows query messages 
generated in the cooperative cache system using the TTL-
based routing protocol with TTL = 4. 

 
Table 4: Messages using TTL-based routing protocol 
Routing Steps Useful Query (Q) and 

Redundant Message (R) 
Query Received 

by node # 

Step 1 Q{1} 

Q{1} 

Q{1} 

2 

3 

4 

Step 2 Q{1,2}, R{1,3} 

Q{1,4} 

5 

6 

Step 3 R{1,3,5} 

R{1,2,5} 

R{1,4,6} 

R{1,2,5} R{1,3,5} 

2 

3 

5 

6 

Step 4 R{1,2,5,6} R{1,3,5,6} 4 

 
In Table 4, each message is simply presented by the set 

of proxy node IDs added to the message body.  For 
instance, the query message sent by node 1 is presented as 
Q{1}.  When node 2 receives message Q{1} and forwards 
it to node 5, the message is presented as Q{1, 2}.  If a 
query message is forwarded to a node that the same query 
has already been propagated to, we use R to represent the 
message.  For example, assume node 5 has already received 
the same query from node 2 when query message from 
node 3 arrives at node 5.  Then the query message from 
node 3 becomes redundant.  We use R{1, 3} to represent 
this redundant query message.  As shown in Table 4, 8 out 
of 13 messages are redundant using the TTL-based message 
routing protocol. 

 

Table 5: Messages using predict query-route algorithm 
Routing Steps Useful Query (Q) and 

Redundant Message (R) 
Query Received 

by node # 

Step 1 Q{1,2,3,4} 

Q{1,3,4,2} 

Q{1,4,2,3} 

2 

3 

4 

Step 2 Q{1,2,3,4,5}, R{1,3,2,4,5} 

Q{1,4,2,3,6} 

5 

6 

Step 3 R{1,4,2,3,6,5} 

R{1,2,3,4,5,6}, R{1,3,2,4,5,6} 

5 

6 

 
Now we use predict query-route algorithm on the same 

scenario.  When node 1 sends query message to its 
neighbor node 2, 3, and 4.  Besides adding the ID of node 1 
in the message body, the IDs of node 2, 3, and 4 are also 
added in the message body.  Table 5 lists all messages 
generated in the cooperative proxy cache system using the 
predict query-route algorithm.  The messages sent to node 
2, 3 and 4 by node 1 are presented as Q{1,2,3,4}, 
Q{1,3,4,2} and Q{1,4,2,3} respectively.  Similarly the 
message sent to node 5 from node 3 is redundant since node 
5 has already received the same query from node 2.  This 
redundant message is shown as R{1,3,2,4,5} in Table 5.   

Using the predict query-route algorithm, the query 
message propagation stops after 3 steps.  On the other hand, 
it takes 4 steps for the proxy cache system to stop 
forwarding messages using the TTL-based message routing 
protocol.  In this particular example, the predict query-route 
algorithm generates 50% less redundant messages in the 
cooperative proxy cache system. 

5. Experimental study 

To evaluate our proposed message routing protocols, we 
compare the TTL-based message routing protocol and the 
predict query-route algorithm with the flooding based 
routing algorithm using experimental studies.  The latest 
web traces obtained from irCache [6] were used to evaluate 
the message routing protocols and algorithms.  The web 
trace log contains 200,000 web requests.  Due to the length 
of web traces, the experimental studies last for months.   

 
 
 
 
 
 
 
 
 
 
 

Figure 6: VPG used for experimental studies. 



Our cooperative proxy cache system was set up with 24 
proxy servers.  To guarantee the consistency of the 
performance study, we manually configure a VPG, as 
shown in Figure 6, so that each proxy connects to the same 
set of neighbor proxies in all experimental studies.  The 
VPG is in the form of two spider webs connected by two 
links through four nodes.  Each spider web is in a subnet of 
the network.  For those nodes in the same subnet, it makes 
sense for each node to have the same number of neighbors, 
because all nodes are close to each other in the network 
with sufficient cache space, network bandwidth, and 
computing power.  We choose TTL = 4 for the message 
routing protocols.  The message expiration time is set to 2 
seconds.  Those settings are based on the structure of VPG 
and web response data collected by running the benchmark 
Polygraph [7] on a web caching appliance developed by 
Swell Technology [8]. 

We developed an automatic web request tool based on 
Webjamma, an open source stress test tool for HTTP proxy 
server maintained by Tom Johnson [9].  Our web request 
tool sequentially scans the set of URLs from the web log 
trace file and randomly sends GET requests to one of the 
24 proxy servers.  Each proxy server in the cooperative 
proxy cache system is a Sun workstation with a sparcv9 
processor operating at 650 MHz and 512 MB memory.   

We use cache hit ratio, byte hit ratio, average user 
request latencies and the average number of messages sent 
by each proxy node as our system performance metrics.  
Cache hit ratio is the percentage of total web requests 
satisfied by the proxy cache system.  Byte hit ratio is the 
percentage of web data sent to the clients by the proxy 
cache system.  A total of 200,000 web requests are issued 
by the web request tool.  The experimental studies lasted 
for two months during off-peak hours to avoid disrupting 
the normal network traffic and to avoid other network 
traffic causing unexpected delays in our message routing. 

The links among the cached web documents established 
by our P2P cooperative proxy caching scheme can reduce 
the number of messages needed for searching the cached 
web documents in the P2P cooperative proxy cache system.  
Our TTL-based message routing protocol is designed to 
take advantage of the link information to provide better 
system performance.  Once the query message reaches a 
proxy server that contains link information for the 
requested web document, the message will be forwarded 
along the linked path in stead of propagating to all neighbor 
proxies.  We compare performance of the proxy cache 
system using our proposed message routing protocols with 
that using a flooding based message routing protocol. 

The flooding based message routing protocol is similar 
to our TTL-based message routing protocol except no link 
information and no message expiration time are used in the 
protocol.  Whenever there is a local cache miss for a web 
request, the caching proxy would have to broadcast a query 

message for the web document to its neighbors.  The 
caching proxies propagate the query message until the TTL 
of the message reaches a predefined maximum value.  As in 
our TTL-based message routing protocol, the maximum 
TTL value for flooding message routing protocol is set to 4.  
The LRU algorithm is used for cache replacement.  The 
experimental results are depicted in Figure 7, Figure 8, 
Figure 9 and Figure 10. 
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Figure 7: Cache hit ratio under different 
message routing protocols. 
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Figure 8: Average user request latencies 
under different message routing protocols. 
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Figure 9: Byte hit ratio under different 
message routing protocols. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As demonstrated in Figure 7 and Figure 9, the proxy 

cache system using our proposed message routing protocols 
result in higher cache hit ratio and byte hit ratio.  These 
achievements are primarily due to our P2P cooperative 
proxy caching scheme which can link cached web 
documents through replicated network cache lines.  Since 
more web requests can be satisfied by the proxy cache 
system using our proposed message routing protocols, the 
average user request latencies are reduced as shown in 
Figure 8.  The predict query-route protocol shows clearly 
better performance than the TTL-based message routing 
protocol in terms of user request latency, although they 
both have comparable cache hit ratio and byte hit ratio.  
The results demonstrate that both message routing 
protocols have equal probability of finding the cached web 
documents in the cooperative proxy cache system.  
However the predict query routing protocol can discover 
the cached web documents more quickly, which is 
consistent with the results of our example demonstrated in 
section 4.2. 

Another purpose of the predict query-route algorithm is 
to reduce the average number of messages sent by each 
proxy node.  As proven in Figure 10, the predict query-
route algorithm generally outperforms the TTL-based 
message routing protocol in terms of the number of 
messages sent by each proxy node.  This is also in 
agreement with our analysis in section 4.2.  Yet the TTL-
based message routing protocol shows only marginal 
improvement over the flooding based approach in terms of 
the average number of messages sent by each proxy node. 

6. Conclusion and future studies 

In this paper, we design and implement a P2P 
cooperative proxy cache system based on a novel P2P 
cooperative proxy caching scheme.  To efficiently locate 
the cached web documents in the cooperative proxy cache 
system, various message routing protocols are designed for 
proxy servers to exchange messages.  In particular, a TTL-

based routing protocol is proposed to manage the query and 
response messages in the proxy cache system.  
Furthermore, a predict query-route (PQR) algorithm is 
proposed to improve the TTL-based routing protocol by 
adding extra information in the query packets, thus 
reducing the number of redundant messages in the 
cooperative proxy cache system.  Our experimental results 
show that our TTL-based message routing protocol and the 
predict query-route algorithm can take advantage of the 
unique features of the P2P cooperative proxy caching 
scheme, and significantly improve the performance of the 
cooperative proxy cache system, compared to the flooding 
based message routing protocol.  

Currently we are improving our cooperative proxy cache 
system to support FTP and SSL.  We will also study the 
impact of cache coherency to the system performance, so 
that an appropriate cache coherency policy can be 
integrated into the cooperative proxy cache system.  A 
simple LRU algorithm was used as the cache replacement 
policy in our performance study.  We will further 
investigate various factors that affect the cache replacement 
and find the best cache replacement algorithm for our P2P 
cooperative proxy cache system.  
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