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Abstract

In this paper, we design and implement a P2P
cooperative proxy caching system based on a novel P2P
cooperative proxy caching scheme. To effectively locate
the cached web documents, a TTL-based routing protocol
is proposed to manage the query and response messagesin
the P2P cooperative proxy cache system. Furthermore, we
design a predict query-route algorithmto improve the TTL-
based routing protocol by adding extra information in the
query message packets. Our performance studies
demonstrate that the proposed message routing protocols
significantly improve the performance of the P2P
cooperative proxy cache system, in terms of cache hit ratio,
byte hit ratio, user request latency, and the number of
gquery messages generated in the proxy cache system,
compared to the flooding based message routing protocol.

1. Introduction

section 3, we describe the design and architeattireur
proxy server. We propose the TTL-based messagegou
protocol and the predict query-route (PQR) algaomitn
section 4. In section 5, we use experimental sttaly
evaluate our proposed message routing protocols.give
our conclusion and discuss future studies in se@&io

2. P2P proxy caching scheme

Unlike other existing proxy caching schemes in \whic
the proxy cache systems are manually configured int
certain hierarchies based on underlying netwonkcstres,
all individual proxies in our cooperative proxy bac
system automatically discover their neighbors aindially
link the cooperative proxies into a Virtual Proxyagh
(VPG), which is an overlay network independent of
underlying network topology. With a VPG, the agmte
effect of data movement among the proxy neighbmrates
a life-like group behavior that automatically distites the
data closer to clients with less complexity [5].

Several cooperative proxy cache systems, such as 1o facjlitate the data search, data cache and data
harvest [1] and its successor Squid [2], have beepgpjication based on the VPG, we proposed a network

developed in recent years and are available in apence
format. However these cooperative proxy cacheesyst
have their limitations [3, 4]. To deal with theadibacks in

these cooperative proxy cache systems, we pmpasedportions.

novel P2P cooperative proxy caching scheme [5]dbase
an individual-based caching model. In this papee,

cache line for cached web documents. Figure 1Fagare

2 demonstrate a simple VPG and a network cache line
respectively. A network cache line is made up wb t
The body portion is used to store theb we
document itself. The head portion consists ofTBg, state
bytes and link fields. The ID field contains a kelyich the

design and implement a P2P cooperative proxy cach@ry of the cached web document will be hashed Toe
system based on the proposed P2P cooperative Profg is the name of the document. State bytes sed to

caching scheme. Specifically, we propose and atalu
different message routing protocols for data seadetta
cache and data replication. The goal is to implegraeP2P
cooperative proxy cache system that can increadeedait
ratio and reduce user request latencies with tleestle
complexity.

The remainder of this paper is organized as follows
section 2, we briefly discuss the P2P cooperatireyp
caching scheme to make the paper self-contained.

store information for cache coherency as well asesother
statistical data, such as number of replicas of iled
document known to this node in the proxy cacheesyst
and shortest distance to the nearby replicas.nlfleld is
organized as a pair of integer <NID, Dist> to pdrvithe
link information. NID is an integer used to looktipe
neighbor table to get the neighbor's IP addressst 3
round trip distance in finding the cached web doenim
Ithrough the neighbor specified by NID.



Figure 1: Virtual proxy graph.
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Figure 2: A network cacheline.

An essential part of the proposed proxy cachingiseh
is the individual-based data search and data cstcaiegies
with which individual proxies can manage the cacHath
on the proposed/PG using the designed network cache
line based on their local knowledge of the globathe
state. The data search, data cache and dataatepiic
actions at individual proxies create l#e-like group
behavior so that the aggregate effect of the iddizi
caching actions can maintain a globally optimizadhing
state for the cooperative proxy cache system [Blhen a
new web request reaches a certain proxy server ftem
client, the proxy server takes actions based omethr
different situations as follows:

1. Theentire network cache line is cached in this proxy
server:
to the client and the web request is satisfied.

Only head of the network cache line is cached: The

current proxy checks the head of the network CaChEnclu ding formatter, request handler, storage manager,

cache manager, web server

line for the shortest distance to the cached we
replicas. If the distance to the nearest web capk
longer than its expected response time by directl
requesting from the original web server, a querseist

to the original web server. Otherwise, a querysage
will be created, and propagated along the linkghan
heads of network cache lines to the proxy servat th
holds the nearest web replica.

Nothing is cached at this proxy server: The proxy

server first sends a query message to all neighbor

proxies and waits for the responses from them. Th

guery message will be disseminated to other proxie

through neighbor relay until the message is expined
a matching network cache line (maybe head only)
reached. The proxy that has the matching networ

cache line responds the query. The responding

message is routed back to the requesting proxygalon

the query path. The proxies on the routing padater

or update the appropriate network cache line head

based on the responding message to provide links to

the cached web replica. Once the responding messag

reach the requesting proxy and related network e&ach

line head is created on that proxy, the rest ofcéea

process would be same as in case 2.

When a query locates a cached web document in the

proxy cache system, the document will be transfetoethe
requesting proxy from the proxy server where focated.

3. Design and implementation of the proxy
server

The proxy servers designed based on our P2P proxy
caching scheme need to not only cache the contamtthe
web servers but also cooperate with their neightvories
in the cooperative proxy cache system. The basic
components of a proxy server are demonstratecgur&i3.
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Figure 3: Proxy server components
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In this case, the cached web document is sent

3.1 Proxy server components
A proxy server consists of eight major components,
requester, neighbor

ommunication manager, neighbor query listener, and
eighbor table manager. The functions of these

components are described as follows.

Formatter: This component accepts and validates the

raw URL as requested by the client browser, anch the
converts the URL string into a standard format:

http://<url-body>:<port-number>/<path of the URL>
Request Handler: The request handler takes the web
equest from the client (a web browser) and paisteshe
ormatter. Upon receiving the formatted URL, itecks

with the cache manager for a local cached copya dépy
ié's found, it asks the storage manager to retridve t
roument from the disk and send it to the clieift.no



cached copy is found in this proxy cache, the vegjuest is

servers including IP addresses, port numbers, psexyer

passed to the neighbor communication manager td gen state, and some other routing related information.

to the neighbor proxies. If a neighbor proxy ratua cache
hit, the web document is retrieved from that proxy.

Cache Manager: The cache manager is used to manageommunication channels.

the cache space. It has a hash table for stamm@RLs of
the client requests. Given a URL strisgith length n, we
can represent it by a character argfy},..,[n] with gn]
equal to the null character. Then the hash algorfibr the
URL stringsis

h=g0]x31" " + 1] x31" 2 +... + gn-1]

We apply the modulus operator, denoted by %, wiéh t

number of elements in the table to obtain a valichya
index, so that the data is inserted directly i array. To
look up for that item the search key is hasheditt the
right element in the array. Cache manager alsallban
different replacement policies implemented in threxyg
server and updates the corresponding data strgcture

Storage Manager: The storage manager is used to
manage the actual cached web documents on the dlisk.

uses hashing function to distribute large numbéiiles in
different directories rather than to store thenoie single
directory. The storage manager performs basidngtor

retrieving and updating functions on the cached web

documents.

Web Server Requester:
requests to the original web servers and retrighresweb
documents back to the local cache. If the diskheapace
is not enough, it calls the cache manager to fremugh

disk cache space before downloading the requestdd w

document to the disk.
Neighbor Communication Manager: Each proxy
server needs to communicate with its neighbor X0

look for documents cached in their cache space.is Th
module prepares query messages and sends them to

appropriate neighbor proxies. After that, it wafty
responses. It maintains a timer to monitor the sags
waiting time. When waiting time expires, it retarto the
request handler with a list of available respondéss also
responsible for maintaining the neighbor table sredmost
recent query sequence number of each neighbor proxy

This module sends HTTP

Besides these eight essential components, we a&s@ u
thread-pool manager to manage a set of concurrent
This module re-uses tlsread
instead of spawning new threads every time a thisad
needed for a client or neighbor node connection.

3.2 Implementation

The proxy server is developed under Linux and $olar
systems using C programming language. Its maintim
call loop is depicted in Figure 4.

1
| Iainloop() |

1
HeighborlistenetLoop()

| Shutdown) |

NormalizeURLS

HTTPGet |LinkN§1ghburCDmmunicaﬁun£j |
(Ditect)

HTTFPGet
Figure 4: Main function call graph.

Individual caching proxies cooperating with otheoxy

Neighbor Query Listener: This is a standalone thread Servers for data search, data cache and date agmtics

which listens for neighbor proxy’'s queries. It g8 the

the most important feature of our cooperative pressver.

guery message and extracts the URL from the me’ssag-ghis is demonstrated by neighbor listener call gramWn

then sends it to the cache manager to find out hened
cached web document exists. If a cached copyusdpa
response is sent back to the requesting neighlooy prith
the information about the cached web document.nolf
cached copy is found, it either forwards the querpther
neighbors, if needed, or sends back a responsegsthat
the document was not found.

Neighbor Table Manager:  The neighbor table
manager maintains information about the neighbaxyr

in Figure 5. The proxy server listens on a spedifiort for
incoming HTTP requests from its clients. For each
incoming web request, it dispatches a thread frown t
thread-pool to serve the particular web requeshceSit is
designed as a multi-threaded server, it can hamdléple
web requests simultaneously. The proxy server latens

on a different port for queries from its neighbooxies. It
maintains a separate thread-pool for handling toesgies
from neighbor proxies.



The detailed definitions of these fields are listed able 3.

If the requested web document is not in currentxyro
cache, a Miss message is used to notify the sehdeno
information was found for the requested URL. A #is
message only contains the URL as the payload.

eighbor_Listener_Loop()

I [

| recvfrom(Neighbor) | | Parse_MessageHeader() |

Bind_UDP_Fost

Mo

Table 1: M essage header
Opcode | Each message has a unique opcode to specify the
message type.

SendMISS()

QUERY: 1 HIT: 2 MISS: 3
dispatch(QueryHandler)
R — T Length | This field is used to determine the lendtthe URL in
_ the payload.
QueryHandler
“ Request | A unique request number is allocated to every Query
1 I

Number | message. All the responses (HITs and MISSes) carry
the same request number to identify it as a regptms
that particular request.

I
ParseQueryhlessage() | Caleulate Check

NetworkDelay Message
Caleulate

Walidity
I
° NewWaitingTime
Caleulate LinkNeighbotCommunication)
New'WaitingTime

Neighbor It represents the neighbor ID from whom the proxy
ID received the message.

Tes

Table 2: Query message body

Timestamp Timestamp to calculate network latencthen
receiver end.

HeighborCommunication)

Query Maximum amount of time the original node would
[senatro | [ genanirma | Expiration | wait for the responses from its neighbors. As
time queries are forwarded along the path, this time
reducing by the sum of network delay and service
Figure 5: Neighbor listener call graph times in the path of the query.

Number of | The number of nodes passed by the Query. Itjalso
nodes passedserves as a TTL field. If the number of passed

4. Message routing protocol ITTL nodes reaches a predefined maximum value the
query is no longer forwarded.

Message routing protocols are used to specifically g URL of the requested web document. It also

handle the inter-proxy requests for our P2P codjvera hashes to the ID field of the web cache line.
proxy cache system. To support the, P2P cooperptvey Passed NodesA list of nodes stored in a Query message whigh
caching scheme, our message routing protocol shootid represents nodes through which the message Was
only carry query and response information but alaoy propagated.
document header information. We design a lighthieig
message format on top of User Datagram ProtocoR)JD Table 3: Hit message body

. RTT Round Trip Distance to the document. It gets
4.1 TTL-based routi ng protocol incremented by the network delay and service times

In TTL-based routing protocol, each message costain of each node in the path.

message header followed by the message body. Messa Port Port number of the destination proxy node.
header contains information describing the mess$gge, IP Address  IP Address of the destination proxyenod
message length, the source proxy server and thgueni URL URL of the requested web document.

identifier of the message. Detailed descriptiotfisthe
fields in message header are presented in Table 1.
Different types of messages have different siz€uery

messages have the biggest payload. A query mess

conFaiqs timestamp of ‘h‘? guery issuing time, therg keeps track of the nodes that the query messagpdsasd
expiration time, TTL, the list of proxy nodes thessage through. Each node adds its ID to the query messdgn
was routed through, and the URL of the web documenﬁt sends the message to its neighbors. A proxye nail

$Ee fgqctlonalltles .Of theste. fields are exp]!amed‘able 2. discard a received query message if either its T@dches
€ Hit message 1S sent In response of a queryaness .. predefined maximum value, or it finds thatbiten ID is

when a proxy node finds a match for the query URlitS . . L .
cache. It contains RTT, port number, IP addressWRL. included in the query message it just received.

Since our individual-based P2P proxy caching scheme
requires that each caching proxy communicates witly
neighbors. Our TTL-based message routing podto



4.2 Predict query-route algorithm Table 5: Messages using predict query-route algorithm

Routing Steps  Useful Query (Q) and Query Receive(
The basic TTL-based message routing protocol may Redundant Message (R) by node #

generate too many unnecessary messages in the P2R..7 0(1.2.3.4} >
cooperative proxy cache system. To reduce the aumb Q(13.4.2} 3
redundant messages, we propose a new messagegroutir T

algorithm, predict query-route (PQR) algorithm, @i Qfr4.23} 4
records the forward routes of the query messageldlition Step 2 Qf{1,2,3,4,5}, R{13,2,4,5} 5
to the sender’s ID. In this algorithm, before farding the Q{1.4,2,3,6} 6
guery message to its neighbor proxies, each pr@mden Step 3 R{1,4,2,36,5} 5
adds its own ID and the IDs of the neighbor prokits the R{1,2,3,45,6}, R{1,3,2,45,6} 6

message body. To demonstrate the advantage pfedect
query-route algorithm, we use the VPG shown in k&gl N di laorith h
as an example to study the number of query messages ow we use predict query-route algorithm on the sam

enerated using different message routing protoicothe scenario. When node 1 sends query message to its
groxy cache sygtem g gp neighbor node 2, 3, and 4. Besides adding thef itbde 1

We assume a client in proxy node 1 requests a WeiS the message body, the IDs of node 2, 3, and:4ak0

document that is not currently cached in the coaipey added in t_he message bpdy. Table 5 lists all rgessa
proxy cache system. A query message is genenatedde gene_rated in the coopere_ltwe proxy cache systeng uke
1 as it does not find any information about the Webgredmt qgery—rl())ute a(ljgorlthm. The messgges enote
document in its local cache. Table 4 shows quergsages <’ 3 and 4 by node 1 are presented asl,234},

generated in the cooperative cache system using The Q{13.4,2} and Q{.4.2,3} respective_ly. Similarly_ the
based routing protocol with TTL = 4. message sent to node 5 from node 3 is redunda@ sode

5 has already received the same query from nodé&Hs

Table 4: Messages using TTL -based routing protocol redundant message is shown as Bf1,4,5} in Table 5.

Routing Steps  Useful Query (Q) and Query Received Using the predict query-route algorithm, the query
Redundant Message (R) by node # message propagation stops after 3 steps. Onhbe lzind,
Step 1 oL > it takes 4 steps for the proxy cache system to stop
o} 3 forwarding messages using the TTL-based messagjegou
o) 4 protocol. In this particular example, the predjaery-route
algorithm generates 50% less redundant messagt® in
Step 2 Q{1.2}, R{1,3} 5 cooperative proxy cache system.
Qf1,4} 6 .
Step 3 R3S > 5. Experimental study
R{1,2,5} 3 To evaluate our proposed message routing protosels,
R{1,4,6} 5 compare the TTL-based message routing protocoltlaed
R{1,2,5} R{1,3,5} 6 predict qluery;]route algorithm  with Ithe dfloodin1?h£ds
routing algorithm using experimental studies. st
Step 4 R{1,2.56} Ri1.3,56} 4 web traces obtained from irCacl&} fvere used to evaluate

o the message routing protocols and algorithms. Whb
In Table 4, each message is simply presented bgethe trace log contains 200,000 web requests. Dueetdettigth

of proxy node IDs added to the message body. Fasfweb traces, the experimental studies last fonthm
instance, the query message sent by node 1 isnpeesas

Q{1}. When node 2 receives message Q{1} and fodsar £ 13,

it to node 5, the message is presented as Q{1, IRja i / \ / l\ _
guery message is forwarded to a node that the sagy 4, & fo)—¢ 5 L
has already been propagated to, we use R to repréme \_3 /\12/ \?D * '\?4/

message. For example, assume node 5 has alrezilyect | | ' I |
the same query from node 2 when query message fron (3 £ [ i Y =

) SN T g A
node 3 arrives at node 5. Then the query message f 3/ © . v = el
node 3 becomes redundant. We use R{1, 3} to reptes \

Yo —is" ’ M
this redundant query message. As shown in Tab8eotit -4-/ \5/

s
of 13 messages are redundant using the TTL-bassshige )
routing protocol. Figure 6: VPG used for experimental studies.




Our cooperative proxy cache system was set up 24th message for the web document to its neighbors. The
proxy servers. To guarantee the consistency of theaching proxies propagate the query message hatifTL
performance study, we manually configure a VPG, a®fthe message reaches a predefined maximum valsién
shown in Figure 6, so that each proxy connectbd¢osame our TTL-based message routing protocol, the maximum
set of neighbor proxies in all experimental studieBhe  TTL value for flooding message routing protocoséd to 4.
VPG is in the form of two spider webs connectedtsy  The LRU algorithm is used for cache replacemenhe T
links through four nodes. Each spider web is sulanet of  experimental results are depicted in Figure 7, g8,
the network. For those nodes in the same subineiakes  Figure 9 and Figure 10.
sense for each node to have the same number dfhoeiy

because all nodes are close to each other in ttveore 50 - e Foodng | THTTIL TETROR
with sufficient cache space, network bandwidth, and
computing power. We choose TTL = 4 for the message g4
routing protocols. The message expiration timseisto 2 9
seconds. Those settings are based on the strgftiieG g 401
and web response data collected by running thehinesudk E 35 |
Polygraph ] on a web caching appliance developed by S
Swell Technology]. O 301
We developed an automatic web request tool based on o5 . . . |
Webjamma, an open source stress test tool for HIroRy 5 10 20 20
server maintained by Tom Johns@}. [ Our web request Cache Size (MBytes)

tool sequentially scans the set of URLs from thd g
trace file and randomly sends GET requests to drteo
24 proxy servers. Each proxy server in the codpera
proxy cache system is a Sun workstation with a cygar
processor operating at 650 MHz and 512 MB memory.
We use cache hit ratio, byte hit ratio, averager use
request latencies and the average number of message
by each proxy node as our system performance raetric

Figure 7: Cache hit ratio under different
message routing protocols.
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Cache hit ratio is the percentage of total web estp > 297 G\e\e\e
satisfied by the proxy cache system. Byte hitoradi the 5 207 N
percentage of web data sent to the clients by toeyp 3 151 A\ﬂ\ﬂ\ﬂ
cache system. A total of 200,000 web requestssared g 107
by the web request tool. The experimental stuttieted § 0.5 1

0.0

for two months during off-peak hours to avoid djxing
the normal network traffic and to avoid other netwo
traffic causing unexpected delays in our messagtng

The links among the cached web documents establlishe
by our P2P cooperative proxy caching scheme cancesd
the number of messages needed for searching thedac
web documents in the P2P cooperative proxy cactersy
Our TTL-based message routing protocol is desigioed
take advantage of the link information to providettéer
system performance. Once the query message reaches
proxy server that contains link information for the
requested web document, the message will be foesard
along the linked path in stead of propagating tmeighbor
proxies. We compare performance of the proxy cache
system using our proposed message routing protedtis
that using a flooding based message routing pratoco

The flooding based message routing protocol islaimi
to our TTL-based message routing protocol exceplinko
information and no message expiration time are usélde
protocol. Whenever there is a local cache missafareb
request, the caching proxy would have to broadzagtery

5 10 20 30
Cache Size (MBytes)

Figure 8: Average user request latencies
under different message routing protocols.
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Figure 9: Byte hit ratio under different
message routing protocols.




based routing protocol is proposed to manage tkeycand
response messages in the proxy cache system.
Furthermore, a predict query-route (PQR) algoritisn
proposed to improve the TTL-based routing protooyl
adding extra information in the query packets, thus
reducing the number of redundant messages in the
cooperative proxy cache system. Our experimeetllts
show that our TTL-based message routing protocolthe
predict query-route algorithm can take advantagehef
unique features of the P2P cooperative proxy cachin
scheme, and significantly improve the performantéhe

——o—Flooding —%—TIL —&—PQR
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Cache Size (MBytes) cooperative proxy cache system, compared to tloalithg

based message routing protocol.
Figure 10: Average number of messages Currently we are improving our cooperative proxghe
sent by each proxy under different message system to support FTP and SSL. We will also sttidy

impact of cache coherency to the system performaswe
As demonstrated in Figure 7 and Figure 9, the proxgyhat an appropriate cache coherency policy can be

cache system using our proposed message routitgcpt®  integrated into the cooperative proxy cache systef.
result in higher cache hit ratio and byte hit ratidbhese simple LRU algorithm was used as the cache replanem
achievements are primarily due to our P2P cooperati policy in our performance study. We will further
proxy caching scheme which can link cached wehlinvestigate various factors that affect the caedacement
documents through replicated network cache lin8gce  and find the best cache replacement algorithm twrR2P
more web requests can be satisfied by the proxyecac cooperative proxy cache system.
system using our proposed message routing protottws
average user request latencies are reduced as sihown7' References
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