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Abstract which there is no centralized directory for seamghthe
network. These decentralized P2P networks camtbeer
This paper proposes and evaluates different prd#oco categorized into two groups, structured and ungirad,
for individual peers to self-configure the P2P d&gr pased on their network topologies and content bearc
networks in various network environments. For $mal yethods [4]. The structured networks, such as €,
scale homogeneous networks, an optimizgr peertEglec caN [6], Pastry [7] and Tapestry [8], rely on stued
protocol is proposed and found to be superior feeoipeer  gniogies to route the data, generally using dawarof
selection protocols, including random, egoist, @t and  pjaxion's [9] prefix-based routing algorithms ostdbuted
greedy protocols, in terms of network diameter @ode  paghing [10] schemes. A second structured P2Ponietw
eccentricity. For large-scale heterogeneous P28tesyis, approach, HyperCup [11], requires specific conoesti
peer-power based peer selection protocols are pgeddo  petween peers to maintain the HyperCube topologijewh
self-configure semi-structured overlay networks forquery messages route only along the edges of the
heterogeneous P2P systems.  An index-based queypercube. However, mandating a specific network
mechanism is also proposed for peers to searchrents 5010y or assuming total control over the locatis data
in the P2P network. Performance studies demorsti@t s ot desirable in P2P societies. Furthermoretigha

the proposed self-configuration protocols and shkarc matching queries are not efficiently supported fiese
scheme are efficient and viable, and the self-goinéd approaches.
P2P network has a significantly lower query cosarth Unstructured P2P networks can be categorized wto t
traditional Gnutella-like P2P systems. In additioR  |asses based on their network scales and topslogime
caching-assisted query mechanism is proposed Wiexp c|ass is the small-scale homogenous P2P networthich
the surplus storage power of the peers, improvihér 5| peers have similar computing powers and network
the query efficiency. Caching-assisted query psmai  pandwidth residing within a corporate network. ISuc
quicker response to subsequent queries for popdéda  networks have existed for quite some time in thenfof
without incurring the excessive overhead of glopall \york groups created with operating systems fromrioft
replicated directory information. and Apple. In a corporate network, a P2P netwark i
i ] usually used to share the storage capacities opuwtmg
Keywords: P2P, Self-Configuration, Peer-power, Index- powers of individual workstations. As a result)séa
based query, Cache-assisted query negative responses significantly affect the usgbitind
; reliability of these small-scale P2P systems, nmmaani
1. Introduction flooding-based search becomes a necessity in s@éh P
Recently, P2P systems and applications have becomgstems without index servers. A second categbiy2®
wide-spread due to the success of P2P file shasisgems  networks is the large-scale heterogeneous netwowkhich
[1, 2, 3]. The two approaches for implementinghsuc peers have different computing powers, storage aitigsm
systems are the centralized directory approach taed and network bandwidths. In such P2P networkssit i
distributed P2P network approach. The centralizeghossible to take advantage of the network hetemiteto
directory solutions, such as Napster [3], not antlyate hot  improve the search efficiency.
spots on directory servers but also raise legaksslue to When a network node joins an unstructured P2P
their centralized architectures. To address tipesblems, network, it virtually connects to a subset of peirghe
many P2P applications use decentralized approairthes network to form an overlay network. Data searclstich



an unstructured P2P network is essentially a peabing
process, with the query messages among the peirg be
propagated through this overlay network. As alteghis
blind flooding search, at times, generates excesgiery
messages in the P2P network and may take a lomgttim
find the target data if the diameter of the overiaywork is
large. Although the random-walk approach [12] estu

other peers in the P2P network. Too many connestio
one node may result in overloading that node dugingry
message routing. Second, a good P2P overlay retwor
must tolerate the simultaneous failure or discotioroof
several nodes, even in a small-scale corporate onketw
environment. Thus, a P2P node must maintain &t lg@a
certain number of links with its peers. The olijerbf this

the number of query messages by having the querstudy is to build a good P2P overlay network gitlease

forwarded only to a randomly chosen neighbor irktef
all of them, this approach often generates falsgatiee
responses.

Since in unstructured P2P networks the efficienty o
data search relies on the quality of the overlawok, it is
necessary to study the self-configuration protoéotsP2P
networks so that efficient overlay networks canfdrened
when individual peers enter and exit the networks.this
paper, we investigate the intrinsic properties ifecent
P2P networks, proposing various protocols for irmlial
peers to self-configure the overlay networks inoas P2P
environments.

The rest of the paper is organized as follows. ti&e@
proposes different P2P self-configuration protocéis
small-scale P2P networks, discussing the advantagds
disadvantages of each, with Section 3 evaluatireseh
protocols using simulation. Section 4 addressess#if-
configuration protocols and query mechanisms fogda

scale heterogeneous P2P networks, while Section 5
evaluates their feasibility and performance alswmugh Procedure node_join
simulation. Finally, concluding remarks and futwerk begin
are discussed in Section 6. send INIT_REQ message to any existing nodej;
) ) wait for INIT_ACK message;
2. Self-conflguratlon pl’OtOCOleOI’ small-scale if no response received, return failused if
P2P networks if INIT_ACK message is received
. send PING to each node in the network;
In an unstructured p2pP ngtwork, [Peers are regirm:hda/ wait for responses until 2*T time passes;
to exchanging messages with their neighbors in REE’ record the arrival times of all PONGs:
overlay' network. Normally, the ngm.ber of V|rtua! set state UNSTABLE:
connections to a node should be limited so that its end if
corresponding message routing workload is limited. end
However, each node has to maintain at least aicerta

number of connections so that the overlay netwerkains
connected even if a few nodes quit the P2P netwditke
diameter of the overlay network, i.e., the longgsbrtest
network distance path between any pair of noddectsf
the efficiency of the flooding-based P2P searchcesin
disseminating the query message to every nodeeilP#P
network is mandatory to avoid false negative respsn

constraints.
2.1 P2P self-configuration procedures

The P2P overlay network is self-configured by nodes
forming virtual connections with existing peerstlsy join
the P2P network. During their lifetime in the P2&work,
nodes exchange query messages directly with their
connected neighbors or probe their neighbors totaiai a
stable overlay network. Given the minimum numbér o
connections (M) and the maximum number of connastio
(N) that a node can form, each P2P node must cotmet
least M but not more than N neighbors to ensuréables
P2P overlay network. A node in this network mayitbe
one of the three states: JOIN, UNSTABLE, or STABLE.

Initially a node enters the P2P network the JOlatest
calling the procedurenode join depicted in Figure 1 to
gather information about the current state of tH&P P
overlay network.

Figure 1. Procedure node join.

In this procedure, it is assumed that each nodeanP2P
overlay network maintains a view of the networkerv
though it may not be an up-to-date view. An INITEQ®
message is used by the joining node to query adg Mo
the P2P network initially. An INIT_ACK message

This work proposes and evaluates five peer sefectiotOntaining the responding node’s view of the nelwand

protocols used by individual peers to self-configtive P2P
overlay network. The goal here is to find the hwstocol
leading to a small network diameter and efficier®PP
search.

Building a P2P overlay network must take into aetou
two constraints. First, the network bandwidth oP2aP
node constrains the number of connections it cem feith

the overlay network parameters (M, N, T) will tHes sent
to the joining node, where M and N are the minimamal
maximum number of connections for a node respdgtive
and T is a timeout value which is usually the lsigeund-
trip physical network latency between any pair ofles in
the P2P network. It is not necessary that theomdipg
node have an up-to-date global view of the P2P layer



network, although the views in every nodes are temtly
updated through message exchange.
dynamic nature of the P2P network,
inconsistent views of the overlay network amongrpege
acceptable and do not have a significant impactthen
joining node’s peer selection since such inconsistes
usually trivial.

After receiving the INIT_ACK message, the joining
node pings all other nodes in the network to colthe
physical network latencies. It then enters the DABLE
state in which it will use the procedur®de_connect in
Figure 2 to select at least M peers as its neighbbothe
P2P overlay network.

Procedure node_connect
begin
while # of links to this node is less than M
select the best suitable node in the network;
send a CONN_REQ message to selected nodle;
wait for response until 2*T time passes;
if CONN_ACK message is received
establish virtual connection;
end if
if CONN_REJ message is received or timeout
mark the responding node as NO_CONN;
end if
end while
broadcast UPDATE message to neighbors;
set state STABLE;
end

Figure 2: Procedure node_connect.

In this procedure, an UNSTABLE node tries to essaibat
least M virtual links with other peers in the P2RBwork by
selecting the best suitable nodes not marked asOODIN
based on the following information:

» The distance in hops to these nodes

* The latency to the nodes through message routing in

the P2P overlay network (logical distance)

 The latency to the nodes through the underlying

physical network (physical distance)
*  The number of connections to the nodes
*  The capacity of the nodes for further connections

When a node is selected, a CONN_REQ message will

be sent to it requesting the establishment of @aliink.
A CONN_ACK will be sent back to the requesting péer
the selected peer can accept more connections.

latest view of the overlay network of the selectedle. If
this peer cannot accept new connection, it wilpogsl the

CONN_REQ message with a CONN_REJ message also

containing the latest view of overlay network bye th
selected node. If a node does not respond, it naag

already quit the P2P network. A CONN_REJ response

Because of thapacity.
temporarilyNO_CONN so that no further link attempt will be reait

The
payload of the CONN_ACK message also contains the

usually means that a node has reached its connectio
The joining node will mark these nodes a

these nodes. Once a node establishes enoughirirtke
P2P overlay network, it broadcasts an UPDATE messag

its neighbors and enters the STABLE state. ThiDANPE
message, which contains information about any nades
connections which the source node knows having been
added or removed from the P2P overlay network, el
disseminated across all nodes in the P2P netwadkigh
message routing.

When a node is in the STABLE state, it constantly
communicates with its neighbors so that the overlay
network is always maintained properly. Usuallyghéiors
are aware of one another through normal query rgessa
exchanges. However, if a node does not particifrate
message routing with its neighbors, it should pdally
send KEEPALIVE messages to its neighbors. If aenoaks
not received any message from one of its neightorsg
time d*T (d > 2), it can assume that neighbor is
disconnected. The node then should remove this
disconnected neighbor from its virtual link listlf the
number of its virtual links is less than M, the moenters
the UNSTABLE state in which the procedure
node_connect is used to reconfigure the overlay network.

2.2 Peer selection protocols

The peer selection protocol determines the topolafgy
the P2P overlay network. To build a small diameter
overlay network so that query messages can rehgleeals
quickly, the following peer selection protocols atedied
in this paper:
¢ Random: The simplest peer selection protocol is
random selection. This protocol was used by the
original Gnutella P2P network [2]. If the numbédr o
virtual connections to a peer is less than M, it
randomly sends a CONN_REQ message to a peer in
the P2P overlay network. However, this simple
approach may not build a small diameter overlay
network.

« Egoist: This peer selection approach first finds the set
of nodes with the largest number of connections, an
then it sends a CONN_REQ message to one of the
nodes with the highest capacity for further conioest

The rational behind this approach is that nodeh @it
higher number of connections are normally at the
centroid of the overlay network. Connecting nottes
the centroid of the overlay network may result in a
small diameter network as measured by hops.
However, the quality of the overlay network is
ultimately evaluated by the latency of the message
routing. This approach ignores the network latesci
between the peers, and, hence, may not build tee be
overlay network in terms of network latencies.



Furthermore, it may cause workload imbalance among
the peers during message routing.

Altruist:  This approach selects the nodes with the
lowest number of virtual connections to try to bala

the number of virtual links among the peers. Bindo

so, it hopes to bring the nodes on the edge of the
overlay network into its centroid, there by balagci
the message routing workload among the peers. An
additional advantage of this approach is that the
joining node can quickly establish the necessatyai
connections because it has fewer chances of rageivi
a CONN_REJ message. However it may not result in a
small diameter network in terms of network latency.
Furthermore, due to the dynamic nature of the P2P
network, the entire P2P overlay network may belgasi
partitioned into disjoint subnets with this appreac
Greedy: The greedy approach always tries to connect
to nodes resulting in the lowest physical network
latencies. However, the local optimum may not ghkva
result in the global optimum in terms of message
routing latency. Based on current network

segment of the network is normally lower than the.
inter-segment latency. Thus, the greedy protceds J
to create very few links between segments, potégntia

updated through JOIN_ACK and UPDATE messages.
In the optimizer approach, a node takes advantfge o
this available latency information to select its
neighbors. Given three nodie$ andk in the network,

Oljk = LHJ + Lij —LP|k|, WhereLPij, LPy, andLij are

physical network latencies between them. It is
reasonable thatR +LPy is viewed as the logical

network distance between nodesand k if a P2P
overlay networki-j-k is built (i.e.,j is the node that
connects bothandk). Thus, G can be viewed as the
latency overhead of routing messages using thdaywer
networki-j-k. If the cost of any nodieconnecting to a

nodej is defined a<C; = ZO,jk , Wwherek is any node

in the network other thanandj, then this optimizer
protocol uses connection cdsf as the metric for peer
selection, i.e., a node selects the peers thalt iashe
least connection cost as its neighbors.

The optimizer peer selection protocol should resub
. . favorable P2P overlay network in terms of reductihg
technologies, the latency among nodes in the same ; . ;

overall message routing latencies. For any twceeebdnd

in a P2P overlay network\,
Oj =|LLj ~LR| is the latency overhead of routing

it is assumed that

leading to network splits and high variance inmessages between nodesdj, whereLL; andLP; are the

transmission time through the P2P overlay network.
Optimizer:
physical network latencies but also the logicaivoek
latency between peers. Given two nodesdj, the
physical network latency from nodléo nodg (LP;) is
the latency time for nodé to send a ping message
directly to nodej through the underlying physical

logical network latency and the physical networtetey
This approach considers not only therespectively. If the overall latency overhead eing the

overlay network N is defined a3y = qu , it is not hard

i,JON

to prove that the optimizer protocol results in imial Oy.
Since the optimizer approach considers both the

physical and logical network latencies of this nddeall
other nodes, it is more expensive than the greedipgol
in terms of communication and computation costshe T
communication cost is due to disseminating the ighys
etwork latencies between any pair of nodes taadles in
he network. However, in a small-scale corporat&vork
environment, peers enter and quit the P2P netwarte m
o . infrequently than in large-scale internet environtse
gg::;/zaen t;]n;u;f;\t/i?esg\l/lg:;r; ii?v%gflisinthoartd:r Tg:;ga Since the majority of the information is §ent .to.cwle in the
ideal neighbors, an expensive process in terms oI IT_ACK message as the node first joins the P2P
communication :';md computation costs. In addition etwork, the JOIN_ACK and UPDATE messages _have
since the P2P overlay network is. dynamically’.rnuCh smal!er payloads.. AS nodg joining 18 relaylve
infrequent, it is worth using the optimizer approat the

reco_nflgured as nodes join and quit, it IS difficto margin of reducing the overlay network diametewnésy
obtain an up-to-date snapshot of the consistemt vie large

the overlay network. For any joining node, peer
selection is based only on the simple heuristic2.3 Pingsampling

information collected by it through querying thénet -
peers. When a new node joins the P2P network, the. In both the greedy and optimizer approaches, a node

physical latencies between peers can be sent $0 thpings other nodes in the network to obtain the jiys

node in an INIT_ACK message if all peers are rezgir network latencies. However, since this type ofwoek
to keep Iatency_records - latency testing is error prone due to transientwvosk

The latency informatisn i : .
events, a series of probes may be necessary tothimd

network; the logical network latency from noddo

nodej (LL;) is the latency time for a message to travel
from nodei to nodej by being routed through the P2P
overlay network. The optimizer approach tries to
minimize the average difference between the logic
network latency and the physical network latenay fo
all pairs of nodes in the P2P network. To reagh th



network latency with a degree of certainty. Thisep
probing in the network, which is quite noisy, ikelly to
affect the network adversely during periods of flugs a
result, an alternative method for determining ptaisi
network latencies is randomly probing a limited toemof
sample nodes and then extrapolating the probabsigat
network latencies to other nodes based on theseledm
data. If the physical network latency between nbded
nodej is known to bd_P;, and the physical network latency
between nod¢ and nodek is known to be Py, it is highly
possible that the physical network latency betweedei

and node is betweer|LR; ~LPy | and|LR; +LPy|.

2.4 Message format

the maximum latency time of message routing betvasn
two nodes through the shortest distance path. s&ébend is
the network eccentricity, which is measured as the
maximum logical network distance to the centroidtiud
overlay network from any node in the network. lgeahe
network diameter should be small so that any query
message can reach all nodes quickly. Second vérage
eccentricity of the nodes should be low for indivadl peers

so that their queries can be responded promptlgcaBse
these two metrics are easier to measure than lafeswdf,
they are used to compare the P2P overlay netwaktyu

3.1 Simulation model

Specifically, a discrete event simulation will bged to
evaluate the P2P overlay networks self-configursihgu

Three classes of messages used in maintaining a P2iferent peer selection protocols. Using an evgWP2P
overlay network are KEEPALIVE and PING messageshetwork similar to that in [13], with nodes joinirand

which are point-to-point message used for handsiga&r

exiting the network at the exponentially distrilaite

physical network latency probing, broadcast messagdntervals, the designed simulation will model thade join
(query messages and UPDATE messages), which afhd exit activities in the P2P network as a stashdiévl/oo

forwarded by a node to all neighbors except therimng
node, and responding messages, which are only fdeaa
along the query path. A common message format
depicted in Table 1.

Table 1: Message format

ID Unique ID of the message

Source IP address of the source node
Destination| IP address of the destination node
Type Type of the message

Payload Payload of the message (optional)

As shown in this table, all messages have a uniQuso
that duplicates can be identified and discardeceath

queue, where an arrival in this queue represent®de
joining the P2P network, the node lifetime is preed as

ithe time spent in the queue, and the number ofsivde2P

network is assumed to be the queue length. Tlieahof

nodes follows the distributiomp(arrival <t)=1-e * , and
the lifetime of nodes has distribution

t

p(lifetime<t)=1-e %2 , where ., and A, are the mean
arrival time and the lifetime of the P2P nodes. isTh
memoryless distribution is a reasonable model fdr2&
network since nodes presumably are acting indepélyde
Based on Little's Law, the expected number of naldke

P2P network is determined hy:%. This model is
1

node. Peers then process the messages based egn typfficient to describe the general behavior of 2P

which also determines the format of the payloadhe T
source and destination IP addresses in the measagesed
to facilitate the message responses.

3. Evaluating peer selection protocolsfor
small-scale P2P networks

The objective of this performance study is to eatdu
the quality of P2P overlay networks configured gsin
different peer selection protocols. Although usitige
optimizer neighbor selection protocol is expectedreate
the best P2P overlay network, it is important taleate
guantitatively how good the overlay networks coufeg
using different neighbor selection protocols candba the

message routing. Since overlay networks are used [

facilitate searches for P2P networks, a low laterfoguery
responses is desirable. The quality of these mkbvoan
be evaluated using several metrics. One such anistthe
diameter of the P2P overlay network, which is mezg@as

network in an abstract sense although it may noipdetely
accurate (e.g., computers in a corporate network bea
rebooted on a fixed schedule or may be influengedtber
global events).

In addition, it is assumed that the minimum numbker
connections for a node is 3, and the maximum nurisbér
The physical network latency between a pair of sode
within a segment follows an exponential distribotlwaving
a mean value of 3,000 ns, while the physical ndtwor
latency between a pair of nodes across differeginsats
follows an exponential distribution with the meaaiue of
30,000 ns. These latency values were obtainedighran
experimental study by pinging network nodes in the
Clemson University campus network. The entire oetw
is assumed to be divided into 5 segments. Thelafon

as run for 1,000,000 ticks with an expected numidfer

nodesN :% . During each tick, nodes arrive based on the
1

arrival distribution, or depart if their time-to# reaches

zero. Without loss of generality, the mean intenfanode



arrivals is assumed to be 100 ticks. The expeoctedber using the egoist or the greedy protocols. Everhd

of nodes ranges from 100 to 3500, typical sizes fooptimizer approach generates higher network traffic
cooperate networks. With the simulation running fo because more information is disseminated through th
1,000,000 ticks, the P2P network is guarantee@daltr the peers, the much smaller network diameter not oabylts
expected number of nodes and maintain the number fon faster query responses but also reduces nettralffic.
considerably long period of time for the experinant In addition, the optimizer protocol creates virtdadks
study. The simulation was repeated for five timeex] the along the shortest physical distance between a qfir
network diameter and average node eccentricity weraodes, ensuring that the diameter of the self-gondid
measured under various numbers of network nodels eaoverlay network does not vary much as the number of
time. The average results of the network diammternode  network nodes changes as long as the underlyingigaiy
eccentricity for five runs are reported here. network is not changed.

3.2 Network diameter _ -
—o— Egoist —%— Greedy —©— Optimizer —*— Random

In this simulation, qualities of overlay networks 160000 -
configured using different neighbor selection pooils in 140000 4
terms of network diameter are evaluated under wuario
numbers of network nodes, with results being degidh
Figure 3. As expected, the overlay network buitusing
the random protocol has the largest network diamete
Both the egoist and greedy approaches outperforn th
random approach by large margins. The overlay orktw
built using greedy peer selection protocol has allem
network diameter than that configured using theistgmeer
selection protocol, when the number of network ode 0 - - - - - - - -
exceeds 1000. Conversely, when the number of metwo Do 500 9‘;\% nﬁg‘; Ofﬂﬁgmzé?ﬁ N(z)fjoeos 2900 3300
nodes is very small, the egoist protocol outperfortime
greedy scheme slightly in terms of the network diten
because the overlay network built by using eggigtreach
is very small in terms of hops. However, the gyeed
protocol does not guarantee a small diameter oyerl
network in terms of network hops, even though iéstrto
achieve the local optimum in physical network laten In this simulation, the average node eccentricigsw
When the number of network nodes is very small, theised as the evaluation metric. The eccentricity nbde in
benefit of selecting the shortest physical lateliidy is not  a P2P network is its logical network distance ® ¢hntroid
visible since only a few hops are needed for messag of the overlay network. The centroid of the P2Rertay
reach all the nodes in the network. Thus, the diamof network is the node having the minimum variancethef
the overlay network built using the greedy peeea®n  shortest logical network distances to the otheresod
protocol is larger in terms of logical network latg since  Assuming there ara nodes in the P2P network, the mean
more hops might be needed for routing messagesthé\s shortest logical network distance to other nodesdioy
number of network nodes increases, the diametehef node i in the overlay network is calculated as
overlay network in terms of network hops increases, :nj;l.zdij , whered; is the shortest logical network
because of the constraints on the number of litiksvad T
for each node. The benefit of selecting shortésiBal  jistance between nodésandj. The variance of the
network latency link compensates for the weaknéshi® g, ect |ogical network distances for nade other nodes
greedy protocol. Thus the greedy protocol outperfothe | 2 . .
egoist approach as the number of network nodesases. is calculated as; :Z(dii ~#4)” . After identifying the
The results for the altruist approach are not regbr ) I# )
because the altruist peer selection protocol can néentroid of the overlay network, the logical networ
consistently build a connected overlay network. eTh distances from all other nodes to this center nade

m
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Figure 3: Network diameter under various numbers
of network nodes.

83.3 Node eccentricity

network diameter for the split overlay networkrifinity. measured and the average is calculated. The sionla
As expected, the optimizer approach achieves tise be'€Sults are depicted in Figure 4. _
performance in terms of network diameter. The @i@mof Similar to results found for network diameters, the

the P2P overlay network configured using the ommi 'andom approach generates the largest average node

peer selection protocol is less than half of thatfigured ~ €ccentricity. When the number of network nodesnigll,
the egoist protocol slightly outperforms the greedy



approach, while, conversely, the greedy peer gefect However, the distinction between a normal and a&ger

protocol performs better than the egoist approasénithe
number of network nodes becomes larger. As exgetite
overlay network configured using optimizer peerstbn
protocol has the lowest average node eccentricithe
average node eccentricity of the P2P overlay nétaoilt
using this protocol is less than 1/3 of the averagde
eccentricity using either the egoist or greedyqoot. The
results for the altruist approach are not repobechuse the
overlay networks built using the altruist approak not
consistently connected, resulting in infinite netiwo
diameters and node eccentricities.

—o— Egoist —%— Greedy —6— Optimizer —>— Random
60000 -

Average Node Eccentricity

900 1300 1700 2100 2500 2900 3300
Number of Netw ork Nodes

Figure 4: Average node eccentricity under various
number of network nodes.

4. Self-configuration protocolsfor large-scale
P2P networks

in these systems is discrete and binary, not majcttie
actual distribution of node capacities, thus nanpletely
addressing the problem of varying node capabilitidhe
approach for addressing the network heterogeneitylem
proposed in Gia [20] incorporates several techrigue
compensate for the heterogeneity of the underlgitgvork
and the poor scalability of the classic Gnutelke-liP2P
network. Nonetheless, the cost of this methodeims of
network resources is unclear, and its replianceameom
walks for searches increases latency and may daise
negative responses.

In this paper, a peer-power ranking based protfd|
for self-configuring and searching large-scale R2Rvorks
by exploiting the natural heterogeneity of P2P eks is
investigated. The goal is to create a hierarchiegivork
structure using simple protocol and heuristics tsat the
self-configured P2P network can be searched more
efficiently than a standard unstructured Gnuteka-IP2P
network as demonstrated in [22].

To improve the query efficiency further, a caching-
assisted query mechanism in which the intermediaties
cache query responses and, hence, are able tondespo
immediately to future queries is designed. Thibesee
avoids the requirement that all queries have tahreall
nodes to prevent introducing false negatives.

4.1 Index Nodes

An essential feature of this proposed self-configjon
protocol for large-scale P2P networks is the conhadp
index nodes. A set of index nodes is defined as
I ={n|OxON(n), pp(x) < pp(n)}, where N(n) represents the
neighborhood ofn and pp(n) stands for peer-power of

Many schemes have been proposed to address the selbden. Each index node maintains secondary connections

configuration and query efficiency issues in lasgaie P2P
systems. Structured topologies such as HyperCuPajid
distributed hashing mechanisms [5, 6, 7, 8] attemapt
balance the loads evenly on all the nodes in theark. In
dealing with unstructured networks, search algorittsuch
as directed breadth-first search [14], modifiedaltb-first
search [15], adaptive probabilistic search [16 Jutirgy

indices [17] and uniform random graphs [12] haverbe

proposed to improve the efficiency of traditionlofding-

based search mechanisms. These approaches atedmase
capaci

the assumption that all nodes have equal
throughout the P2P network. However, analysisabfial

with all other index nodes, used for message rguiint not
used in the index node selection. This architectur
guarantees the self-configured overlay network is
connected, since any node either is an index nod=ai
reach an index node via a parent. In this ovemktyork,
query broadcasting is facilitated by sending a egss
upstream to an index node, which, in turn, dissatemit to

all index nodes. Subsequently all index nodes dodvthis
message downstream to all other nodes.

t§'2 Peer-power

The goal of this self-configuration protocol is to

P2P networks [18] shows that the capacities of oW guarantee that the number of messages handlednbye

nodes in these systems vary widely, meaning we@esio matches its capacity.

A reasonable approach is one

are bottlenecks in these structured topologies angequiring that the number of connections to a nindthe

unstructured search schemes.

network is comparable to its capacity and that lugpacity

To solve this problem, some approaches, such asodes exist near the center of the network. Tiitte this
Ultrapeers [19] and FastTrack [1], use superpe&rs aapproach, peer-power, a unitless aggregate mea$uhe

gateways for weaker nodes in the system to impthee

efficiency and scalability of unstructured networks measuring node capacity.

resources in a peer node, is defined as the méiric
The peer-power is used to



determine the node's capacity to accept links andess
messages. The proposed approach refines theidredit
superpeer concept by categorizing peers with migdr f
granularity.

Peer-power is measured as a node's estimate of i
capacity to host connections. Although it is imgibke to
qguantify the relevant performance of computers hitsly,
it is possible to define consistent heuristics tsat similar
machines display similar values, with the relatfops
among values corresponding to true
differences.

In essence, the metric should reflect three facts:
Diminishing Returns. The capacity increase tends

to be sublinear with respect to the increase in

available resources such as bandwidth, CPU powe
or memory.

Weakest Component Domination: The capacity of

a system is limited by its weakest component.
Uptime: The only available estimate of a node's
stability is its uptime in the P2P network. The
stability does not directly impact the capacityttod

performance

When a network node joins the P2P network, it calls
Node_Join, which, in turn, calldink_Creation, to self-
configure into the P2P network.

tSAlgorithm 1: Node Join
n callsLink_Creation MIN times
if On'00 N(n),capacity(n) > capacityn') then
locate indekusing path of random parents
from a random node in the network
if number of indices less théog|V| then
n becomes index
ese
n creates link to
if degreq(i) > capacityi) andi has a chila
with two or more pareritsen
i severs link withc
end if
end if
end if

r,

node, but rewarding nodes with a high uptime is Algorithm 2: Link Creation

practically effective in P2P networks.
With these considerations, the following formula is
proposed for computing the peer-power of a nade
pp(n) = MIN (a og(BW / BWy, ), 800g(CPU/ CPU ;i ), B
yog(RAM/ RAMi, ) + MAX (0, 8 og(UT /UT i ))

In this equationBW, CPU, RAM, andUT are the network

bandwidth, the CPU power, the available memory and

uptime for noden respectively, whileBW,, , CPU i, , and

RAM,, are the respective minimum values of the network

bandwidth, the CPU power, and memory recorded en th
index nodes in the P2P network. This formula cegstuhe
available parameters into a single unitless valb&hvcan
be used to differentiate among the capabilitiethefnodes
on the P2P network. Peer-power directly correspdiod
the number of connections a node can support.

coefficientsa, B, y, andd are used as weighting factors,

which are decided by the different focuses of tigP P

networks and applications. Their values can also be

identified through experimental studies.
4.3 Network Configuration

JOIN and LEAVE are the two fundamental operations i
the self-configuration process for P2P networks.ndsle
uses the JOIN operation to enter the P2P netwaoid,tlze
LEAVE operation to exit. The JOIN protocol uses a

random walk originating from one of the index nodes

toward the edge of the overlay network to locapear for
an incoming node. As beforeN(n) represents the
neighborhood of in our algorithms below, whil¥ is the
set of nodes in the P2P network G.

JOIN: Noden isjoining network G.

The

n transmits link request to any existing nade
while n' is not an index noddo
n' selects random paremt
n' passes link request o
n'=p
end while
n' selects random index noie
let n'=i
while degree(n') > capacityn') do
if n" is an edge noddnen
link creation fails; return
ese
n 'selects random chilcl
n 'passes link request to
letn'=c
end if
end while
n' creates link ta

When a new node wants to join the P2P network, it
contacts any existing nodg]Vy. Then noden transmits

a message containing the address @d a random index
nodei, which creates a link witm if possible. Ifi is
already at full capacity, the message is transtitie
another index at random, and then downward usikg th
random walk method, with the first node not alreadyull
capacity creating a link witlm. The links created using
this mechanism are as close to the core nodes smibfm
As a result, this approach minimizes the netwodntdter,
reducing workloads on the weaker edge nodes. Mode
will request up toMIN connections from the P2P network



using the same mechanism, whewN is the minimum
number of neighbors required for a node. nlthas no
parents after creatinlIN links, it must become an index
or create a link with one. However, making an indede
from each node which does not have a parent ifeastble
as the number of such nodes grows linearly withstbhe of
the network. Rather, the number of indices shdugd
limited to a maximum valuéog |V, |. If a joining node

may cause this limit to be exceeded, no new indidixbe
created. Instead, this new node locates and ereatimk
with an existing index. Since these additionakdirmay
overload the indices, such an overloaded indexanay an
existing link to a node that has another parent.

A simple network having two index nodes is shown in

Figure 5, with the number in a node representiagéer-
power. The solid lines
relationships, with the node having a higher pemwvey
being the parent node. The secondary connectitweba
indices is represented by the dashed line.

Figure 5. Basic NetworKk.

LEAVE: Node n leaves network G

When a noden'I N(n) detects the failure of node

due to connection timeoubode Exit is invoked. Upon
detecting this failure, its strongest non-overloaded ahild

will drop its existing connections, creating new ones with
all neighbors of, thus preserving the local structure of the

network. In turn, node must be replaced by one of its

indicate parent/child peer

new links following the JOIN protocol. Consequently, each
node is required to be aware of its neighbors as well as its
parents. An announcement of the failure of nodeust be
transmitted to the indices via a random upstream path to
invalidate any cached information of its files. If

N(n)=MIN , wheren was a neighbor ofi, the network

reconfiguration process completes. Otherwise, node
must follow the JOIN protocol to establish new links.

Algorithm 3: Node Exit
n' transmits exit notification to an index node via
path of random parents.
Indices transmit cache invalidate messages.
if n'Ochildren(n) and Oc Ochildren(n),
capacityn') >= capacityn) then
n' drops its existing links
n' creates links with all peers of
end if
if degreg(n) <MIN then
useLink_Creation on n' to reassert invariant
end if

For example, the topology of the network following the
departure of node 4 from the network depicted by Figure 5
is shown in Figure 6. The stronger child, 8, has assumed
the links formerly held by 4.

Figure 6: Network following removal of node 4.

children. This process is propagated toward the edge of the ) )
network. Since node is a child of noden, its capacity is 44 Caching Assisted Query

lower than that of; as a result, the operation may overload A primary objective of the P2P network is to locate files
¢. If nwas an index node now becomes an index node i reliable queries efficiently, meaning that any node

and forms secondary connections to all other indicesn If st e able to obtain an accurate directory listing and file

was an edge node, hence, with no children, any of itgetadata with minimal latency. Creating a view of the
neighbors whose link count falls below MIN must create



namespace by querying every node on the network igssisted query and invalidating mechanism are ibestr
clearly not feasible; rather, more practically, anplete  below.

view is obtained from well known sources. A simple

approach is to rely on the indices responding tereev SEARCH: Noden triestolocatefileF.

directory query. To achieve query efficiency, theex

nodes maintain a complete view of the P2P netw@&ikce Algorithm 4: Search
the majority events in file sharing P2P systemsragals, while n is not an index and
directory queries outweigh updates, making caching n has no cache line f& do

directory data advisable.  Taking advantage of the

. . , n selects random parent
hierarchical nature of the self-configured P2P tayer

network proposed here, each node maintains a view letn = p

representing the union of its descendants. A qusry end while

propagated upstream until an authoritative respeasebe if n has cache line fdf then

made at an index node. This response is unicadted) transmit affirmative query response along

the reverse path back to the initial query nodeh veiach reverse path to source;

intermediate node caching the file information. tufe create a cache line férin each intermediate node.
queries for the same data in the same region of2R else

overlay network may henceforth be serviced without transmit negative query response along sever
accessing the indices. This caching-assisted query path to source.

approach exploits the storage power of nodes t@rezeh end if

network functionality.
The information cached in the intermediate nodes
regarding a file must contain at least four fieddsshown in When a query for fileF is issued from node, it is
Figure 7. The file name is a key by which querdes forwarded via a random upstream path. Any ancesitbr
matched, with the owner identifying which node totle a cache line forF responds with a unicast message,
requested file. A source field indicates the pafeom  appending the child from which the query was resgiv
which this cached information was obtained, andstadf  All nodes on the reverse path cache the responkertefit
interested children indicates which have requestefuture queries. When creating a cache line, thdeno
information regarding the file. The latter twoldie are informs the parent from which the response wasivede
necessary to ensure cached data can be invalidatéfdhe link to that parent is severed or an inval@message
effectively when the file is removed or a link ses@@ The for the cache line is received, the node forwards a
cache line used in this approach is very small\aifidhot invalidate message to any children which have regde
take much disk space from the peer nodes. A caabpar the cache line.
approach is currently used by web browsers, whath on For instance, in the P2P network illustrated inuFég8,
cookies to assist queries or session maintenance. two files f1 and f2 are located at nodes 8 andspeetively.
The indices and the nodes which own the files ra@int
cache lines at all times. The information cacbgdthe
intermediate nodes following a query for f1 by Nodés
Figure 7: Cacheline. shown in Figure 9. When a query for file f1 isuied from
node 7, the message is transmitted along a random
When a file is deleted or the node that holds ileefdils, upstream path via node 4 to an index node whichiges a
its cached information must be purged from the ndtw response along the reverse path. Nodes 7 andadecre
Since only part of the network probably has cactlath  cache lines indicating node 8 is the owner of fIhen,
regarding the file, broadcasting a global cachellidate node 1 adds node 4, and node 4 adds node 7 asstetr
message is unnecessarily expensive. Hence, @cisssary children. Using the self-configuration protocofslasearch
that each node retain a list of children who haaguested mechanisms, the semi-structured P2P network disé&sh
information about a given file, so that the invatel the workload to fit the node capacity distributiorsince
messages are forwarded to those children only. alB®c read operations are expected to outweigh updakes, t
links may be severed to avoid overloading indices a caching-assisted querying reduces workloads ointliees.
nodes may fail, these partially broadcasted ineddid Unlike in the approach of globally replicating ditery
messages may be prevented from reaching theinformation, in this method only those nodes irgezd in a
destinations. To avoid leaving stale cache lineghie file cache its information. If a file is unpopuldts data
network, each cache line must contain the sourde fram  will not be frequently cached, reducing the ovethed
which the information was acquired, so that cadhe ¢an  unnecessary cache invalidate messages.
still be invalidated if the link is severed. Theching-

filename| owner source interestieittren




network performance enhancement achieved by the pee
power based self-configuration protocol requiresleation,

as does the improvement of query efficiency contegd
from caching.

The quality of the self-configured network was
measured by observing the eccentricity of the egli@s it
is an indicator for expected search latency anekaanable
estimate of the graph diameter. The number of agess
processed by each node due to node creation, nadtle e
query requests and query responses was measurbd wit
caching enabled or disabled.

It is assumed that the peer-power of each node,
independent of the arrival time and duration, i§armly
distributed with a mean . A uniform distribution assumes
that newer nodes are not more powerful simply lofugi of
being newer. The peer-power of a node, which sigasd
when the node is created, remains static througitsut
lifetime. It is further assumed that the minimuomber of
connections for any node MIN. The parameters used in
these performance studies were-15 and MIN =6. The

simulation results are averaged over five trials.

5.1 Relationship of peer power to node workload

The ability of the P2P network to distribute workits
in proportion to node capacities was studied bysueag
the number of messages processed as nodes entexkiaind
the network. This simulation was run for 1,000,Gluks
with the expected number of nodes to be 5,000. inQur
each tick, nodes may arrive at a probability basedhe
arrival distribution, or depart if their time tové reaches
zero. The relationship between the peer-power nbde
and the number of messages it processes is iledtia
Figure 10. Each bar of the chart shows the tataibver of
messages received by all nodes having a partipdar-
power. Higher workloads are located at those nodest
able to handle the workloads, indicating that tleémork
topology matches the variance of its node capacitie

1000000

Figure 9: Network following a query for filefl.

5. Evaluating the peer-power based self-
configuration protocols

Q
8
8

As in the study of small-scale P2P networks, Sitmuma
is used to evaluate the feasibility of the protecahd
algorithms for large-scale P2P networks. Using shme
simulation model, the join and exit activities afdes in the
P2P network are modeled as a standard M/ldeue. The H H H H
effectiveness of a large-scale P2P network candssuored 1000 HHHHHHH N
in several ways. In terms of the JOIN and LEAVE 8 12
operations, it is important to confirm that the déter of

the network remains small and that strong nodegatdg _
toward the graph centroid as anticipated. In éofditthe Figure 10: Message processed vs. peer power .

MessHages Processed
8
8

|

16 24
Peer Pow er




5.2 Efficiency of the peer-power based self-
configuration protocols

Figure 12 illustrates the highest degree to whictode
in the network is overloaded after 500,000 tickshwhe
expected number of nodes varying from 100 to 1,000.

Message handling latencies and the number of ”Od%sing the peer-power based self-configuration ol

involved in message routing are primarily depenaesnthe
distances of the nodes from the indices. The &ffmTess
of the peer-power based self-configuration protecol
studied here is evaluated by comparing it to a Staitike

no node is forced to accept more than five linkexoess of
its capacity. However, using a policy of creatiimis with
random peers forces in excess of one hundred @ckrlo
links to some nodes. The simulation results shuat the

approach whereby random links to existing nodes argroposed self-configuration protocols are effectivéerms

created.

12
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Figure 11: Index Eccentricity.

As discussed previously, the number of index nddes
bounded bylog|Vy |, and index nodes accept overload

connections if an excessive number of locally maxim
nodes are created. Bounding the number of indelesi0
can maintain a small diameter for the network,nakcated
by the simulation results depicted by Figure 11winich
the eccentricity of the index nodes is logarithmigh
respect to the size of the P2P network self-condiduby
the proposed JOIN/LEAVE protocols.

An overload forces some nodes to exceed their watkl
capacities, thereby degrading system performandée
degree of overloading using
configuration protocols is compared with that ofating
links with random peers.
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Figure 12: Node Overload.

these proposed self

of minimizing node overload.
5.3 Effectiveness of index based queries

The searches in Gnutella-like unstructured netwarks
costly because queries are untargeted. |If theilplitysof
false negatives is unacceptable, search distanuaotde
limited by a maximum hop count or time to live dfet
query message. Rather, all nodes on the netwagk ar
required to receive all query messages. Sincesodan
unstructured P2P network are not aware of network
topology, they must forward all messages to alginleors.

As a result, every node receivelegree(n)-1copies of
query messages for every query. On the other hasidg
the index-based query mechanism proposed here egduc
the query cost to the number of hops needed tchraac
index node from a source node.

To illustrate the advantages of this index-based
searching mechanism, a series of simulated seawbes
conducted in the self-configured P2P network. $hme
searches were also run on a Gnutella-like randduliit
network with blind breadth first searches. A netwwith
N =500 nodes was generated, and “files” were inserted at
random nodes at random intervals, with a mean @dQL,
ticks. A query for a random file was issued fromaadom
node at each tick.

—o&— Index Based Search —%— Blind Search
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Figure 13: Query cost comparison.

Figure 13 shows the number of messages handled per
query for query, response, and cache invalidating
operations through 100,000 ticks. The lifetimes ddfile



ranged from 100 to 1,000 ticks following creatiéiihen
the lifetime of a file expired, it was purged, ataah
invalidate message was passed to any interestezbnoiks

optimizer neighbor selection protocol is still wosthile
since the overlay network diameter and average node
eccentricity are much smaller.

demonstrated by Figure 13, the average number of For large-scale heterogeneous P2P systems, a peer-

messages needed for each query using the clasatelfan
like approach was significantly greater than thsing the
index-based search approach.

5.4 Benefitsof caching assisted querying

Caching query results at intermediate nodes cahefur
reduce the cost of queries, particularly when fike
accessed frequently before they are destroyedg dine
overhead of invalidate messages is relatively lovio
investigate the benefit of caching query resuhs, $earch
simulation was performed with both caching enatded
disabled.

power ranking based mechanism is proposed to self-
configure  semi-structured  overlay networks  for
heterogeneous P2P systems. An index-based quesynsc
is also proposed for peers to search documentseifP2P
network. Performance studies have demonstratddthiba
proposed self-configuration protocols and seardiese
are efficient and viable. The self-configured R#&Rwork
has significantly lower query cost than traditio@alutella-
like P2P systems. In addition, a caching-assisfeery
mechanism is proposed to exploit the surplus stopayver

of the peers, further improving the query efficignc

The efficiency of the query mechanisns wa Caching-assisted query permits a quicker respowse t

measured by the number of messages needed per apierysubsequent queries for popular data without inogrthe

depicted in Figure 14. As expected, search wititaahing

excessive overhead of globally replicated directory

queries at intermediate nodes required up to 40%e mo information.
messages even if the extra invalidate messages were Currently, for small-scale P2P networks, the cdshe

included in the caching-assisted query mechanism.
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Figure 14: Benefit of cache assisted queries.

6. Conclusion and future studies

This paper proposes and evaluates different pristoco[3]

for individual peers to self-configure the P2P daer
networks in various network environments. For $ioedle
homogeneous networks, an optimizer peer
protocol was proposed and found to be superiorthero
peer selection protocols, including random, ega@iktuist

and greedy protocols, in terms of P2P overlay netwo

diameter and node eccentricity. The optimizer quoot
considers both the physical and the logical netwaténcy
in neighbor selection, attempting to minimize tliéedence
between the physical and the logical network distan

selection

proposed peer selection protocols in terms of netwo
traffic overhead is being investigated. A possixddution

to reducing this cost during the P2P overlay neftwor
configuration is to require peers to cache onlypiimfation
about a small set of network nodes. For largeeseaP
networks, studies are currently conducted to asHess
viability of the proposed peer-power estimate byagoging
the actual connection capacities of nodes in coisparto
their estimated capacities. In addition, consitgrfile
replication and including file metadata in cacheed may
be used in cache-assisted query mechanism to avoid
unnecessary contact to the file owners.
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