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Abstract

The Foundations 2004 Workshop
focused on risk assessment and risk
mitigation as they relate to veri-
fication, validation, and accredita-
tion. Risk and uncertainty are pri-
marily due to lack of information
during decision-making. Therefore,
we take decision-making as the con-
text for verification, validation, and
accreditation.  The state of the
art of decision-making is reviewed.
The research of Klir and Weirman
relating to information and infor-
mation theories is reviewed, which
leads to reviews of uncertainty and
risk analysis. 'The material is il-
lustrated using a simple modeling
and simulation example. Recom-
mendations are presented on incor-
porating decision-making into verifi-
cation, validation, and accreditation
processes.

Decision-making, fuzzy arith-
metic, interval arithmetic, information.

1 Introduction

The central theme of the Foundations 2004
Workshop on Verification, Validation, and
Accreditation (Foundations 2004), held at
Arizona State University on 13-15 October
2004 [?], was the role of uncertainty and
risk in verification, validation, and accred-
itation (VV&A). Unlike Foundations 2002,
which documented the state of the art
in VV&A, Foundations 2004 was a work-
ing research meeting with broad represen-
tation from academia, Department of De-
fense (DOD), Department of Energy (DOE)
National Laboratories as well as significant
foreign participation. The majority of the
presentations explored risk, risk assessment,
uncertainty and uncertainty quantification.
These presentations approached the subject
from a standpoint requiring significant sta-
tistical expertise; however, many, if not
most, VV&A decisions are made by non-
statisticians. Hence, there appears to be an
education requirement if statistical VV&A
processes are to be integrated into system de-
velopment because of the levels of expertise
needed to interpret results. One approach to
such education is to adopt a decision-making



model because risk and uncertainty are natu-
rally addressed in that paradigm. A decision-
making approach to VV&A can be supported
by developing computational libraries for un-
certain systems theory, probability, and alter-
native arithmetics.

The next section reviews the state of
the art in decision-making, while Section 77?7
considers the long history of psychology and
mathematics in support of decision-making.
Section ?? introduces work by Klir and Weir-
man relating to information and information
theories, and Section ?? reviews uncertainty
and risk principles. Section 77 relates the
material to the modeling and simulation ex-
ample. Finally, Section 7?7 presents the rec-
ommendations.

2 VV&A and Decision-
Making

While VV&A is often defined in terms of
questions to be answered, an alternative ap-
proach is to consider it as decision-making
processes, allowing for the incorporation of
four centuries of research. The most impor-
tant issues regarding decisions are the frame
of reference and the inclusion of the decision-
maker’s value sets.

Assumptions. Decision-making pro-
cesses are carried out by rational decision-
makers. In the modeling and simulation
(M&S) context, there are often multiple
decision-makers who must share a single
frame of reference (frame). This frame of
reference, which is primarily terminological,
serves as a context for the definition values
needed to specify a context. In addition, it is
assumed that the decision must be made in
an uncertain environment.

Frame of Reference. Of all VV&A
process components, the frame of reference
is the least discussed, albeit perhaps the
most important. The frame of reference, or

“world view,” involves the implicit assump-
tions, methods, metaphors, among others,
that go into a VV&A decision, providing the
context in which it is made. At Founda-
tions 2004, it was evident that there were
at least two frames of reference: the De-
partment of Defense and the Department of
Energy. Kilikauskas and Hall [?] described
the DOD frame, and papers by Logan and
Nitta [?] plus the paper by Pilch, Trucano,
and Oberkampf [?] described two frames of
reference of the National Laboratories. The
focus of the DOE workers at the Workshop
was, and still is, the nuclear weapons stock-
pile, primarily a computational science and
engineering (CSE) problem, a term denoting
modeling and simulation typified by complex
physical models. CSE VV&A has an entirely
different frame of reference than many DOD
VV&A efforts, including fundamental differ-
ences in the definitions of basic terms.
Methodological Assumptions.
Since the decision-makers seek to clarify the
situation as best they can, it is assumed that
they will have goals and objectives that are
part of the decision and that they will be
able to measure their “levels of satisfaction.”
These levels of satisfaction are measure-based
values in a particular frame of reference.

3 Decisions

Research into the subject of decisions un-
der uncertain circumstances has a long his-
tory, the earliest example being Blaise Pascal
and Pierre de Fermat, among others, who,
in 1654, considered decisions that arise in
the gambling context [?]. Jacob (James)
Bernoulli is generally considered the founder
of statistics with his Ars Conjectandi (1713),
while Pierre Simon de LaPlace in Théorie
Analytique des Probabilités (1812) was the
first to consider systematically probability
and statistics in science and in other prac-



tical problems. While mathematics can help
justify a decision, decision-making is essen-
tially a human activity and, hence, primarily
psychological in nature. As a result, decision-
making is inherently a modeling exercise; in-
deed, many non-CSE models arise from the
need for more information in the decision-
making process.

It has long been established in psy-
chology [?] that human performance in prob-
abilistic inference is suspect. In 1982, Kah-
neman et al. [?] proposed a unified, problem-
solving view of decision-making based on
John Dewey’s problem-solving paradigm:

1. Clearly state the problem using the
proper vocabulary.

2. Establish goals, including the con-
straints and the criteria.

3. Gather relevant information, -clearly
listing what is known and what is not,

addressing cases and/or experiments to
decide.

4. Generate possible solutions.

5. Apply the constraints and criteria by
conducting thought-experiments or de-
veloping prototypes; develop more tests
and experiments.

6. Synthesize a solution, testing it as com-
pletely as possible.

7. Evaluate and test; review.

This systemization has led to a new
understanding of classical decision-making
that assumes infinite time and resources,
leading Zsambok and Klein [?] to investigate
decision-making in the context of short time
frames, now known as naturalistic decision-
making.

Zsambok et al. list six parameters for
decision-making;:

1. Situational awareness

2. Option evaluation

3. Fluidity of the situation
4. Ambiguity of information
5. Stability of goals

6. Time constraints

7. Previous experience

While these are sufficient to categorize com-
mon “decision theory” approaches, many
standard engineering practices, such as re-
liability analysis, are decision-making ap-
proaches.

4 Information

Fundamental to decision-making are the is-
sues of information, uncertainty, and risk.
Lack of information leads to uncertainty. In
this context, information is not Shannon in-
formation, but nformation as a measure of
the ability to distinguish among states. To
describe these states, a model of information
is needed. Klir and Weirman [?, ?] were the
first to describe alternative information mod-
els in relation to the alternative forms of un-
certainty quantification.

An information model is defined as
a model in the decision-makers’ frame of ref-
erence relating the decision model to the un-
certainty and risks.

5 Uncertainty and Risk

VV&A are the decision processes for justify-
ing the underlying model in a specific frame,
meaning deciding whether or not the model
or simulation fits into the knowledge repre-
sented within the frame. Uncertainty is an in-
evitable outcome of attempting to justify new
knowledge because some accepted knowledge



in the frame may be at odds or even contra-
dictory to that new knowledge being intro-
duced. Rhetorically, it might be asked which
warrants for knowledge are correct and how
much of the old knowledge needs to be pre-
served.

Although Foundations 2004 focused
on epistemic (lack of knowledge) and aleatory
(fundamental variability) uncertainty, there
are others. The judgment literature de-
scribes informational uncertainty as the in-
ability to distinguish alternatives from one
another. Fuzzy logic introduces lexical un-
certainty brought on by inherent vagueness
in language.

To develop information models, meth-
ods for identifying uncertainty and then
quantifying it must be developed. Klir and
Weirman describe several such models of un-
certainty quantification [?]

e Bayesian. The Bayesian (or subjec-
tive belief) interpretation of probabil-

ity is that it measures strength of be-
lief.

e Frequentist. The frequentist interpre-
tation of probability is that it measures
chance as the long-run percentage of oc-
currence of events.

e Fuzzy. Fuzzy logic is based on the con-
cept that set membership is not “all or
nothing.” The fuzzy community has de-
veloped mathematical theories through
measure theory with classical theories
as subtheories. Fuzzy measure the-
ory includes standard measure theory,
which supports axiomatic probability.

e Possibility Theory. Possibility the-
ory allows reasoning to be used on im-
precise or vague knowledge, making it
possible to deal with uncertainties on
based this new knowledge.

e Imprecise Probability. Imprecise
probability is a generic term for the
many mathematical or statistical mod-
els which measure chance or uncer-
tainty without sharp numerical prob-
abilities. These models include be-
lief functions, Choquet capacities, com-
parative probability orderings, convex
sets of probability measures, fuzzy
measures, interval-valued probabilities,
possibility measures, plausibility mea-
sures, and upper and lower expecta-
tions or previsions.

Helton and Oberkampf [?] chaired a work-
shop in which many of these alternatives
were tested against two test problems with
very mixed results. Personal discussions with
William Oberkampf lead the author to share
his conclusions that possibility theory and
imprecise probability theory are too undevel-
oped at the current time for serious VV&A
usage. On the other hand, fuzzy simulations
have reached a level of sophistication to be
applied to engineering problems; see [?]. The
Helton and Oberkampf [?] experiment should
be pursued.

A comprehensive review of decision-
making literature by Zsambok and Klein de-
scribes fifteen standard models of decision-
making approaches. But those approaches
are developed on either Bayesian (subjective)
or frequentist accounts. Clearly, extensions
to alternative models for decision-making are
required.

6 Impact on Modeling
and Simulation

Current practice in M&S is to develop a sim-
ulation based on a model and then use statis-
tics to validate it. The research proposed here
is based on alternative models of arith-
metic and the use of uncertain systems



[?7]. By addressing uncertainty from the be-
ginning of the project, the question of vali-
dation is naturally developed within the sim-
ulation framework. For a complete example,
see Chapter Seven of [?].

The principles are in place for such
a program: interval arithmetic is supported
in both Fortran and C++ by Sun Micro-
systems. Correct interval arithmetic directly
supports fuzzy arithmetic, which can be used
to model probability distributions. In addi-
tion, there are paradigms for simulations that
can include alternative arithmetic or stan-
dard arithmetic, such as simulated anneal-
ing and discrete event simulations. Although
these technologies are well-developed, they
are not in the main stream M&S applications,
partially due to the lack of exposure to simu-
lationists and partially due to apparent per-
formance issues.

A simple example of these concepts
can be illustrated, in the spirit of Helton and
Oberkampf, using a sophomore physics prob-
lem:

Consider a compact object falling
from the top a cliff for which
only approximate height data is
known. How long will it take for
the object to reach the ground?

While the appropriate physics is known,

2 d

4~ =g+ D() 1)
There is a range of values for both ¢ and
D; in fact, it is not even be certain that
D # 0. Compounding the problem is the
possible fuzziness of the height data. Assume
D =0, g =[9.7,9.9] meters per second per
second and the height as h = [119.5,125.0]
meters. Using Sun’s £95 interval implemen-
tation, t = [4.90,5.08]. The interval value
for t contains the shortest (4.90) and longest
(5.08) times consistent with the input, but it
does not indicate the most likely value.

To compute the most likely value,
we use fuzzy arithmetic. For this exam-
ple, triangular numbers are used. Let g =
(9.7,9.8,9.9) with 9.7 being the low bound,
9.8 being the most likely value, and 9.9 be-
ing the high bound. Similarly, let h
(119.0,120.0,125.0). Using this value, ¢
(4.90,4.95,5.08). Notice that the fuzzy value
is within the interval arithmetic value, as it
should be.

If D # 0, then the problem is much
more difficult because Equation ?? is solvable
for ¢, but the result is not very intuitive:

_ log(cosh(tyg — ay/Dg))
D

For illustration, the problem is solved instead
by using a numerical algorithm. We obtain
the fuzzy numbers:

Condition  Height Drag Time
Constant  Coefficient

Minimum 119 9.7 0.0 4.97

Confident 120 9.8 0.2 5.35

Maximum 125 9.9 04 5.74

Notice that there is a 1.5% error in the mini-
mum time between the algebraic answer and
the numerical answer. It turns out that the
simple expedient of changing the rounding
mode does not solve the problem, indicat-
ing that different numerical algorithms are
needed. This numerical error also illustrates
how uncertainty is naturally introduced into
the VV&A process: How does the numerical
answer relate to the algebraic answer? What
are the risks of using one or the other?

7 Conclusions

Foundations 2004 was organized to report on
research in risk, uncertainty, and uncertainty
quantification. However, a more fundamental
result becomes clear: the understanding that



VV&A is ultimately better understood in a
decision-making context. Hence, two recom-
mendations are proposed.

Recommendation 1. We recom-
mend that VV&A processes be formulated
with decision-making research as a guide-
line. The fundamentals of decision-making
are closely related to problem-solving, as
made clear by Kahneman, Solvic, and Tver-
sky.  However, the research of Zsambok,
Klein, and others have shown that the the
problem-solving paradigm may not be used in
practice by many decision-makers in certain
situations. The psychology of expertise and
decision-making continues to be a active area
(7, ?7]. It is clear that working management
with VV&A responsibilities must be able to
understand and develop uncertainty models
as a natural part of decision-making. Edu-
cational programs must be developed to sup-
port VV&A practitioners.

We propose that VV&A develop in-
formation models based on the standard ap-
proaches used in decision-making and based
on the problems themselves. For example,
CSE models will continue to be evaluated us-
ing sophisticated statistical methods devel-
oped especially for the problem at hand; we
should not expect those methods to work in
all situations. There are wealth of tools in the
business risk market that bear evaluation.

Recommendation 2. Our second
recommendation is that M&S practice focus

should be modified to include uncer-
tainty issues in models.

2. We must develop trusted software li-
braries and language platforms that al-
low simulationists to develop simula-
tions of uncertain systems.

3. Research must be undertaken to ex-
plore alternative forms of uncertainty
and uncertainty quantification. Klir
and Weirman note that the various
types of uncertainty quantification are
not fully explored. But the various
forms of uncertainty quantification can
only be used after a model of uncer-
tainty has been developed.

4. The alternative models of uncertainty
that have appeared in the literature are
not as developed as the axiomatic prob-
ability systems. It may well be too soon
to know whether or not these alterna-
tive systems will provide new insights.
One aspect of the Klir and Weirman ap-
proach that has been overlooked is the
focus on information theories. The au-
thor first discussed the decision making
paradigm with information focus in [?].

5. We recommend that an organized effort
be made to evaluate these alternative
formulations to extend the results of [?].

on modeling and simulation of\ qHgest@in] edit. We recommend that case studies be de-

systems, systems in which uncertainty is a
fundamental part of the modeling and simula-
tion design !. This focus can be accomplished
in several ways.

1. Modeling and simulation education
must integrate the uncertainty present
in models into simulations that can pro-
duce information useful in quantifying
that uncertainty. Engineering and sci-
ence courses, traditional CSE courses,

velped educate developers on the cost/
benefits of VV&A.

We have implemented an extension to
Sun’s £95 compiler that computes fuzzy func-
tions. We can develop supporting libraries,
which will require that the appropriate nu-
merical analysis and numerical methods be
explored. This development will be driven
by the need for tutorial programs.

Laplace, “It is remarkable that a science which began with the consideration of games of chance should
have become the most important object of human knowledge.” Théorie Analytique des Probabilitiés (1812).






