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Abstract

This paper considers central issues of distributed com-
puting in a mobile environment. Its aimis to light on the
first brick of a common view for mobile systems. We pool
together mobile systems and analyze themfrom different an-
gles including architecture and computability aspects. We
show that mobile systems (i.e., cellular systems, ad hoc net-
works, peer-to-peer systems, virtual reality systems or co-
operative robotics) are basically confronted with the same
problems, hence it is useless to maintain the actual “ mis-
leading” barriers. Due to important similarities between
the different mobile systems we claim that the next logi-
cal step in building a common view is to design a model
which conceptually should unify them by providing an ab-
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exclusion and leader election). We conclude by presenting
our opinion on open problems or possible future research
directions in mobile systems.

2 MobileWorlds

In this Section, we show that thdobile System appel-
lation is not restricted to wireless mobile systems, but in-
cludes several research areas. Typically, we observe that
different research communities converge towards an archi-
tecture design of systems characterized by the notions of
position and mobility.

2.1 Mobile Systems

stract description of the parameters which distinguish these
systems from classic distributed systems. Moreover, in the
new model, the fundamental problems of distributed com-
puting (i.e., (k-)mutual exclusion, leader election or group
communication) should find appropriate specifications.

In this Section, we present characteristics of some popu-
lar mobile systems.

Cellular Networks In Cellular Networks, a base sta-
tion manages an area of world callegll. Mobile hosts are
connected with the base station of the cell to which they
belong. Moreover, the mobile hosts cannot establish a di-
rect connection between them, they rely on a base station to
communicate. Interconnected base stations and cell shapes

The distributed computing area includes henceforth mo- are traditionally fixed in mobile phone systems.
bile systems (i.e., cellular and ad-hoc networks, peer- Ad-Hoc Networks Ad-Hoc Networks differ from Cel-
to-peer systems, mobile virtual reality and cooperative lular Networks in not relying on any specific infrastructure.
robotics). The classic models and solutions are not adapted=ach mobile host can send messages to the nodes within
to mobile worlds hence new models, new problems and ob- its transmission range. Moreover, it can route messages on
viously new solutions should be designed. This paper advo-behalf of others. That is, two mobile hosts can communi-
cates for the creation of a common view for mobile worlds cate either over a direct wireless link or over a sequence of
based on the similarities between them. In the sequel wewireless links including one or more intermediate nodes.
present in an informal manner the main characteristics of  Peer-to-Peer Systems A Peer-to-Peer system is a dy-
what are usually referred as mobile systems, then we de-namic and scalable set of peers that distributes the cost of
scribe the elements on which should be based the design ofharing data. Each peer can join or leave the system at any
a mobile system model and finally present in an exhaustive moment and can communicate with any other peer under
manner the models proposed so far in the mobile systemsthe only hypothesis that the two peers are aware of each
literature. We continue our investigation with the problems other. The main characteristics of peer-to-peer systems are
solved in mobile systems starting with specific problems. the ability to pool together and harness large amount of re-
Then we present solutions provided so far for some funda- sources, self-organization, load-balancing, adaptation and
mental problems in distributed computing (i.e., (k-)mutual fault-tolerance.

1 Introduction
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Shared Virtual Reality Systems In general, a Virtual peers, while non super-peers are connected to one unigue
World means a technology for moving through and interact- super-peer following a classic client/server paradigm. Since
ing with a three-dimensional computer-generated environ- the number and the type of clients per super-peer can vary,
ment such that the experience is perceived to be real. Shareduper-peer networks are not symmetric.

Virtual Environments are inhabited by interconnedeti-

ties driven by users (avatars) or by computer (virtual ob- 3 Modeling a Mobile World
jects). Entities, characterized by a position in the virtual

world, enter and leave the world, move from one virtual

place to another and interact in real-time. In the real world, veryélrlstf Steﬁ in modeling a dlstt)nbuted system is to
which virtual environments emulate, entities have a limited find @ model for the communication between system enti-

area of interest. Thus, a walking person typically has an ties. In classic static distributed systems, communications
area of interest of only several hundred meters. So, in a '€ modeled by a graph whose nodes represent the proces-
virtual environment, entities need only to be aware of each SO'S and the edges represent the physical links between the
other within immediate surroundings processors. In the following we first show that in mobile

Cooperative Robotics and Nanorobotic Systems A systems the communication graph may not reflect the phys-
cooperative robotic system is a collection of robots which ical connc(ejctllogs pethefn SyStﬁm lent|t|e§_.l we tPen present
are organized in a single coherent team. The main differ- SOme models designed for particular mobiie Systems.

ence between classic distributed mobile systems and coop- o .

erative robotic systems is the requirement that robots should3-1  Preliminaries

control their own motion. The fundamental difference be-

tween the nanorobots and the cooperative robots is their3.1.1 Position and Communication Graph

ability to re_produc_e themselves (i.e. produce at any mo- In order to define the communication graph of a mobile sys-
ment physical copies of themselves). [7] surveys cooper- o ; X o .
tems it is important to precise the notion of position and its

ative (nano)robotics systems pointing out similarities be- impact on the system topology. Hence, we distinguish two
tween these systems and ad-hoc networks.

classes of mobile systems: systems subject to physical or
. . applicative constraints, and free (or non-constrained) sys-
2.2 MobileArchitectures tems.
Constrained Systems In mobile systems based on wire-
From the architectural point of view, we distinguish pure less transmission, the notion of position corresponds to the
systems (also called uniform systems) and hybrid systemsphysical location of the mobile hosts. Due to the lim-
(also referred as hierarchical systems). ited transmission radius of the wireless links, a mobile
Pure Systems A mobile system is referred gsire when host can communicate only with physically closed mobile
all participants have equal or similar role. Nodes have hosts. Hence, there is a natural correlation between physical
identical capabilities and responsibilities, and all commu- neighboring and the links in the communication graph.
nications are symmetric. Among the different mobile sys-  Entities in a shared virtual reality environment are in-
tems, peer-to-peer implementations like Gnutella [12] or terconnected through non-constrained links. They have the
Freenet [6] are relevant examples of pure systems. Despiteability to connect with any other entity present in the sys-
the heterogeneity in transmission ranges, ad-hoc networkstem. In this case the application does impose constraints in
are pure systems, in which all nodes are simultaneouslyorder to be conform to the reality. Since the entities must
server, router and client. An example of virtual reality sys- be aware of their virtual neighbors, there is a correlation
tem based on a pure architecture is Solipsis [18]. between the distance which separates two virtual positions
In pure systems only a local view is accessible, hence and the edges of the communication graph.
the application design is more fastidious due to the system Overall, a node in the communication graph is character-
symmetry. Instead, a pure system offers as main advantages#zed by its position and the edges are function of the nodes
its scalability, no additional cost for the infrastructure main- position. The communication graph of the constrained sys-
tenance and its adequacy to the anonymous applications. tems could be modeled by the neighborhood graphs of a
Hybrid Systems In hybrid systems, nodes do not have finite planar set [14].
equal roles. Cellular networks are typical hybrid systemsin ~ Non-Constrained Systems Users of peer-to-peer appli-
which base stations and mobile hosts have different func- cations have no user-specified position and are able to con-
tionalities. The majority of shared virtual reality systems nectwith any other users. The notion of position is based on
are based also on a hybrid architecture. Some peer-to-peea choice of the application. Applications like Freenet give
systems are based on the “super-peers” notion [34]. A to the users a position depending on the keys of requested
super-peer network operates like a pure system for superiles, while in CAN or Chord the position is based on a



key identifier in a virtual d-dimensional Cartesian space. In information table of the super-peer. Instead, if the node goes
Gnutella [12], the position cannot be assimilated to any de- out of its cluster, it has to connect with the super-peer that
termined variable. The only assumption is that a new useris responsible of the host cluster. In this case, the node re-
is the neighbor of its connection point(s). quires the recuperation of informations on this super-peer
Non-constrained systems do not limit connections to and, eventually, all the routing tables of the cluster are mod-
close nodes. Since connections between nodes do not deHied.
pend on the physical proximity, communication graphs are  Note that in some systems the speed is bounded (e.g.,
not conform with the neighborhood graph characteristics. ad-hoc networks), while others facilitate abrupt change of
and virtual structures/models are more appropriate [1]. the position (peer-to-peer networks or shared virtual reality
systems admitting teleportation). In the former case some
adjacent nodes remain adjacent after the motion, in other
words the motion impact on the communication graph is

In classic distributed systems the communication graph is Minimal. In the last case, the motion may be assimilated to
static. In mobile systems, the participants can leave or join & disconnection followed by a reconnection in some other
the system at any time and the connections between parpomt of the network wh_lch_could completely change the
ticipants may be transient due to position changes. Con-topology of the communication graph.

sequently, the communication graph should reflect these In mobile systems the communication graph should be
changes. On the other hand the classic notion of failure able to reflect both nodes and edges deletion or addition.
should change of meaning since in some mobile systemsThe mathematical model the most appropriate is the dy-
there is no difference between a crash and a disconneci@mic graphs [8] model.

tion. In the following we discuss the impact of both connec-

tion/disconnection and node motion on the communication ~ Overall, a model for the communication graph of a dis-
graph representing diverse mobile systems. tributed mobile system should be a mixture between neigh-

Connexion/Disconnection In pure systems, the discon- borhood graphs, dynamic graphs and logical graphs.
nection of a node may induce important modifications of
the communication graph or the lost of system data. For ex-3.2 Modelsfor Mobile Systems
ample, a mobile host in an ad-hoc network may be the only
point connecting two partitions of the network: the discon- In mobile systems models were proposed function on the
nection of this particular node induces network partitioning. Speciﬁcity of each System_ For examp|e in ad hoc networks
In the case of peer-to-peer file sharing systems, some datanodels refer mainly the communication while in peer-to-
files can be found Only at one location. If the node at this peer systems models are oriented in order to optimize the
position disconnects, the data stored in here are lost. search function.

In hybrid systems, node disconnection induce heteroge- Adhoc Networks Models in the context of ad hoc net-
neous modifications of the communication graph or of the works are motion based or application based. The first mo-
structure and the content of the system. For instance if thetion based model for ad hoc networks is presented in [15].
client of a super-peer disconnects the consequences are limm this model, hosts are moving in a three dimensional space
ited, while the disconnection of a super-peer implies that the and each host has a transmission range which could be ap-
set of its clients is suddenly disconnected and a recoveryproximated by a regular polyhedron (authors choose the
procedure should be executed. cube as regular representation). A mobile system is a graph

Node Motion In mobile systems, nodes may move by whose nodes are the cube modeling the range transmission
changing their position. This originates from the physical for every host and an edge between two nodes occurs in
motion or to the application layer. the graph if the corresponding cubes are adjacent. In this

In pure systems where the nodes are connected tosystem authors define two classes of protocols — the com-
their closest neighbors, when a node moves, its neighborspulsory protocols which impose to mobile hosts a specific
change. In this case the moving node opens connectiongnotion schema in order to meet the protocol demands, and
with its new neighbors and closes the connections with the non-compulsory protocols that take advantage of the natural
old neighbors which are further away. The mechanisms thatmobile host movement and are based on the communication
allows new neighbors discovery could be automatic in wire- between hosts which are meeting incidentally.
less networks while it requires collaboration between nodes  In [25] the authors present a layered based architecture
in a shared virtual environment [18]. for group communication in ad hoc networks. The group

In hybrid systems, a variation of position may have two membership layer uses the informations provided by a prox-
different impacts. If the moving node does not leave its imity layer which main role is to find all nodes at distance
cluster, then only the node position will be changed in the d from a mobile host.

3.1.2 Mobility and Communication Graph



Shared Virtual Reality The most inclusive models for  mobile solutions.
the communications in the shared virtual reality is presented
in [3, 13]. Similar to ad-hoc netyvorks, a spatial model is 4.1 Specific Problems
proposed which uses the properties of the space as the basis
for mediating interactions. The entities carry a sub-space . i
calledaura which acts as an enabler for the potential inter- 1 he SPecific problems in the cellular and ad hoc net-
actions. When two auras collide, interactions between the WOrks are in relation with the autonomy of mobile hosts,
entities become possible. Each entity may owns different '0Uting and control of energy. _ _
auras for different media. The autonomy of a mobile host depends on its transmis-
The entities measure their awareness by manipulatingSiO” range, so minimizing energy costs affects network con-
two key notions referred afocus and nimbus, subspaces nectivity and routing efficiency. Current research in ad-hoc
within which an object chooses to direct either its presence @nd cellular networks focuses on associating efficient:
or its attention. Specifically, the more an entitys within ing [17, 31] andenergy reduction [19].
the focus of an entity;, the moreq is aware ofp. Con- The routing problems are also studied in the context of
versely, the more an entity is within your nimbus, the more Peer-to-peer networks. Moreover, real applications (file or
he is aware of you. So, the level of awareness that entity data sharing) of these networks impose the study of meth-

A has of entityB is some function of4’s focus andB’s ods for improvingsearch efficiency [20, 30] andanonymity
nimbus. preservation [6, 12].
Peer-to-Peer Networks Most popular models for peer- In virtual reality systems a specific problem is the opti-

to-peer systems are CAN [27], Pastry [29] and Chord [30]. mal partitioning of the shared virtual world. Techniques in

In the Pastry system [29], each peer has an unique iden-partitioning the shared virtual world and giving to each seg-
tifier. The routing in a Pastry system is realized in a greedy ment its own multicast group are presented in [22]. All en-
fashion. With concurrent node failures, eventual delivery tities belonging to the same segment communicate through
is guaranteed unlegg2 (wherel equals 16) or more nodes ~Mmulticast, so virtual neighbors are connected. Informations
with adjacent identifiers fail simultaneously. on segments are given to entities by a server or an entity

The CAN design [27] is based on a virtual d-dimensional acting as a server. If the partitioning was initially presented
Cartesian coordinate space. At any pointin time the space isas static, different research projects have investigated the
dynamically partitioned among all the nodes in the system. matching between segment shapes and virtual world char-
Each CAN node maintains a coordinate routing table that acteristics (rooms, buildings, etc) [2, 26], adapting seg-
holds the IP address and virtual coordinate zone of each ofment size with entity density or organizing the virtual world
its neighbors in the coordinate space. in a hierarchical database [9].

The Chord system [30] maps keys onto nodes using a
consistent hashing technique. A node’s identifier is chosen4.2 General Problems
by hashing the node’s IP address, while a key identifier is
produced by hashing the key. Each Chord node needs “rout-
ing” information about only a few other nodes. Because the
routing table is distributed, a node resolves the hash func-
tion by communicating with a few other nodes.

General Model Based on the observation that the re-
current factor in all the aforementioned approaches is the
virtual organization, in [1] the authors proposed a model
which represents the network organization as a multi-layer
system, each layer being characterized by its own communi
cation graph and the logical orientation of the communica-
tion links. In this representation a node can simultaneously
belong to more than one layer at a time.

Resource Discovery Resource discovery is a goal for
almost all mobile applications. When a mobile host in ad-
hoc or cellular networks decides to open the communication
with another mobile host, the underlying distributed algo-
rithms are generally identical to those used in order to dis-
cover/search data in peer-to-peer system. The simplest al-
gorithm consists in flooding the network. Even though the
ends successfully this mechanism is too resource-costly to
“be implemented. Among alternatives, the greedy algorithm
is very popular. When a node receives a message contain-
ing the position of some resource, the message is sent to the
node that is the closest to the carried position among its ad-
jacent neighbors. Despite the fact that the message may not
4 Mobile Computing follow the optimal path on a graph, this routing algorithm

is efficient in a graph with no global view. Note that this

This section first gives some pointers to specific prob- algorithm can fail when the path followed by the message
lems in each class of mobile systems. Then it describesdoes not reach the resource.
some general problems. Finally, it considers a few funda-  Current research in ad-hoc networks focuses on model-
mental problems in the distributed computing area and their ing the network and the routing scheme together, attempting



to optimize some of the relevant parameters of both simul- network partitioning imposes the use of a partition detec-
taneously [14, 18]. tion mechanism.

Information Dissemination In mobile systems the Impossibility Results In the following we show intu-
common techniques in order to diffuse information are itively that it is impossible to provide a deterministic solu-
flooding and dynamic multicast trees. Both techniques aretion to the mutual exclusion problem in a completely dy-
expensive, the former in the number of messages to be senhamic environment (a similar scenario could be exhibit for
while the latter in the additional cost in order to maintain k-mutual exclusion or leader election problems).
the tree structure in a completely dynamic environment. Re- | et us consider the simplest topology (the ring) and as-
cently, another information dissemination scheme, namely syme that the number of processors in the system is 3, in
the publish/subscribe scheme, was proved to be well-suitedg|ockwise ordep:, p» andps. Now, assume that the priv-
to the mobile systems. ilege is held by the processer and that the processor

In the case of peer-to-peer networks publish/subscribe ), changes frequently its position. Assume also that
schemes are constructed on top of two popular object loca-requests the token and just before receiving the tgken
tion and routing substrates, Pastry and CAN. The SCRIBE changes again its position. The new configuration of the
system [4] builds a multi-cast tree per group on top of a network isp;, followed in clockwise sens bys andp;. In
Pastry overlay and relies on Pastry in order to optimize order to be passed i the token is send now by, to ps.
the routes from the root to each group member. The CAN The communication graph changes again such that the new
multi-cast [28] does not built multi-cast trees. The messagesposition ofp, is betweerp; andp; and the token is held by
are flooded to all nodes in a CAN overlay network. Multi- p3. Moreover, the processpk keeps requesting the token.
groups are supported by creating a separate CAN overlayUsing this scenario the processer even if it is the only
per group. processor which is requesting the token may never be the

[16] was the first work which adapted the classic static privileged processor.
publish/subscribe schemes to the cellular networks. In [1] Basically, when the classic specifications of the funda-
the authors proposed a publish/subscribe scheme for génmental problems are imported without modifications the
eral mobile systems. main risk is to not be able to provide deterministic or even

Connectivity The graph connectivity is another com-  propabilistic solutions. Hence, the necessity to redefine the
mon problem for all mobile systems. In hybrid systems, the specifications/problems in order to capture the characteris-
management of communications between key elements oftics of the environment (i.e., dynamicity or mobility) and
the network — super-peers in super-peer based networksio e implementation free. Unfortunately, the specifications
servers in shared virtual reality systems or base station inprovided so far for classic distributed problems in mobile
cellular networks — reduce the risk of the disconnection. environments are mere|y orientated to Speciﬁc imp|ementa_

In pure systems and mainly in ad-hoc networks, some tions loosing in this way their generality.
geometric solutions issued from the 2-dimensional neigh-  \1opile Solutions In the following we visit the main
borhood graphs theory are recently proposed in [19]. The gqytions proposed for the mutual, k-mutual exclusion and
connectivity of ad-hoc networks relies in most general case |gader election. Part of the solutions ([23, 32, 33]) are based
on hypothesis of potentially large transmission range in area s, the reversal schemes of [11] implemented on top of a
with dense population. Because of their non-constrained ;yoted DAG architecture. The idea is very simple: in a
characteristics, peer-to-peer systems are more flexible. Inrgoted DAG every sink node other than the root totally or
particular, when a new node joins the system, the appli- partially reverts its edges. Hence in a finite number of com-
cation can use it to perform another redundant path be-tation steps the only sink of the network is the root. These
tween several nodes. [1] addresses explicitly the connec-yyq schemes are also referred direction orientated schemes

tivity problem in the context of mobile systems. and designed in order to define efficient routing in mobile
systems. The main feature of the two schemes is that, for
4.3 Fundamental Problems every node in the system, there is at least a directed path

from the node to the system root. The main drawbacks is

Classic problems of distributed computing (e.g., mutual that the schemes use unbounded memory and that they re-
exclusion, leader election or k-mutual exclusion) are also quire a fixed (always connected) root.
studied in the context of mobile systems. Implementing  The mutual exclusion algorithm constructed on top of the
these classic problems in a mobile environment is a hard partial reversal scheme assumes that the unique privilege in
problem since in a completely dynamic system it is easy the network is held initially by the root. When a proces-
to prove that these problems have no deterministic solution, sor needs the token it reverts its adjacent edges in order to
e.g., the node disconnection could generate for instance thabecome the new unique sink of the network. The k-mutual
the unique token/privilege in the network. Moreover the exclusion uses merely the same idea the only difference be-



tween the two implementations is the fact that in the latter with network dynamicity and partitioning could be a new
the number of tokens in the network is k and the tokes are directions in mobile computing area.
held by the first k nodes. When a non privileged node re-  What are the appropriate communication primi-
quests the token it reverts its edges till it obtains the first tives? The design of the communication primitives was the
available token. first step in mobile computing research. Hence, the classic

The partial reversal scheme [11] was modified in [24] in communication primitives (e.g., broadcast, multicast) were
order to cope with network partitioning. On top of this new modified in order to cope with a mobile environment and
scheme [23] design their leader election algorithm. Another new ones (e.g., gossip) were proposed. It is obvious that
solution for leader election is provided in [15], the solution every of aforementioned communication primitives has its
uses a regular communication graph. Thus, the providedlimitation (For instance the construction of the multicast
solutions and the proposed analysis are based on networkree is very expensive in terms of control messages and the
regularities. This solutions are not suited to pure mobile main drawback of the gossip technique is the network flood-
systems since their communication graph are not regular. ing). Designing hybrid communication primitives overcom-
ing these drawbacks should be one of the priorities in mo-
bile computing.

What arethe most adapted simulator s? Testing algo-
rithms in the mobile computing area is a hard task which
motivated the design of specialized simulators. Recently,

5 Concluding Remark and Open Problems

This paper pointed out similarities among common mo-

bile systems (i.e., cellular networks, ad hoc networks, peer- .
to-peer systems, reality virtual systems and cooperative'" [2] the authors show that, surprisingly, for the same set

robots). Moreover, based on this observation we claim that ©f (€StS the simulators responses are completely different.

there should be a common model which characterizes their2€Si9ning an accurate simulator could be another new di-
common parameters. rection for practical mobile computing.

In the following we draw up a list containing problems ~~ What is the specification of mobile pub-
which, in our opinion, should be further investigated in the lish/subscribe? — The publish/subscribe is a service
context of mobile systems. de5|_gned |n.ordgr to disseminate in an mtelhggnt manner

What is the mobility, dynamicity or scalability of a Fhe mfo_rmatlon in large systems. Hence, the information
mobile system? In the area of mobile systems the notions 'S NOt dlffus_ed to aII_the membgrs of the system but to part
mobility, dynamicity or scalability are often used without ©f them which previously manifested a real interest to the
any formal definition. Moreover, these terms are used to de- Nformation. The literature proposes algorithms and tech-
scribe the same behavior. In order to provide a unified view Niques in order to implement the publish/subscribe scheme
on mobile systems these notions should find a formal def- Put there is no agreement on its formal specification. A
inition and eventually the different degrees of dynamicity, formal definition of the publish/subscribe scheme should
mobility and scalability should be appropriately measured. take_ into account _both the notification semantics and the

What is the appropriate model for mobile systems? publishing semantics.

Mobile systems need a complete model which should char- How to efficiently manage cachesin a mobile system?
acterize not only the communications between entities but The classic solutions for cache management do not take into
also the executions of a mobile system. The I/O automatonaccount the cache user mobility. [10] pointed out that in a
[21] is a formal model for distributed systems. It is obvious Mobile system new caching techniques should be designed
that the classic 1/0 automaton should be augmented with thein order to increase the availability of the cached services to
mobility notion in order to obtain a complete model for mo- Mobile users. Moreover, the new caching algorithms should
bile systems. Exhibiting general properties of the new au- cope with the nature of mobile systems (with the communi-
tomaton and defining new techniques of composition could cation cost and the storage cost).

be a next step in mobile systems modelisation area.
What are the specifications of the distributed funda-
mental problems? In the previous section we pointed out

How to measure the complexity of mobile algo-
rithms? Generally, the algorithms provided as solutions of
mobile problems have no proofs or are “proved” by means

that the specification of classic problems in distributed com- of simulations. Furthermore, the complexity measures are
puting should be revisited. We also showed that it is im- imported from static distributed theory without any modi-
possible to provide solutions for these problems when therefication which is inappropriate for a dynamic/mobile sys-
is no information on the system dynamicity. Hence, there tem. New complexity measures suited to system mobility
are two possible approaches: provide new specifications forand new proof techniques should be defined.

these problems or exhibit the minimal hypothesis on the  What is the self-organization of a mobile system?
system dynamicity in order to solve these problems. More- Among the features of mobile algorithms usually is in-
over, designing algorithms solving these problems that copevoked the self-organization. Surprisingly, the notion of self-



organization has no formal definition and there are no for- [16] Y. Huang and H. Garcia-Molina. Publish/subscribe in a mo-

mal

proofs in order to verify if a mobile system is self-

organizing or not. Hence, providing a formal definition for

the notion of self-organization and techniques in order to [17]

verify the self-organization of a mobile system could be one

of the important steps that should be addressed in the future.[18]
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